Page 4
Draft prETS 300 ???: Month YYYY
‎3GPP TSG-RAN WG2 Meeting #111-e                                         R2-2007168
Electronic, 17th - 28th August, 2020‎
 
Title:	[Draft] LS to SA3 on the security related aspects for NR sidelink relay
Response to:	
Release:	Rel-17
Work Item:	FS_NR_SL_relay

Source:	CATT [to be RAN2]
To:	SA3
Cc:	

Contact Person:	
Name:	Hao Xu
E-mail Address:	xuhao@catt.cn           

Send any reply LS to:	3GPP Liaisons Coordinator, mailto:3GPPLiaison@etsi.org 	

Attachments:

1. Overall Description
During RAN2#111-e meeting, the mechanisms for sidelink based UE-to-network‎ relay have been discussed. The protocol stacks for layer-3 relay and layer-2 relay have been agreed as following:

 
[bookmark: _Ref47531835][bookmark: _GoBack]Figure-1 User Plane Protocol Stack for L3 UE-to-NW Relay


[bookmark: _Ref47531856]Figure-2 User Plane Protocol Stack for L2 UE-to-NW Relay 
For layer-3 UE-to-network‎ relay, there are SL PDCP and Uu PDCP layer, separately. In order to better understand the security mechanism on layer-3 relay, RAN2 respectfully ask SA3 the following questions:

Question 1: Whether the current security mechanism on SL and Uu link can be re-used for layer-3 UE-to-network‎ relay?

Question 2: Besides the current security mechanism on SL and Uu link, whether the end-to-end security between the remote UE and gNB is necessary‎ or not for layer-3 UE-to-network‎ relay?

Question 3: If the answer of Question 2 is yes, what is the end-to-end security mechanism between the remote UE and gNB?

For layer-2 UE-to-network‎ relay, there is only an end-to-end PDCP layer between the remote UE PDCP and gNB. There is neither SL PDCP between remote UE and relay UE, nor Uu PDCP layer between relay UE and gNB. In order to better understand the security mechanism on layer-2 relay, RAN2 respectfully ask SA3 the following questions:

Question 4: Whether the current security mechanism on Uu link between the remote UE and gNB can be re-used for layer-2 UE-to-network‎ relay?

Question 5: Besides the current security mechanism on Uu link, whether it is necessary to have other security mechanisms or not for layer-2 UE-to-network‎ relay?

2. Actions:
RAN2 respectfully asks SA3 to take the above information into account for subsequent work and provide the feedback for above questions.

3. Date of Next RAN2 Meetings:
TSG RAN WG2 Meeting #112	02 - 13 November 2020	e-meeting
TSG-RAN WG2 Meeting #113	01 – 05 March 2021	Athens, GR
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