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1. [bookmark: _Ref165266342]Introduction
TSG SA has sent an LS [1] to RAN2 , along with other groups, requesting to “update their respective Rel-16 specifications to mitigate the security threat caused by the lack of user plane integrity protection for 5GC-capable UEs (supporting Architecture option 2) and submit the Rel-16 CRs to TSG#89”.
The discussion in SA was triggered by information received from GSMA Board (SP-200533) and GSMA CVD (SP‑200304) about a new security threat published in February 2020 exploiting a lack of integrity protection of the user plane in LTE and NR. GSMA CVD had discussed the matter and concluded that the security vulnerability was also imposed by the current specification for NR which mandate user plane integrity protection for UE only for 64 kbps.
In order to this security threat, an SA3 CR [2] was approved at the SA#88e plenary meeting, which made the full-rate user-plane integrity protection to be mandatory for architecture option 2 from Rel-16 onwards.
RAN2 needs to discuss and make the necessary changes to mandate User Plane Integrity Protection (UPIP) at UE’s full data rate for the considered scenario.
2. Discussion 
Integrity protection (IP) for user plane data was introduced in Rel-15 for NR stand-alone. It was concluded that the support for IP at full data rate may not be possible in all cases and thus a UE capability for the supported rate was introduced. The UE signals the maximum data rate it can support with IP in the NAS message during the PDU session establishment (and modification). The minimum value of this maximum rate in Rel-15 is 64Kbps and the maximum value is full data rate. The network can optionally configure IP for a PDU session based on UE capability and network policies.
On the uplink, the IP is performed at PDCP layer on the full data PDU for both header and data. Note that the ciphering is done only for the PDCP SDU and thus excludes the header. When activated by RRC, the integrity protection function is applied to all PDCP data PDUs.
RAN2#105bis has previously discussed the mandatory support for UPIP at full data rate based on an SA3 LS and sent a reply LS [4] informing SA3 that “RAN2 has not identified any technical challenges in supporting UP IP at full data rate from protocol specification point of view”. 
Observation 1: RAN2 has previously discussed mandatory support for UPIP at full data rate and has not identified any technical challenges from protocol specification point of view.
The request by GSMA and TSG SA for full data rate support is clear and as SA3 has already introduced this in their specifications, RAN2 should also confirm this again. 
One point to clarify for the introduction of the mandatory full data rate support in Rel-16 would be the deployment scenarios for which this is applicable. In their LS [1], TSG SA indicates that the support should be for “Architecture option 2 from Release-16 onwards and extending it to other Architecture options from Release 17 onwards”. The agreed CR to 33.501 [2] does not make any distinction between architectural options and simply mandates this when the UE is connected to a gNB.
In Rel-15, UPIP was only introduced for 5GC. Since SA LS also indicates that the support for architectural options apart from Option 2 will only be considered from Rel-17 onwards, RAN2 can conclude that only 5GC should be supported in Rel-16 as well. 
SA3 has conducted a Rel-16 Study Item on full data rate for other architectural options including EPC and is expected to have a Rel-17 WI. RAN2 should wait for the completion of this work before making any agreements for EPC.
Proposal 1: Confirm that UPIP is not considered for EPC (i.e. E-UTRAN and EN-DC) in Rel-16. RAN2 should wait until the completion of SA3 work on EPC in Rel-17 for further discussion on this.
It is already clear from SA LS that full data rate for Option 2 should be supported. RAN2 can discuss whether NR-DC and NE-DC should also be included.
Proposal 2: RAN2 to agree that UPIP at full data rate support is mandatory for NR stand-alone.
In TS 37.340 Section 9, the following are stated for the UPIP support for MR-DC:
For MR-DC with 5GC, UP integrity protection can be configured on a per radio bearer basis. All DRBs which belong to the same PDU session always have the same UP integrity protection activation, i.e., either on or off:
-	For NR-DC: MN and/or SN terminated DRBs of a PDU session can have UP integrity protection activation either on or off.
-	For NE-DC: MN terminated DRBs of a PDU session can have UP integrity protection activation on; however, in this case, the MN will not at any point offload any DRB of such PDU session to the SN. SN terminated DRBs of a PDU session always have UP integrity protection activation off.
-	For NGEN-DC: Both MN terminated and SN terminated DRBs of a PDU session always have UP integrity protection activation off.

For NR-DC, full data rate is already supported as an optional UE capability in Rel-15. Now that SA3 has mandated this in [2] for any connection between UE and gNB, it is reasonable to have the same also for NR-DC including split bearer.
Proposal 3: RAN2 to agree that UPIP at full data rate support is mandatory for NR-DC in Rel-16
There is no UPIP support in Rel-15 for NGEN-DC. As SA has indicated that this, along with other architectural options, are for Rel-17 and beyond and that SA3 has not introduced or required UPIP for NGEN-DC, this should not be discussed in Rel-16.
Proposal 4: RAN2 to confirm that UPIP is not supported for NGEN-DC in Rel-16.
The only remaining scenario is NE-DC. As it can be seen from the 37.340 text, Rel-15 supports this for MN terminated bearers. If the UE has the full rate capability, all MN terminated bearers can be configured with UPIP. This will apply to Rel-16 with the only difference that it is now mandatory. However, similar to the discussion above for NGEN-DC, there is no new requirement to extend this to SN terminated bearers.
Proposal 5: RAN2 to confirm that UPIP is mandatory for all MN terminated bearers in NE-DC and not supported for SN terminated bearers in Rel-16.
As with EPC, the additional cases for NE-DC and NGEN-DC can be revisited in Rel-17 based on further SA3 progress on this. Note that these scenarios are already included in the conclusion section of SA3 TR 33.853 as bases for further normative work.
Proposal 6: RAN2 to discuss full data rate UPIP support for NGEN-DC and SN terminated bearers for NE-DC in Rel-17 based on SA3 progress and input.
The capability for UPIP at 5GC is reported by the UE at NAS layer (TS 24.501 Section 9.11.4.7). In Rel-15, the UE can report either 64kpbs or “Full data rate”. These are signalled by separate IEs for downlink and uplink. Rel-16 introduced also a “NULL” code point for NB-IoT devices which is not relevant for the discussion here. 
When RAN2#101 discussed the UE capability for UPIP, it also sent an LS to CT1 and RAN3 [3] to introduce signalling so that the UPIP data rate is known to the gNB so that the actual data rate subject to UPIP does not exceed the UE capability. Based on this, RAN3 introduced the necessary signalling on NGAP.
There is no other signalling used by RAN and in particular over Uu in regards to the UPIP data rate. The integrity protection and verification are done at the PDCP layer and the relevant section 5.9 in 38.323 does not include any procedural text regarding the maximum UPIP data rate.
The only change needed is in stage-2 (TS 38.300) where the optional capability for 64kbps stated as below should be removed:
The maximum supported data rate for integrity protected DRBs is a UE capability indicated at NAS layer, with a minimum value of 64 kbps and a maximum value of the highest data rate supported by the UE. In case of failed integrity check (i.e. faulty or missing MAC-I), the concerned PDU shall be discarded by the receiving PDCP entity.
A companion CR for stage-2 to remove the above optional capability at 64kbps is provided in [5].
Finally, RAN2 should respond to the LS in [1] based on the above RAN2 agreements and CR. A draft LS is provided in [6].
Proposal 7: RAN2 reply to TSG SA that RAN2 has agreed to make it mandatory for the UE to support user plane integrity protection at full data rate starting from Rel-16 when the UE is connected to 5GC via NR.
3. Conclusion
In this document, we discussed mandating full data rate support for UPIP and propose the following:
Observation 1: RAN2 has previously discussed mandatory support for UPIP at full data rate and has not identified any technical challenges from protocol specification point of view.
Proposal 1: Confirm that UPIP is not considered for EPC (i.e. E-UTRAN and EN-DC) in Rel-16. RAN2 should wait until the completion of SA3 work on EPC in Rel-17 for further discussion on this.
Proposal 2: RAN2 to agree that UPIP at full data rate support is mandatory for NR stand-alone.
Proposal 3: RAN2 to agree that UPIP at full data rate support is mandatory for NR-DC in Rel-16
Proposal 3: RAN2 to agree that UPIP at full data rate support is mandatory for NR-DC in Rel-16
Proposal 4: RAN2 to confirm that UPIP is not supported for NGEN-DC in Rel-16.
Proposal 5: RAN2 to confirm that UPIP is mandatory for all MN terminated bearers in NE-DC and not supported for SN terminated bearers in Rel-16.
Proposal 6: RAN2 to discuss full data rate UPIP support for NGEN-DC and SN terminated bearers for NE-DC in Rel-17 based on SA3 progress and input.
Proposal 7: RAN2 reply to TSG SA that RAN2 has agreed to make it mandatory for the UE to support user plane integrity protection at full data rate starting from Rel-16 when the UE is connected to 5GC via NR.
4. [bookmark: _GoBack]References
[bookmark: _Hlk25318115][1] SP-200617, LS on mandatory support of full rate user plane integrity protection for 5G
[2] SP-200628, CR#0852 (SP-200628) to 3GPP TS 33.501 was approved at the SA#88e plenary meeting
[3] R2-1804056, UE capability related to integrity protection of DRBs, Intel
[4] R2-1905346, Response LS on full data rate support for UP IP, Qualcomm Incorporated
[5] R2-2006908, “Support of User Plane Integrity Protection at full data rate”, 38.300 CR#0262, Qualcomm Incorporated
[6] R2-2006909, [Draft] Reply LS on mandatory support of full rate UPIP for 5G, Qualcomm Incorporated




	5/23	

