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	Reason for change:
	With the current limitation of UE signalling the support of user plane integrity protection for only 64kbps and full data rate, the security of UEs operating in NR connected to the 5GC (both NR SA and NR-DC) cannot be guaranteed. 
GSMA has been informed about security breaches, and subsequently informed 3GPP, where 3GPP SA#88-e decided to mandate full rate user plane integrity protection of UEs operating in NR connected to 5GC starting from Rel-16. This applies not only to NR SA but also to NR-DC, where both MN and SN terminated DRBs of a PDU session can be integrity protected. A corresponding CR to TS 33.501 has been approved at SA#88e in SP-200628. 
SA#88e [SP-200617] tasked relevant WGs to agree corresponding CRs to their specifications at their next meeting for Rel-16 accordingly.

	
	

	Summary of change:
	It is clarified in chapter 9 that UEs configured to operate in NR-DC  are also required to mandatorily support user plane integrity protection at any data rate, up to and including the highest data rate supported by the UE for UL and DL simultaneously, as required in TS 38.300 for Rel-16.

	
	

	Consequences if not approved:
	It is not clear whether also UEs configured to operate in NR-DC would require mandatory support of user plane integrity protection at any data rate, up to and including the highest data rate supported by the UE for UL and DL simultaneously.
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MR-DC can only be configured after security activation in the MN.
In EN-DC and NGEN-DC, for bearers terminated in the MN the network configures the UE with KeNB; for bearers terminated in the SN the network configures the UE with S-KgNB. In NE-DC, for bearers terminated in the MN the network configures the UE with KgNB; for bearers terminated in the SN the network configures the UE with S-KeNB. In NR-DC, for bearers terminated in the MN the network configures the UE with KgNB; for bearers terminated in the SN the network configures the UE with S-KgNB.
In NE-DC and NR-DC, a PCell change without KgNB change does not require a S-KeNB change (NE-DC case) or a S-KgNB change (NR-DC case).
In EN-DC, NGEN-DC and NR-DC, for a PSCell change that does not require a KeNB change (i.e. no simultaneous PCell handover in EN-DC and NGEN-DC) or a KgNB change (in NR-DC), S-KgNB key refresh is not required if the PDCP termination point of the SN is not changed. In NE-DC, a PSCell change always requires a S-KeNB change.
In EN-DC, the UE supports the NR security algorithms corresponding to the E-UTRA security algorithms signalled at NAS level and the UE NR AS Security capability is not signalled to the MN over RRC. Mapping from E-UTRA security algorithms to the corresponding NR security algorithms, where necessary, is performed at the MN.
For MR-DC with 5GC, UP integrity protection can be configured on a per radio bearer basis. All DRBs which belong to the same PDU session always have the same UP integrity protection activation, i.e., either on or off:
-	For NR-DC: MN and/or SN terminated DRBs of a PDU session can have UP integrity protection activation either on or off. A UE configured to operate in NR-DC shall support integrity protection for all DRBs (MN and SN terminated) of the concerned PDU session at any data rate, up to and including the highest data rate supported by the UE for both UL and DL simultaneously (see TS 38.300 [3]).
-	For NE-DC: MN terminated DRBs of a PDU session can have UP integrity protection activation on; however, in this case, the MN will not at any point offload any DRB of such PDU session to the SN. SN terminated DRBs of a PDU session always have UP integrity protection activation off.
-	For NGEN-DC: Both MN terminated and SN terminated DRBs of a PDU session always have UP integrity protection activation off.
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