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Introduction
After discussions in RAN#87e and SA#87e plenary, SA#88e reached an agreement on the mandatory support of full rate user plane integrity protection for UEs and communicated the approved requirement to RAN2 in LS [1]:
	for all UEs supporting connection to the 5GC by including mandatory full-rate UPIP for Architecture option 2 from Release16 onwards and extending it to other Architecture options from Release 17 onwards.



This document discusses which next generation architectures mandate UE support for  integrity protection for DRBs (UPIP) at full data rate in Rel-16.  And at what data rate should a UE supporting MR-DC support UPIP when MR-DC is configured and how it is signalled.
Discussion
The SA LS makes it clear that NR UEs shall support integrity protection (UPIP) at full data rate for architecture option 2 in Rel-16.   This is discussed first below.  However, there are still some related ambiguities on what is required as discussed further below.  
UPIP at full data rate for other architectures are deferred to Rel-17.  In the LS, while the SA NR case of Option 2 Architecture is clear, there is some unclarity related to MR-DC.   A possible interpretation of the LS on which architecture configurations require UPIP at full rate is summarised in the table below:
	Architecture
	Rel-16
	Rel-17

	SA NR 
	Yes
	Yes

	UE supporting SA+NR-DC/NE-DC in SA NR configuration
	Yes
	Yes

	NR-DC 
	??
	Yes

	NE-DC (option 4)
	Optional
	Yes.  Does it also including eNB terminated bearers??

	NG-EN-DC (option 7)
	Optional
	Yes.  Does it also including eNB terminated bearers??

	EN-DC (option 3)
	Optional
	??



As seen above, a few open issues need to be resolved in Rel-17.  Focusing on Rel-16 for now, the main uncertainty is about a UE supporting MR-DC architectures.  The confusion regarding NR-DC seems to come from the terminology in plenary discussions – does architecture option 2 include NR-DC, does MR-DC include NR-DC? At SA level discussions these RAN detailed configurations of RAN nodes were not taken into account during the discussion.
The supported data rates for UPIP signalled over NAS has two code points defined today for Rel-16 – 64kb/s and full data rate.   64kb/s value is not appropriate for Rel-16 as:
· When NR SA UE is required to support UPIP at full data rate, it can be considered unacceptable to drop down UPIP to 64kb/s when configured with MR-DC.   
· UE supporting UPIP at full data for SA NR configuration can be expected to be able to support UPIP at least that same rate even when configured with MR-DC.
· The current limitation is that UPIP configuration is common for all the DRBs of PDU-session and can only be changed during a HO with PDCP reset.  Reducing the UPIP configuration when MR-DC is configured will require a HO as per current specification
· A UE supporting UPIP for SA NR with CA may support the same data rate for NR-DC.  It is hence likely that UE could support UPIP at full date even for NR-DC.  
· Further, given the network coordination required and bearer combinations in terms of termination point and radio interface, it would be difficult for network to ensure that peak data rate for DRBs configured with UPIP is not exceeded for NR-DC.
Observation #1: The current NAS signalled value of 64kb/s as the minimum required UPIP data rate is not appropriate for a Rel-16 UE supporting MR-DC, especially NR-DC.  It is reasonable to expect UEs could support UPIP at full data rate even with NR-DC.  Not supporting UPIP for NR-DC at full rate will require additional network coordination.
Proposal #1: Agree that UPIP at full data rate is required for NR-DC in Rel-16.
Signalling supported UPIP data rate when UE is configured with MR-DC
For a UE supporting only SA NR, it shall support UPIP at full data rate in Rel-16.  Since there is only one possible value, there is no need to signal this value in NAS.   It is also reasonable to expect that a UE supporting NR SA and MR-DC shall support UPIP at full rate when configured as SA NR.  
If proposal 1 is agreed and NR-DC is included in Rel-16, the UE shall support UPIP at full data rate for NR-DC.  
Proposal #2: Capture in RAN2 spec that a UE shall support UPIP at full data rate in Rel-16 when configured for SA NR and NR-DC.
It is not required to support UPIP at full data rate for NE-DC in Rel-16 as per SA LS.  This brings up the question that at what data rate does a UE support IP when NE-DC is configured and how is it signalled?
It is reasonable to assume that UE is capable of supporting UPIP at the data rate it can support in NR SA configuration.   For NE-DC, a UE is likely to be able to support UPIP at the same rate as it can for SA NR.   However, this SA NR peak data rate value varies from UE to UE and it would be difficult to capture all possible values to signal over NAS as the supported value for MR-DC configuration.
Observation #2: UE is likely to support UPIP for NE-DC at the data rate that it supports in NR SA configuration in Rel-16.  However, signalling the actual value of this data rate over NAS is not viable.  
A possible option is to capture in RAN2 specification that a Rel-16 UE in NE-DC configuration shall support UPIP at the data rate it supports in NR SA configuration.    
Proposal #3:  Discuss at what rate UE can support UPIP for NE-DC – at 64kb/s or at the maximum data rate UE supports in NR SA configuration.  If UE supports at NR SA data rate this capture it in RAN2 spec as with SA NR and NR-DC.
If UE supports UPIP for NE-DC only at 64kb/s,  NAS signalled values should still be used to support legacy networks.  Since NAS signalling carries a common value for SA and MR-DC architectures, and Rel-16 UE supports UPIP at full data rate for SA and NR-DC, the signalled value at NAS is only really relevant for NE-DC in Rel-16.  A Rel-16 gNB handling a Rel-16 UE in SA NR and NR-DC configuration should ignore the NAS signalled value and instead use what is captured in RAN2 spec (i.e., full data rate for UPIP). A corresponding CR to 24.501 is submitted to the upcoming CT1 meeting.
Proposal #4: Rel-16 UE shall continue to signal the supported data rate for NE-DC at NAS.  Rel-16 RAN nodes should ignore this value for Rel-16 UE for SA NR and NR-DC and use full data rate for UPIP.
On the network side, some network coordination will be needed to ensure that peak data rate for DRBs configured with IP will not exceed the maximum UPIP data rate supported by the UE for NE-DC.  
Other specification aspects such as termination point agnostic bearer handling in the UE, UPIP is not supported for bearers terminated in eNB remains unchanged.
Summary and proposals
This document discussed details of what UE shall support related to incoming LS mandating UPIP at full data rate for SA NR.  It discussed which MR-DC configuration should support UPIP at full rate and at what data rate UPIP is supported for MR-DC and how it is signalled.  The following observations and proposals were made.
Observation #1: The current NAS signalled value of 64kb/s as the minimum required UPIP data rate is not appropriate for a Rel-16 UE supporting MR-DC, especially NR-DC.  It is reasonable to expect UEs could support UPIP at full data rate even with NR-DC.  Not supporting UPIP for NR-DC at full rate will require additional network coordination.
Proposal #1: Agree that UPIP at full data rate is required for NR-DC in Rel-16.
Proposal #2: Capture in RAN2 spec that a UE shall support UPIP at full data rate in Rel-16 when configured for SA NR and NR-DC.
Observation #2: UE is likely to support UPIP for NE-DC at the data rate that it supports in NR SA configuration in Rel-16.  However, signalling the actual value of this data rate over NAS is not viable.  
Proposal #3:  Discuss at what rate UE can support UPIP for NE-DC – at 64kb/s or at the maximum data rate UE supports in NR SA configuration.  If UE supports at NR SA data rate this capture it in RAN2 spec as with SA NR and NR-DC.
Proposal #4: Rel-16 UE shall continue to signal the supported data rate for NE-DC at NAS.  Rel-16 RAN nodes should ignore this value for Rel-16 UE for SA NR and NR-DC and use full data rate for UPIP.
[bookmark: _GoBack]CRs corresponding to these proposals are provided in [2], [3].
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