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In 3GPP TSG RAN Meeting #86, a new SID on support of reduced capability NR devices (RedCap) was revised and agreed in [1]. One of the objectives in the SID is following:
	Study functionality that will allow devices with reduced capabilities to be explicitly identifiable to networks and network operators, and allow operators to restrict their access, if desired [RAN2, RAN1].


Access control is applied to ensure the success of critical communications such as emergency calls by restricting connection requests for delay tolerant service from UE when network is congested. According to the above objective, functionality to allow operators to identify and restrict RedCap access needs to be studied. In this paper, we discuss potential solutions for identification and access restriction for RedCap UEs.
Discussion
2.1 Access Control in Rel-15 NR
In Rel-15, Unified Access Control (UAC) mechanism is developed for NR. UAC is based on the use of Access Identity and Access Category. The Access Identity is determined by the user’s subscriber and the Access Category is determined by the type of service initiated. When initiating a service request, the UE NAS provides one or more Access Identities and one Access Category to UE RRC. If a cell intends to partially or fully bar the access request triggered by certain Access Category, the cell can broadcast UAC-BarringInfoSet for the Access Category.
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For each Access Identity, the uac-BarringForAccessIdentity of UAC-BarringInfoSet indicates whether the access request is 100% allowed. For the Access Identities which access requests are not 100% allowed, UAC-BarringInfoSet further indicates the rate of barring and barring timer which can be used for backoff when the access is barred.
Observation 1: Unified Access Control mechanism, which is introduced in Rel-15 for NR, can perform access control based on Access Identity (determined by user subscriber) and Access Category (determined by type of service).
It is easy to support new use cases via defining new user types and service types in UAC, since 8 Access Identities (i.e. 3~10) and 22 Access Categories (i.e. 10~31) are reserved for future use[2]. 
Observation 2: New Access Identities and Access Categories can be used in UAC for new use cases easily, since 8 Access Identities (i.e. 3~10) and 22 Access Categories (i.e. 10~31) are reserved for future use.
[bookmark: OLE_LINK28]To allow operators to restrict RedCap devices access, the most straightforward way seems to be introducing new Access Identity and/or Access Category in UAC. Therefore, we think the access restriction for RedCap UEs can take the UAC mechanism as the starting point. 
Proposal 1: Unified Access Control mechanism can be considered as the starting point for restriction of the RedCap devices access.

2.2 Groups of RedCap Devices for Access Restriction
In the SID of RedCap, three use cases are elaborated. The requirements for each use case are summarized in the following table. 
Table I: RedCap use cases and requirements
	Use cases
	reference bit rate 
	end-to-end latency 
	reliability /availability 
	peak bit rate
	Battery 

	Industrial sensor
	<2Mbps (UL heavy)
	<100ms;
5-10ms for safety related sensors
	Availability:99.99% 
	N/A
	few years

	Video surveillance
	2-4 Mbps for economic video; 7.5-25 Mbps for High-end video
	< 500 ms
	Reliability: 99%-99.9%. 
	N/A
	N/A

	Wearable
	5-50 Mbps in DL and 2-5 Mbps in UL 
	N/A
	N/A
	Up to 150 Mbps for DL and up to 50 Mbps for UL
	Multiple days (up to 1-2 weeks)


In general, it is preferred to define less UE types considering the economics of scale and to avoid market fragmentation. However, according to the above description, it can be noticed that even for RedCap devices the range of bitrate for different devices may vary greatly, e.g. from less than 2 Mbps to up to 150 Mbps. In [3], we discussed the UE type or category based on the requirements(e.g. maximum bitrate supported) for RedCap UEs. We have the proposal that: two UE types should be defined for RedCap devices to cover various use cases: high-end(i.e. high bitrate) and low-end(i.e. low bitrate) devices. As different bitrate implies different requirements on the amount of radio resource, hence the UE type should be considered while performing the access control.
It’s worth noting that the services provided by the low-end RedCap devices are NOT always low priority services. For example, a wearable eHealth related device needs to transfer collected medical data of the user to the hospital when acute disease occurs. Another example is some smart watches can detect that the user has fallen. When an incident like this occurs, a hard fall alert is delivered, and the user or the watch itself may initiate a call for emergency services.
Besides, there are of course other low-end RedCap devices only used for delay tolerant service, such as a thermometers senor in a fish tank. Hence:
Observation 2: Low-end RedCap devices can be further divided into 2 use cases based on the provided service considering different access requirements:
· Low-end wearable devices: devices may be used for important or delay sensitive service, e.g. transfer collected medical data with a wearable eHealth related device when acute disease occurs;
· Low-end industry devices: devices only used for delay tolerant service, e.g. a thermometers senor in a fish tank.

According to the above analysis, the access initiated by the RedCap devices has quite different requirements on the amount of radio resource, success probability and access latency etc. To simply the access control mechanism, it is reasonable to group the RedCap devices which have the similar requirements for access control. According to this guideline, the access restriction for low-end RedCap should not only based on the UE type, but also the use case (e.g. wearable/industrial sensor). In the way, the RedCap devices can be grouped according to both UE type and use cases (e.g. wearable/industry sensor). For example, 3 groups of RedCap devices, which require different access control treatments, can be defined:
· High-end RedCap devices: the RedCap devices with higher data rate requirement, e.g. high-end wearables and high-end video surveillance;
· Low-end wearable devices: the RedCap devices with lower data rate requirement, and could be used for important or delay sensitive service, e.g. a wearable eHealth related device;
· Low-end industry devices: the RedCap devices with lower data rate requirement, and mainly used for delay tolerant service, e.g. a thermometers senor in a fish tank.
Proposal 2: Access control mechanism should be able to treat access initiated by the following 3 groups of RedCap devices differently: High-end Redcap devices, Low-end wearable devices and Low-end industrial sensors.
2.3 Access Control solution for RedCap devices
The RedCap devices and normal(i.e. non-RedCap)UE may be treated differently in some aspects, such as charging policy and QoS, hence it is very likely that the operator would like to differentiate RedCap devices from normal UE via user subscriber. Given Access Identity is associated with user subscriber, it is reasonable to use new Access Identities for RedCap devices. What’s more, it is better to allocated different Access Identities for RedCap devices belonging to different groups to differentiate the above 3 groups of RedCap devices.
Using new Access Identities for RedCap devices enables UAC to bar RedCap devices. Sometimes, the congestion is not very serious, one cell may only want to bar portion (e.g. 20%) of access requests from the low-end industry RedCap devices, to reduce the load of the network. According to the UAC mechanism, the cell can indicate UAC-BarringInfoSet only for the Access Identity allocated to low-end industry RedCap device to achieve this.
Proposal 3: Different Access Identities can be used in UAC for High-end, Low-end wearable and Low-end industry RedCap devices to enable applying different access control strategies on RedCap devices belonging to different groups.

In some other cases, due to the congestion is serious or operator strategy, the network wants to bar portion of the access requests triggered by a certain service, e.g. MO SMS, with different probability for different devices groups, e.g. bar 100% requests from the Low-end industry RedCap devices, 80% requests from the low-end wearable RedCap devices and 20% requests from high-end RedCap devices.
According to the UAC mechanism, a common Access Category specific barring probability is applied to all the Access Identities if the access restriction is applied to the Access Identity. Hence, the above requirement can only be achieved by allocating different Access Categories for RedCap devices belonging to different groups. 
Proposal 4: RAN2 to discuss whether there is a requirement to apply different access probability among different groups of RedCap devices when the accesses are triggered by the same type of service. 
Proposal 5: If the answer to P4 is yes, different Access Categories can be used in UAC to differentiate accesses from high-end RedCap devices, low-end wearable RedCap devices and low-end industry RedCap devices in case the access is triggered by the same type of service.

2.4 Identification of RedCap devices
After one UE’s access is permitted by the UAC, the UE will initiate the RRC connection setup/resume procedure. According to the SID, functionality that will allow devices with reduced capabilities to be explicitly identifiable to networks needs to be studied. In our understanding, there are two options for a RedCap device to be identified by the network. 
· Option 1: Differentiation RACH resources for normal UEs and RedCap UEs, i.e. the RACH occasions and/or preambles used by normal UE and RedCap UEs are split.
· Option 2: New cause values for RedCap UEs, i.e. RedCap UE specific cause values are defined for the RRC messages such as RRCSetupRequest, RRCResumeRequest, and so on. 
Proposal 6: RedCap specific RACH resources or cause values can be considered for the network to differentiate RedCap UEs from normal UEs.
Conclusions
In this paper, we discussed the characters of different types of RedCap devices and analyzed how to introduce the access restriction for RedCap devices based on the Unified Access Control (UAC) mechanism developed for NR. According to the discussion, we have the following proposals.
Proposal 1: Unified Access Control mechanism can be considered as the starting point for restriction of the RedCap devices access.
Proposal 2: Access control mechanism should be able to treat access initiated by the following 3 groups of RedCap devices differently: High-end Redcap devices, Low-end wearable devices and Low-end industrial sensors.
Proposal 3: Different Access Identities can be used in UAC for High-end, Low-end wearable and Low-end industry RedCap devices to enable applying different access control strategies on RedCap devices belonging to different groups.
Proposal 4: RAN2 to discuss whether there is a requirement to apply different access probability among different groups of RedCap devices when the accesses are triggered by the same type of service. 
Proposal 5: If the answer to P4 is yes, different Access Categories can be used in UAC to differentiate accesses from high-end RedCap devices, low-end wearable RedCap devices and low-end industry RedCap devices in case the access is triggered by the same type of service.
Proposal 6: RedCap specific RACH resources or cause values can be considered for the network to differentiate RedCap UEs from normal UEs.
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UAC-BarringInfoSet :: SEQUENCE {
uac-BarringFactor ENUMERATED {p00, p0S, plo, 1S, p20, P25, P30, P40,
S0, DEO, D70, DTS, DSO, DBS, DID, DSS),
uac-BarringTime ENUMERATED (s4, s8, sl6, s32, séd, si2s, s256, s512},

uac-BarringForAccessIdentity BIT STRING (SIZE(7))




