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1. Introduction
A new Study on positioning integrity was approved at RAN#86 in support of the NR Positioning Enhancements objectives below [1]. 

	2. Study solutions necessary to support integrity and reliability of assistance data and position information: [RAN2]
a. Identify positioning integrity KPIs and relevant use cases.
b. Identify the error sources, threat models, occurrence rates and failure modes requiring positioning integrity validation and reporting. 
c. Study methodologies for network-assisted and UE-assisted integrity.

NOTE 4: Objective 2 is applicable to both, RAT-dependent and RAT-independent positioning methods.
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This text proposal introduces integrity concepts and methodologies to address the study objectives.



2. Text Proposal
The draft TR [38.857] for the Study on NR Positioning Enhancements addresses the ‘Positioning integrity and reliability’ objectives in Section 9 of the skeleton report [34]. The numbering and table of contents for the text proposals below have been aligned to Section 9 for consistency. An accompanying submission has been made in RP-2006542 proposing to adopt the table of contents as an initial baseline for TR 38.857, Section 9:
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[bookmark: _Toc30150222][bookmark: _Toc46305153][bookmark: _Toc46319420]9	Positioning integrity and reliability 
[bookmark: _Toc46319421]9.1	Background
This section introduces the concepts and drivers for positioning integrity within the context of 3GPP.

[bookmark: _Toc46319422]9.1.1		Positioning Integrity Drivers
[bookmark: _e0izkthil81j]Positioning technologies and their resulting accuracy are a critical enabler of Location Services (LCS) [2]. Connected and autonomous systems are creating new and challenging requirements for enhanced positioning performance. Higher accuracy is now expected, on-demand, at larger scales than ever before. Millions of users seek global positioning coverage on embedded devices at <10 cm accuracy. High accuracy assistance data has therefore been a recent focus of 3GPP Release 15 and 16 using RAT-dependent and RAT-independent techniques, including the following use cases [3]: 

· Road (Lane-level positioning, traffic monitoring and management, road user charging)
· Location-Based Services (bike sharing, wearables, advertising, augmented reality)
· Aerial (UAVs, geo-imagery, transport)
· Emergency and Mission Critical (emergency services, first responders, E911)
· Rail and Maritime (asset tracking and management, network optimization)
· eHealth (patient and equipment transport)

As positioning demands continue to increase, the scale and connectivity of emergent applications such as self-driving vehicles and IIoT has necessitated a standards-based approach [1]. More devices connecting to the network means more users rely on the network being trustworthy and interoperable. Accurate positioning information is no exception - the ability to navigate safely means a user must trust their estimated position with a high degree of confidence. 

Trustworthiness of position is the study of Positioning Integrity, as defined by TS 22.872 [3]: 

Integrity: A measure of the trust in the accuracy of the position-related data provided by the positioning system and the ability to provide timely and valid warnings to the UE and/or the user when the positioning system does not fulfil the condition for intended operation. 

The concepts of positioning integrity are an input to addressing the core requirements for positioning reliability in the 5G system, as defined by TS 22.261 [4]:
The 5G system shall be able to determine the reliability, and the uncertainty or confidence level, of the position-related data.
The 5G system shall be able to access to (sic) the positioning methods used for calculating the position-related data and to (sic) the associated uncertainty/confidence indicators.
Therefore, the positioning integrity concepts examined in this proposal contribute to improving the overall service performance and reliability for existing [3] and emerging high accuracy scenarios, with a particular focus on V2X, automation and related navigation use cases [1, 5, 6, 7].

[bookmark: _drcc78rqlemq][bookmark: _Toc46319423]9.1.2		Positioning Integrity within the scope of 3GPP
This study examines how to report the integrity of positioning assistance data and the overall Positioning System, distributed via 3GPP. Positioning integrity should not be confused with the alternative meaning of ‘data integrity’ [8] which ensures a message is transmitted without errors over a communications channel. While data integrity is also a sub-requirement of positioning integrity (Section 5.6), the scope of this study encompasses the integrity methods and KPIs needed to estimate confidence indicators for UE-based and UE-assisted positioning [1, 9, 10, 11]. 

To address the study objectives, integrity concepts originating from civil aviation are first identified. The remaining gaps in methodology and integrity indicators which are necessary for expanding these concepts to high accuracy positioning are then evaluated. These findings lead to recommendations to define a common set of KPIs and functional IEs in order to report positioning integrity when using 3GPP-connected devices. The specifications will enable LCS providers and UE vendors to report positioning integrity in a standardized manner, bringing required confidence and value to users from the information supplied by the network and the UE.

[bookmark: _n7zhw3y1omfe][bookmark: _7c57qwu2kkqh][bookmark: _Toc46319424]9.2	Integrity Concepts
[bookmark: _Toc46319425]9.2.1		Definitions
[bookmark: _6hvbl3hpvdbz]Adapted from a combination of 3GPP positioning specifications, functional integrity standards and industry-standard terminology.

9.2.1-1	User Equipment (UE): The UE is the object for which the process of Positioning is carried out. It must have a reference point and local body coordinate frame with origin at the reference point.

9.2.1-2	Positioning: Positioning is the process of determining the Positioning State of the UE at an epoch.

NOTE: Positioning can include relative positioning with respect to other objects or the environment. However, it does not include routing of the UE along a path.

9.2.1-3	Positioning State: The Positioning State is the position and/or velocity and/or attitude of the UE at an epoch represented in the system coordinate frame used by the Positioning System (e.g. International Terrestrial Reference Frame) and given for the reference point of the UE (for position and/or velocity), and the orientation is represented by the relative alignment of the UE’s body coordinate frame to the system coordinate frame.

9.2.1-4	Positioning Information: Positioning Information includes the Positioning State and optionally additional auxiliary information about the Positioning System.

NOTE: The additional auxiliary information could be, for example, the Accuracy or Protection Level corresponding to the Positioning State.

9.2.1-5	Positioning System: The Positioning System performs Positioning by processing the outputs of one or more positioning sensors, assistance data and other positioning-related inputs to provide the Positioning Information.

9.2.1-6	Positioning State Error: The Positioning State Error is the absolute value of the difference between a Positioning State estimated by the Positioning System and the true Positioning State.

9.2.1-7	Accuracy: The accuracy of a Positioning State is the A-th percentile of the Positioning State Errors.

NOTE: Typically, A is one of the following [50%, 68%, 90%, 95%].

9.2.1-8	Accuracy Estimate: The Accuracy Estimate of a Positioning State represents the Positioning System's estimate of the expected Positioning State Error.

NOTE: 
· Usually, there is a statistical distribution and a confidence level linked to the Accuracy Estimate, e.g. one sigma Gaussian.
· Typically, the Accuracy Estimate is output as part of the Positioning Information for each Positioning State (i.e. in real-time).

9.2.1-9	Integrity: The Integrity of a Positioning System is a measure of the trust that can be placed in the correctness of the Positioning State supplied by the Positioning System, including the ability to provide timely and valid Alerts to the UE and/or the user when the Positioning State does not fulfil the condition for intended operation (adapted from [3]).

9.2.1-10 	Alert: An alert is an indicator within the Positioning Information that indicates whether the Positioning State is not trustworthy or available for the intended operation.

9.2.1-11	Available: The Positioning System is considered Available if the Positioning State output is Available and there is no Alert present.

9.2.1-12	Availability: Availability is the percentage of time the Positioning System is Available during the intended operation.

9.2.1-13	Alert Limit (AL): The maximum allowable Positioning State Error such that the Positioning System is available for the intended application. If the Positioning State Error in any dimension or combination of dimensions is beyond the AL, operations are hazardous and the Positioning System should be declared unavailable for the intended application to prevent loss of Integrity (adapted from [13]).

9.2.1-14 	Target Integrity Risk (TIR): The probability per unit of time that the Positioning State Error exceeds the AL without issuing a timely Alert within the Time-to-Alert (TTA).

9.2.1-15	Time-to-Alert (TTA): The maximum allowable elapsed time between when the Positioning State Error exceeds the AL and when the UE annunciates a corresponding Alert.

9.2.1-16	Protection Level (PL): The PL is a bound on the Positioning State Error that ensures that, the probability per unit of time of the true error being greater than the AL and the PL being less than or equal to the AL, for longer than the TTA, are both less than the required TIR. i.e.

	Probability per unit of time (((True Error > AL) & (PL<=AL)) for longer than TTA) < required TIR

NOTE: Typically, the PL is output as part of the Positioning Information for each Positioning State (i.e. in real-time).

9.2.1-17	Hazard: A potential source of harm caused by malfunctioning behaviour of the Positioning System (adapted from [24]).

9.2.1-18	Feared Event: Feared Events are considered to be all possible events (i.e. of natural, systemic or operational nature) that can cause the computed Positioning State to deviate from the true position, regardless of whether a specific Fault can be identified in one of the Positioning Systems or not (adapted from [31]).

9.2.1-19	Fault: A Feared Event that occurs intrinsic to the Positioning System, i.e. caused by the malfunction of one of the elements of the Positioning System.

9.2.1-20	Fault-free: A Feared Event is considered Fault-free when it is not caused by a malfunction of the Positioning System. Typically, Fault-free Feared events are conditions when the Positioning System inputs are erroneous e.g. a GNSS satellite failure or abnormal atmospheric condition.

9.2.1-21	False Alert: The annunciation of an Alert by the Positioning System when the Positioning State Error has not exceeded the Alert Limit.

9.2.1-22	Misleading Information (MI): A MI event occurs when, the Positioning System being declared available, the Positioning State Error exceeds the PL but not the alert AL (adapted from [14]).

9.2.1-23	Hazardous Misleading Information (HMI): A HMI event occurs when, the Positioning System being declared available, the Positioning State Error exceeds the AL without annunciating an Alert within the TTA (adapted from [14]).

9.2.1-24	Integrity Event: An Integrity Event occurs when the Positioning System outputs Misleading Information (MI) or Hazardous Misleading Information (HMI).

9.2.1-25	Integrity Assistance Data: Data provided to the UE by the network to improve, enhance or enable integrity monitoring.

9.2.1-26	Continuity: The likelihood that the Positioning System will be Available during the complete duration of the intended operation if the Positioning System is Available at the beginning of the operation.

[bookmark: _z4pja7bemx0q][bookmark: _cxd2uupymbij][bookmark: _5qc891449ki][bookmark: _Toc46319426]9.2.2		Integrity Background
The concept of positioning integrity means that users must trust their estimated position with a quantified degree of confidence. To enable this level of confidence or certainty, the positioning system needs the capacity to indicate when a Positioning State Error may exceed allowable limits for the intended operation. Thus, if a positioning-based system reaches a specified Alert Limit (AL), the user can implement a functional decision to stop or abort the operation and/or use alternative sources of positioning information, if available.

Positioning integrity has a long operational history in the field of civil aviation, and specifically GNSS integrity monitoring techniques which are further examined in Section 9.5. A fundamental driver for this study recognizes that the complexity of errors affecting high accuracy applications requires additional considerations beyond the error models traditionally used for aviation and lower accuracy use cases. New models also need to be developed for RAT-dependent techniques. The concepts and methods for addressing these challenges in order to satisfy the 5G high accuracy positioning requirements down to 0.1m, with sufficient levels of integrity, are examined. In particular, the trade-off between accuracy versus integrity using a combination of network-side and UE-side methods for monitoring and reporting Integrity Assistance Data is important.

[bookmark: _6u6qen2m7rxa][bookmark: _Toc46319427]9.2.3		Accuracy versus Integrity
To understand the necessity of introducing the concept of Integrity, we must first understand how it differs from the more familiar concept of Accuracy. Accuracy and integrity are related but separate concepts, and for many use cases accuracy alone is insufficient to meet the requirements. This section addresses the need for integrity in addition to accuracy and the distinctions between these concepts.

Positioning devices and services are typically designed to report the distribution of errors that characterize the overall system performance, which is often specified as an error percentile representing the Accuracy Estimate. For example, a road vehicle with an embedded UE positioning client may report a lane-level accuracy of <50cm 95th percentile. The UE is indicating that, based on all the computed positions, its accuracy estimate is better than 50 centimeters, 95% of the time. For the remaining 5%, the position error is unknown. In fact, these errors might reach 10s or 100s of meters due to multiple different error sources. The 5% of errors are essentially unbounded without any way to reliably validate their distribution. In the case of GNSS, these errors could include constellation geometry (i.e. Dilution of Precision), sharp atmospheric gradients or irregularities and local receiver effects such as high measurement noise or multipath. 

Integrity is a method of bounding these errors to a much higher confidence. It involves a set of decision criteria for reporting whether a positioning state error is valid within a specified threshold of confidence. For example, a Target Integrity Risk (TIR) of 10-7/hr translates to a 99.99999% probability that no hazardously misleading outputs occurred in a given hour of operation, which is a common requirement in aviation and automotive use cases. The TIR sets the target for determining which Feared Events need to be monitored in order to meet the specified Alert Limit at this level of probability. A lower TIR introduces a wider range of threats that need to be monitored to improve confidence in the estimated position. Erroneous position estimates which do not meet the integrity criteria can then be omitted in the final positioning solution, allowing only the valid position estimates to be utilised. 

<-------------------------------------------End of text proposal--------------------------------------------->

[bookmark: _Hlk46413668]Observation 1:	The accuracy indicator is given by the Accuracy Estimate and is usually assessed by e.g. a 50%, 95% or 99% percentile, but does not include information about worst case performances and rare events.

Observation 2:	The integrity indicators are assessed based on the Target Integrity Risk (TIR). Rare feared 
events that nonetheless occur more frequently than the TIR (e.g. >10-7/hr in the example) need to be monitored, as they will contribute to the total integrity budget. Integrity indicators establish a standardized set of decision criteria for reporting whether the Positioning State Error exceeds its safe limit.

<-------------------------------------------Start of text proposal--------------------------------------------->
[bookmark: _adww6m75oa2t][bookmark: _Toc46319428]9.3		Integrity Key Performance Indicators
Integrity indicators are important parameters for specifying and monitoring what level of integrity risk (i.e. TIR) is acceptable when deriving positioning information to support the intended function for different use cases. There are four KPIs recommended in this study (full definitions provided in Section 9.2.1) to be determined by the UE using integrity assistance data:

1. Alert Limit (AL) 		[9.2.1-13]
2. Target Integrity Risk (TIR)  	[9.2.1-14]
3. Protection Level (PL) 		[9.2.1-15]
4. Time-to-Alert (TTA) 		[9.2.1-16]
[bookmark: _nwraazez0ap6]
[bookmark: _Toc46319429]9.3.1		KPI Descriptions
The TIR is a design constraint for a positioning system and represents the probability that a positioning state error exceeds the AL but fails to alert the user within the required period of time (i.e. Time-to-Alert). In practice, the TIR is very small. For example, the previous example of <10-7/hr TIR is common in aviation and automotive use cases, which translates to one failure permitted every 10 million hours (equivalent to 1142 years approximately).

Integrity system failures are known as Integrity Events. An Integrity Event occurs when the Positioning System outputs Misleading Information (MI) or Hazardous Misleading Information (HMI). In order to properly detect an integrity event, both the Fault and Fault-free conditions which potentially lead to MI or HMI need to be identified and monitored. Fault-free feared events are those which do not involve an actual malfunction of the system itself but instead represent abnormal input conditions that could potentially cause an integrity event if not accounted for. In the GNSS context for example, the fault-free feared events include nominal effects experienced every day such as poor satellite geometry, larger atmospheric gradients, and signal interruption, all of which can degrade positioning performance without causing the system to fail. A common limitation of existing industry functional safety standards (Section 9.5.2) is that only the fault conditions are considered. In practice, however, the fault-free conditions also have a material contribution to the total integrity risk budget and must therefore be monitored. 

The Protection Level (PL) is a real-time upper bound on the positioning state error at the required degree of confidence, where the degree of confidence is determined by the TIR probability. It is used to indicate positioning system Availability, as when the PL is greater than the AL, the system is considered unavailable. When the true position error is greater than the PL (but less than the AL) this is considered MI.
[image: ]
Figure 9.3.1-A: Relationship between Position Error (PE), Protection Level (PL), Alert Limit (AL) 
and MI and HMI events [14, 33].

As discussed further in Section 9.6, it is a powerful enhancement to integrity systems to take advantage of external integrity data provided to the system, e.g. by a network. This is known as Integrity Assistance Data. In the context of this study, the threshold values for each KPI are implementation-dependent, meaning they vary based on the use case requirements and corresponding functionality provided by the network operator (i.e. depending which UE-based and UE-assisted methods are implemented)[footnoteRef:1]. Various GNSS service providers already support integrity monitoring in their products, e.g. [33], but there is no common standard for distributing integrity assistance data to a wider ecosystem of connected devices, nor have they been applied to RAT-dependent techniques. Therefore, LPP [16] and related specifications can be extended to include IEs for disseminating integrity assistance data (Section 9.6) beyond what has already been specified (e.g. Section 9.5.1.6). [1:  This observation upholds existing assumptions within the functional UE specifications with respect to positioning uncertainty [20], which state that: ‘the uncertainty of the position measurement shall be network-implementation-dependent, at the choice of the network operator. The uncertainty may vary between networks as well as from one area within a network to another. The uncertainty may be hundreds of metres in some areas and only a few metres in others. In the event that a particular position measurement is provided through a UE-assisted process, the uncertainty may also depend on the capabilities of the UE. In some jurisdictions, there is a regulatory requirement for location service accuracy that is part of an emergency service.’ ] 


<-------------------------------------------End of text proposal--------------------------------------------->

Observation 3:	LPP does not currently include sufficient IEs for signaling Integrity Assistance Data. Integrity validation and reporting can enhance the trustworthiness and availability of 3GPP positioning information to fulfill a broader set of requirements for the 5G use cases.


[bookmark: _Toc46319430]<-------------------------------------------Start of text proposal--------------------------------------------->
9.3.2		Stanford Diagram
A useful representation of the relationships between the Integrity KPIs  is the so-called Stanford Diagram [17, 18] shown in Figure 9.3.2-A. It should be noted that the Actual Error (AE) depicted in this Figure is the difference between the true position and the estimated position computed by the positioning device. In practice, the true position is not known. 

[image: ]
Figure 9.3.2-A: Stanford Diagram for integrity events, adapted by [19].

The following observations can be made from the Stanford Diagram:

System is available (PL<AL):

· Nominal Operations (AE<PL): the solution is available and operating safely without an integrity event. 
· Misleading Information (AE>PL & AE<AL): the solution is available but contains an MI integrity event due to AE>PL. It is still operating safely given AE does not exceed the AL.
· Hazardous Misleading Information (AE>PL & AE>AL): the solution is available but contains an HMI integrity event due to AE>AL. It is still declared safe (PL<AL) when it should not have been.

System is unavailable (PL >AL):

· System Unavailable, False Alert (AE<PL & AE<AL): the solution is unavailable but is a false alert integrity event given AE<AL. 
· System Unavailable (AE<PL & AE>AL): the solution is unavailable and operating as intended without an integrity event given AE>AL was properly detected.
· System Unavailable and Misleading (AE>PL & AE>AL): the solution is unavailable and contains a MI (AE>PL) integrity event.

<-------------------------------------------End of text proposal--------------------------------------------->

Observation 4:	The Stanford Diagram is a conceptual framework for interpreting the relationship between 
integrity KPIs for different integrity events. The Alerts and actions issued by the UE or Positioning System in response to these integrity events are implementation-dependent.






[bookmark: _l9nz8lxk62lq][bookmark: _1adsqrdtcn66][bookmark: _Toc46319431]<-------------------------------------------Start of text proposal--------------------------------------------->
9.4		Integrity Use Cases
A new generation of connected devices and systems is dramatically increasing consumer demand for high accuracy. This in turn has increased dependence on the trustworthiness and availability of positioning information. The 3GPP system is an efficient, widespread and standardized architecture for accessing connected features, meaning positioning integration via 3GPP specifications avoids the unnecessary costs of implementing additional proprietary protocols within a system. The interoperability afforded by 3GPP leads to natural synergies for disseminating and consuming positioning assistance data, including greater bandwidth efficiency, reduced overhead on the UE and more opportunity for value-added services, including integrity. The automotive use case is a primary example.
[bookmark: _mc8y6rb7p77k]
[bookmark: _Toc46319432]9.4.1		Automotive
[bookmark: _1i6ko7i6w8u3]The following user stories involve a road vehicle accessing integrity assistance data from the network as an input to determining the integrity KPIs on the vehicle UE. 

[bookmark: _Toc46319433]9.4.1.1		Road-Level Identification
Positioning integrity is a key input to determining whether a road vehicle is traveling on a highway or a neighbouring access road (e.g. a collector-distributor lane). For example, consider a manufacturer wanting to ensure their Advanced Driver-Assistance Systems (ADAS) only activates when the vehicle is on a highway. This requires the UE to determine with a high degree of integrity which road the vehicle is traveling in order to avoid the potential for unintended ADAS functionality on the access road (or conversely to ensure the appropriate functionality has been activated on the highway). The road vehicle may also be subject to road-user charging with fees that vary depending which road is used, also requiring positioning integrity validation. 

[bookmark: _kqsw5qmm10rq]Consider an access road that is within 3 metres of a freeway, with a corresponding AL of 3 metres and TIR of 1 x10-7/hr specified by the vehicle manufacturer. The road vehicle connects to an integrity service provider via the mobile network to receive integrity assistance data. This data is applied at the UE alongside its local positioning measurements in order to compute the real-time PL. So long as the PL remains below the AL, the positioning system is available and functioning as intended and the road-level identification can be made safely. If the PL exceeds the AL, the impacted positioning system should be declared unavailable on the vehicle and a road-level determination is not possible. For example, a network-detected fault can be flagged in the integrity assistance data, resulting in a larger PL computed by the UE. 

[bookmark: _Toc46319434]9.4.1.2		Lane-Level Identification
The same concepts and methods also apply to validating which lane the vehicle is traveling in. Lane change warnings and maneuvers are a crucial input to enabling various Levels of autonomy [32] and related 5GAA use cases, requiring an AL of 1.5m and TIR of 1x10-7/hr or lower [7, 29]. 

The ability to handle faults almost instantaneously on a road vehicle is absolutely critical in order to recover the situation and avoid a potential collision between lanes. The UE is responsible for monitoring localized events which need to be detected in the shortest time possible, i.e. ‘highly dynamic’ feared events (e.g. multipath, cycle slips and satellite feared events in the case of GNSS). The network is therefore used to monitor the low dynamic threats, which are less time-critical but still depend on a reliable communication channel with the UE. In the automotive and other 5G positioning use cases, the TTA is also far more stringent (e.g. 100ms in some cases) compared with an aviation TTA of 6 seconds (or slower) for precision approaches. Hence, the low latency of the 3GPP communications presents a strong synergy for supplying integrity assistance data that is secure and assured.

Once again, the positioning system should remain available unless the PL exceeds the AL, in which case the system should be unavailable and the corresponding ADAS functionality on the vehicle disengaged. To avoid an integrity event, any feared event with an occurrence probability higher than the TIR (i.e. >1x10-7/hr) needs to be detected and mitigated within the TTA[footnoteRef:2]. If a feared event occurs at the network or UE, the UE should be capable of determining its effect on the PL relative to the AL, within the required TTA, such that the position reported by the UE remains fault-free (i.e. even if the fault-free position leads to the system being unavailable).  [2:  NOTE: If the lane-level requirement was simply specified by the accuracy estimate (e.g. <1.5 at the 95th percentile), 5% of the estimated positions may still be impacted by feared events which far exceed the required AL, potentially leading to an integrity event. Integrity KPIs are instead used to define probabilities of failure over a given period of time rather than relying on the combined statistical distribution of the estimated positions (which are potentially contaminated by fault and fault-free events that go undetected). The integrity methodologies (Section 9.6) allow an integrity risk to be allocated based on the probability of occurrence for each feared event, and then quantified as a contribution to the total TIR. This ensures only the integrity-validated positions are included in the positioning estimate, meaning the nominal accuracy should be easily achieved.] 


<--------------------------------------------End of text proposal--------------------------------------------->
[bookmark: _cuw3hohwe9hv]Industrial / Rail / Aerial / Other
[bookmark: _Hlk47532362]Further contributions on use cases are encouraged, including relevant studies and requirements already underway in 3GPP. For example, rail use cases are further examined in TR 22.889 [35].

Observation 5:	The automotive use case and its implications are readily transferable to other 5G positioning use cases. The threshold KPI values are implementation-dependent for each use case, however the generalized integrity parameters and methodologies proposed can be applied to any 3GPP use case, subject to the positioning technology (e.g. RAT-dependent vs. RAT-independent). Further contributions are encouraged from industry representatives on additional integrity use cases.

<-------------------------------------------Start of text proposal--------------------------------------------->
[bookmark: _Toc46319435]9.5		Existing Industry Integrity Standards

[bookmark: _Toc46319436]9.5.1		Existing Integrity Implementations
Integrity has been widely studied in civil aviation for en-route navigation and landings (precision and non-precision approaches). This section builds on the terms and concepts introduced above. It outlines existing GNSS integrity techniques applied in aviation in order to identify the remaining gaps in methodology to be addressed through the recommendations of this study. Table 9.5.1-A provides a comparison summary of the implementation features detailed in the following sections, which is revisited in Section 9.6 as an input to the recommendations for extending integrity methods to support high accuracy use cases.




	 
	Network Assistance Data
	Max. # 
Faults
	Constellations
Supported

	
	Corrections
	Integrity
	
	

	SBAS
	✔︎
	✔︎
	Multiple
	GPS-only

	ARAIM
	✘ 
	✔︎ 
	Multiple
	Multiple

	RAIM
	✘ 
	✘ 
	Single
	GPS-only

	AAIM
	 ✘
	✘ 
	Multiple
	Multiple


Table 9.5.1-A: Feature summary for GNSS integrity methods used in civil aviation.

[bookmark: _64rwts4d2bmf][bookmark: _Toc46319437]9.5.1.1		RAIM
Receiver Autonomous Integrity Monitoring (RAIM) is a method of comparing the consistency of GNSS pseudorange measurements observed at a user device [21]. RAIM algorithms take advantage of the measurement residuals on a user device when more satellite measurements are available than the minimum needed to achieve a positioning fix. In theory, the additional pseudoranges should be consistent with those used to achieve the position, within some threshold of residual error. By statistically testing these residuals, outliers can be detected. 

RAIM techniques are currently implemented operationally for en-route and non-precision approaches (NPA). The operational RAIM models however are GPS-only and rely on the assumption that only one satellite may be faulty. Hence, the probability of multiple satellite failures is considered negligible using RAIM, which is not sufficient to achieve the lower TIR and ALs examined in this study. The nominal multipath model can also be considered too optimistic[footnoteRef:3] when applied to high accuracy use cases, particularly devices operating near buildings rather than flying at altitude in open sky. Additionally, the typical protection level for RAIM is several dozens of meters [22], which is acceptable for en-route navigation (i.e. requiring ALs of several hundred meters) but does not address the 5G positioning demands at <1m or better. [3:  RAIM algorithms are based on a standardized curve approximating the standard deviation of the error due to multipath as a function of the GPS satellite elevation angle.] 

[bookmark: _6606wqqb56po]
[bookmark: _Toc46319438]9.5.1.2		ARAIM
Advanced Receiver Autonomous Integrity Monitoring (ARAIM) generalizes the RAIM concept for multi-constellation operations and removes the single-fault assumption [23]. A central concept of ARAIM is to define the Integrity Support Message (ISM) which includes information on fault probabilities. The ISM removes the need for hardcoded assumptions on satellite failures, allowing these probabilities to be updated by GNSS providers over time using the ISM broadcast from the network. ARAIM methods also account for a broader list of feared events (i.e. fault and fault-free cases) in line with modern knowledge of the GNSS constellations, compared with older RAIM techniques which were certified in the 90’s. However, the main two drawbacks are that the typical protection level amplitude is still several dozens of meters and the multipath error model is again too optimistic for a land vehicle, both of which also affect the RAIM method. 
[bookmark: _9xq3qiol9y10]
[bookmark: _Toc46319439]9.5.1.3		AAIM
The Aircraft Autonomous Integrity Monitoring (AAIM) class of techniques relies on a Kalman filter which fuses GPS and Inertial Navigation Sensor (INS) measurements and simultaneously detects satellite faults. Different variants exist, the most relevant of which is the Multiple Solution Separation (MSS) algorithm, which uses sub-filters containing different subsets of the received satellite measurements and compares these with a separate filter that estimates a position using all satellite measurements at once. The main drawbacks of this approach are again a heavy reliance on properly characterizing the multipath error distribution, a challenge that also impacts the RAIM and ARAIM methods. AAIM also scales factorially with the number of faults considered, making it difficult to monitor more than one fault at a time given the high computational overhead.
[bookmark: _v2ahz2i9n7b2]
[bookmark: _Toc46319440]9.5.1.4		SBAS
SBAS [18] provides differential corrections and integrity messages for GNSS satellites that are within sight of a network of stations distributed across a continent. The general SBAS architecture is as follows: 

· A satellite data link which shares the same frequency band as GPS (internet delivery is also possible). 
· A set of redundant geostationary satellites used to broadcast the corrections over very wide areas. 
· A ‘state-space’ set of corrections (orbit, clock and ionosphere corrections).

Today, various SBAS services are operational[footnoteRef:4]. SBAS has several advantages given the integrity performance can be partially allocated to the augmentation system rather than just the user equipment, meaning integrity assistance parameters are broadcast by the network. It also scales well with large numbers of users given the system corrections are broadcast via a one-way data link. [4:  The Wide Area Augmentation System (WAAS) operated by the United States Federal Aviation Administration (FAA); the European Geostationary Navigation Overlay Service (EGNOS) operated by the European Space Agency (ESA); the Multifunctional Transport Satellites (MTSAT) Satellite Augmentation System (MSAS) operated by the Japanese Ministry of Land, Infrastructure and Transport and Civil Aviation Bureau (JCAB); the GPS Aided Geo Augmented Navigation (GAGAN) implemented by the Indian Space Research Organization (ISRO) and Airports Authority of India (AAI). Additional SBAS services are planned across Russia (SDCM - System for Differential Corrections and Monitoring) and the Southern Positioning Augmentation Network led by Australia and New Zealand.] 


The downsides of SBAS are that the fastest Time-to-Alert (TTA) specified in the standard is only 6 seconds for precision approaches. This places a hard constraint on the real-time performance of the system as well as the data links of the system. In other words, it cannot serve applications requiring a faster fault-handling time than 6s, which is slower than the TTA conditions required by highly dynamic applications such as self-driving vehicles and other modes of mobility. Furthermore, the most demanding Alert Limit requirement is 40m, which is insufficient in the context of this study (operational SBAS performance is typically around 1m in practice). Similar to other aviation integrity approaches, the assumed multipath error model is also not applicable to the majority of terrestrial positioning use cases. There are two main standards identified below which are implemented by civil aviation authorities for SBAS compliance. SBAS performances for different operations are summarized in Table 9.5.1.4-A:

· Standards and Recommended Practices (SARPS), controlled by the International Civil Aviation Organization (ICAO), which describe the type and content of the signal-in-space messages transmitted by SBAS providers [22].
· Minimum Operational Performance Standard (MOPS) DO-229D, controlled by the US Radio Technical Commission for Aeronautics (RTCA), which provides standards for SBAS receiver equipment [12].

	Typical Operation
	Horizontal AL
	Vertical AL
	Integrity
	TTA
	Continuity
	Availability

	En-route
	3.7 km (2 NM)
(Continental)
	N/A
	1 – 1 × 10-7/h
	5 min
	1 – 1 × 10-4/h to 1 – 1 × 10-8/h
	0.99 to 0.99999

	En-route Terminal
	1.85 km (1 NM)
	N/A
	1 – 1 × 10-7/h
	15 s
	1 – 1 × 10-4/h to 1 – 1 × 10-8/h
	0.99 to 0.99999

	Initial approach, Intermediate approach, Non-precision approach (NPA), Departure
	556 m (0.3 NM)
	N/A
	1 –1x10-7/h
	10 s
	1 – 1x10-4/h to 
1 – 1x10-8/h
	0.99 to 0.99999

	Approach operations with vertical guidance (APV-I)
	40 m (130 ft)
	50 m (164 ft)
	1 – 2 × 10-7 per approach
	10 s
	1 – 8 × 10-6 in any 15 s
	0.99 to 0.99999

	Approach operations with vertical guidance (APV-II)
	40 m (130 ft)
	35 m (200 ft)
	1 – 2 × 10-7 per approach
	6 s
	1 – 8 × 10-6 in any 15 s
	0.99 to 0.99999

	Category I precision Approach
	40 m (130 ft)
	20 m (66 ft)
	1 – 2 × 10-7 per approach
	6 s
	1 – 8 × 10-6 in any 15 s
	0.99 to 0.99999


Table 9.5.1.4-A: Summary of SBAS performance requirements (NM: Nautical Mile; ft: feet) [22].

A key feature of SBAS services in the context of this study is the provision of coarse positioning corrections and integrity messages which are broadcast by the network, rather than relying on only the information computed by the aircraft UE. 
 
[bookmark: _Toc46319441]9.5.1.5		RTCM SC-134
RTCM established Special Committee 134 (SC-134) to investigate high integrity application requirements and to develop standards aligned with those of Special Committee 104 (SC-104) on Differential GNSS [28]. The work has reached a planning and experimental stage following initial investigations on the application scenario requirements. The milestones for draft message definition and approvals are currently targeting a 2021/2022 timeframe. 

It should be noted that SC-134 is applying a broad interpretation of Positioning, Navigation and Timing (PNT) application requirements by seeking to accommodate traditional RTCM users (e.g. maritime, land surveying) alongside new application-domains (e.g. rail, automotive). To complement these integrity requirements, it is not clear when a fully defined SSR standard will also be specified by SC-104 to deliver PPP-RTK corrections in support of modern use cases. This gap in standardization was a key driver for the WI already undertaken by 3GPP to fully specify SSR (PPP-RTK) in Release 16 to accommodate the accuracy, scalability and broadcast requirements necessary for 5G positioning use cases. Nevertheless, the broad view taken by SC-134 on positioning integrity (including PPP-RTK techniques) means the draft content is potentially a resource for consideration within this study, for example on topics such as terminology definition and analysis of feared events (including fault and fault-free cases). These inputs could be considered on a case-by-case basis depending what content is available from SC-134 within the Release 17 timeframe.


9.5.1.6	3GPP LPP

When A-GNSS support was introduced in 3GPP LPP Release 9, some initial IEs related to integrity were also included to be able to indicate faulty satellite signals to the device, specifically the IE GNSS-RealTimeIntegrity in the GNSS-GenericAssistDataElement IE (Figure 9.5.1.6-A). However, these IEs alone are not sufficient to support a full integrity implementation, as presented by this proposal. In this SI and WI, additional integrity information and assistance data need to be specified to support a full integrity monitoring implementation.

	[bookmark: _Toc46486508][bookmark: _Toc37680936][bookmark: _Toc27765252]–	GNSS-RealTimeIntegrity
The IE GNSS-RealTimeIntegrity is used by the location server to provide parameters that describe the real-time status of the GNSS constellations. GNSS-RealTimeIntegrity data communicates the health of the GNSS signals to the mobile in real‑time.
The location server shall always transmit the GNSS-RealTimeIntegrity with the current list of unhealthy signals (i.e., not only for signals/SVs currently visible at the reference location), for any GNSS positioning attempt and whenever GNSS assistance data are sent. If the number of bad signals is zero, then the GNSS-RealTimeIntegrity IE shall be omitted.
-- ASN1START

GNSS-RealTimeIntegrity ::= SEQUENCE {
	gnss-BadSignalList	GNSS-BadSignalList,
	...
}

GNSS-BadSignalList ::= SEQUENCE (SIZE(1..64)) OF BadSignalElement

BadSignalElement ::= SEQUENCE {
	badSVID			SV-ID,						
	badSignalID		GNSS-SignalIDs	OPTIONAL,	-- Need OP
	...
}

-- ASN1STOP

	GNSS-RealTimeIntegrity field descriptions

	gnss-BadSignalList
This field specifies a list of satellites with bad signal or signals. 

	badSVID
This field specifies the GNSS SV‑ID of the satellite with bad signal or signals.

	badSignalID
This field identifies the bad signal or signals of a satellite. This is represented by a bit string in GNSS-SignalIDs, with a one‑value at a bit position means the particular GNSS signal type of the SV is unhealthy; a zero‑value means healthy. Absence of this field means that all signals on the specific SV are bad. 








[bookmark: _2apnscqrpflp][bookmark: _Toc46319442]9.5.2	Functional Safety Standards
Positioning integrity has been examined in this proposal as a measure of trust that is placed in the estimated position in order to support the intended function. There are several relevant industry specific standards for functional safety which already define Safety Integrity Levels (SILs) for specific use cases. Many of these standards were developed from the International Electrotechnical Commission (IEC) 61508 and as such share close commonalities. 

Table 9.5.2-A  presents an approximate cross-domain mapping of general programmable electronics, automotive, aviation and rail SILs, adapted from [19]. One important attribute is that these standards typically only cover the fault cases introduced in Section 9.3, not the fault-free cases included in this study.





	TIR/hr (Fault Only)
	General / Electrical
(IEC 61508)
	Automotive
(ISO 26262)
	Rail
(IEC 62279)
	Aviation
(DO-178C)

	-
	(SIL-0)
	QM
	(SIL-0)
	DAL-E

	10^-6 to 10^-5  
	SIL-1
	ASIL-A
	SIL-1
	DAL-D

	10^-7 to 10^-6
	SIL-2
	ASIL-B/C
	SIL-2
	DAL-C

	10^-8 to 10^-7  
	SIL-3
	ASIL-D
	SIL-3
	DAL-B

	10^-9 to 10^-8  
	SIL-4
	-
	SIL-4
	DAL-A


Table 9.5.2-A: Approximate cross-domain mapping of safety levels adapted from [19] (QM: Quality Management).

[bookmark: _3s9z6xwlozje][bookmark: _Toc46319443]9.5.2.1		General Programmable Electronics
[bookmark: _ga9m2lwcl5ch]The IEC 61508 [15] series sets out requirements for ensuring that systems are designed, implemented, operated and maintained to provide the required SIL for safety-related electrical, electronic and programmable electronic (E/E/PL) systems. Four SILs are defined according to the risks involved in the system application (Table 9.5.2-A).

[bookmark: _Toc46319444]9.5.2.2		Automotive
ISO 26262 [24] addresses Functional Safety for Road Vehicles and is adapted from IEC 61508 to define a risk classification scheme for Automotive Safety Integrity Levels (ASILs). ASILs are established based on risk analysis for potential hazards, which are examined in terms of their Severity, Exposure and Controllability of the vehicle operating scenario.

[bookmark: _b448x0fml4z0]Further to the integrity concepts introduced above, one important observation for ISO 26262 is that it primarily addresses the fault scenarios pertaining to functional safety such as avoiding the random hardware failures and systematic failures which potentially violate the safety goals. Managing the fault cases alone is a limitation when also dealing with systems that rely on sensing internal or external environments that may produce hazards even in the absence of a fault (i.e. fault-free cases). These limitations are particularly relevant to the automotive use case, which in turn led to new ISO specifications for standardizing the Safety of the Intended Functionality (SOTIF) [25] and directly complements the fault-case aspects addressed by ISO 26262. 

[bookmark: _Toc46319445]9.5.2.3		Aviation
DO-178C (Software Considerations in Airborne Systems and Equipment Certification) is the primary standard for commercial avionics software development, providing recommendations for the production of airborne systems and equipment software [26]. DO-178C specifies Design Assurance Level (DAL) failure conditions to categorize the effects of the analysed failure conditions.
[bookmark: _knngu9u409g4]
[bookmark: _Toc46319446]9.5.2.4		Rail
IEC 62279 (the international version of CENELEC 50128) also uses the SIL risk classifications based on a specific interpretation of IEC 61508 applied to railway applications [27].


[bookmark: _h18tytqcvjc2][bookmark: _58dijbspjnty][bookmark: _rdvazlq2mbmv][bookmark: _ceuf5in24xv8][bookmark: _Toc46319447]9.6 	RAT-Independent Integrity Methodologies
[bookmark: _7gr21qjngmcb][bookmark: _iwmyrdf0kxjv][bookmark: _7gb6gf1iwjv][bookmark: _b6g4o1fjje3e]The following section expands on the integrity concepts and methods above to propose a common set of integrity methodologies that can be used to derive IEs for monitoring positioning integrity parameters. 

[bookmark: _213wd5keki09]9.6.1	Fault Probability Assumptions
Section 9.5.1.2 introduced the ISM which includes GNSS satellite fault probabilities derived from the network, rather than hard coding these assumptions into the UE. This allows the fault assumptions to be updated over time as new and improved satellite models are introduced. The concept of encoding fault probabilities can be applied more generally in this study to represent the probabilities of certain feared events occurring. The primary goal is to enable the assumptions on fault probabilities to be updated over time using the network, rather than hard coding assumptions on the UE. This in turn leads to less overhead on the UE and greater interoperability for connecting to multiple positioning integrity services. 

<-------------------------------------------End of text proposal--------------------------------------------->

Observation 6:	New IEs may need to be identified and specified in the WI to send fault probability 
parameters to the UE.

<-------------------------------------------Start of text proposal--------------------------------------------->
[bookmark: _yw55lnqna7ts]
9.6.2	Network-Detected Integrity Faults
This section describes the possibility of leveraging the network to monitor and detect feared events which occur external to the network (e.g. GNSS satellite failures or atmospheric feared events). In practice, the network-detected faults mean that even outside the probability of a fault occurring, the network itself can be used to detect if an actual event occurs. For example, the network typically has the benefit of many GNSS reference stations over a wide area. This additional observability can result in more effective detection of these faults, removing the burden from the UE to detect them unassisted.  

Therefore, new IEs can be defined to flag the presence of network-detected integrity faults, enabling fault and fault-free conditions to be accommodated in support of the 5G positioning use cases. Examples of network-detected faults using GNSS services include satellite feared events such as loss of signal, clock errors and constellation failures; atmospheric feared events such as large ionospheric and tropospheric gradients; and GNSS base station events such as multipath, RF interference and observation data loss. 

The scope of this study is not intended to standardise the integrity algorithms implemented by the network provider to detect the feared events. The study identifies a common set of feared events that can be indicated to the UE by the network.

<-------------------------------------------End of text proposal--------------------------------------------->

Observation  7:	New IEs may need to be identified and specified in the WI to identify and flag network-
detected feared events to the UE.

<-------------------------------------------Start of text proposal--------------------------------------------->
[bookmark: _z4tmj243jtu]9.6.3	Correction Data Faults
This section describes the possibility of using the network to monitor and flag potential faults in the correction data processing itself, e.g. if the GNSS correction data processing encountered an error while computing the correction data. Any potential faults in these messages, such as corrupted output from the positioning service provider or incorrect computation need to be characterized and flagged as feared events resulting from data faults, independent of the data link. It is therefore proposed that additional IEs be defined to indicate if correction data faults have occurred, such as a corrupted, lost, or invalid observations or correction messages in the case of GNSS. 

<-------------------------------------------End of text proposal--------------------------------------------->

Observation 8:	New IEs may need to be identified and specified in the WI to identify and flag correction 
data faults to the UE.

<-------------------------------------------Start of text proposal--------------------------------------------->
[bookmark: _sw22a5skev2z]9.6.4	UE-Detected Events
The automotive user stories outlined in Section 9.4.1 identify that the UE is capable of monitoring localized and highly dynamic events such as multipath, cycle slips and satellite feared events in the case of GNSS. Importantly, the UE-detected events are largely implementation-dependent based on the hardware and software capabilities (e.g. internal integrity algorithms) of the UE.

The scope of this study is to specify IEs containing the necessary assistance data for reporting integrity KPIs. It does not attempt to standardize the integrity monitoring techniques themselves (i.e. the same logic applies when producing GNSS positioning corrections, such as RTK and SSR assistance data, where the RTK and SSR algorithms used to estimate positions from the assistance data are implementation-dependent). 

<-------------------------------------------End of text proposal--------------------------------------------->
Observation 9:	For RAT Independent, the UE-detected events are implementation-dependent for UE-based positioning. There may be requirements for UE-assisted methods which do require a level of reporting from the UE to the network, however this is not addressed in this specific proposal and is recommended FFS based on other submissions.

<-------------------------------------------Start of text proposal--------------------------------------------->
9.6.5	Positioning Integrity Validation
[bookmark: _2ohu95mgbhkc]Integrity validation is a multifaceted process which varies according to industry-specific compliance regimes. A full Integrity Qualification Strategy (IQS) requires a complete dossier of documentation, justification, methodology, tests and traceability through the entire qualification process. This observation is a crucial point which highlights that specifying integrity as part of the 3GPP standards alone does not constitute proof of integrity, i.e. integrity validation is beyond the scope of this study. The study instead examines standard methods for reporting positioning integrity assistance data and KPIs as a feature of the 5G positioning system. It will be the first openly specified integrity standard capable of supporting this breadth of general and high accuracy positioning use cases, meaning the 3GPP specifications can also be considered as an input to the IQSs used for different industries.
One example of an industry-standard IQS method which will directly benefit from the outputs of this SI/WI is Fault-Tree Analysis (FTA), which examines the causes of system-level failures. FTA is important for linking feared events to integrity events such that the integrity risk budget can be appropriately allocated to each threat in order to meet the desired TIR. An illustrative example of FTA applied to system-level faults potentially affecting GNSS services is provided in Figure 9.6.5-A. Furthermore, given how low the TIRs need to be for particular 5G use cases (e.g. 10^-7/hr equates to one event per 1142 years), it is also impractical to validate integrity KPIs purely empirically through testing. This means that indirect methods are needed to validate the KPIs, noting FTA is one such method which allows the overall integrity properties of the system to be quantified by decomposing it into parts, each of which can be characterized.
[image: ]
Figure 9.6.5-A: Simplified example of FTA applied to a sample of GNSS feared events.
Finally, as the corrections provider and UE algorithms are both implementation-defined, it is beyond the scope of this study to standardize a complete list of feared events that may occur, or to specify the particular fault-tree. The scope of this study is to specify IEs which enable feared events and associated fault probabilities to be communicated between the provider and UE as an input to broader IQS validation.
<-------------------------------------------End of text proposal--------------------------------------------->

Observation 10:	Positioning integrity validation is beyond the scope of the 3GPP specifications. The scope of 
this study is limited to specifying IEs for communicating integrity assistance data.

<-------------------------------------------Start of text proposal--------------------------------------------->
9.6.6	Data Integrity
[bookmark: _2s3bzdkhos3y]Data integrity ensures the data transmission link used to communicate integrity assistance data across the network is secure and free from the possibility of data corruption. Data integrity algorithms and related security architectures for the 5G system are individual work areas themselves in 3GPP [8]. One important observation in the context of this study is that the rigorous industry standards and compliance undertaken within an IQS may include requirements which are not yet specified or validated for the RAN architecture. 

For example, consider the typical service interfaces between a correction provider sending GNSS assistance data to the UE, via the NG-RAN, where both the correction provider and UE are designed and qualified for integrity compliance. The NG-RAN architecture, although rigorously specified with data security and integrity features, may not be IQS compliant by default. This in turn means the integrity of the data transmission from the correction provider to the UE needs to be trusted and assured without any alterations when transiting via the NG-RAN. 

One method of achieving this is by providing for the data to be signed by the correction provider and verified by the UE in accordance with the IQS[footnoteRef:5]. Once the data has left the correction provider, any changes to the data would invalidate the certificate. This in turn means that, irrespective of whether the 3GPP data architecture is IQS compliant, appropriate procedures can be implemented to sign and verify the network integrity assistance data with minimal impacts to the NG-RAN, other than leveraging it as an efficient data link. [5:  Note that the requirements called out by integrity standards such as ISO-26262 can be extremely onerous for any entity that “processes” (i.e. modifies in any way) the data. This possibly includes use of qualified tools such as special compilers, as well as using ISO-26262 certified hardware and CPUs to perform the processing.] 


<-------------------------------------------End of text proposal--------------------------------------------->

Observation 11: 	The NG-RAN architecture may not directly comply with the data integrity requirements 
necessary for validating positioning integrity. This does not prohibit integrity information being sent via the NG-RAN if the information can be verified between the correction provider and the UE.

<-------------------------------------------Start of text proposal--------------------------------------------->
[bookmark: _ipyprcbu4w1r]9.6.7	Redundancy
One of the central tenets of positioning integrity is that redundancy of data improves the trustworthiness of the estimated position when assistance data is computed using two or more independent systems or sources. Redundancy allows the possibility of cross-checking, voting and other fault detection and exclusion techniques, to avoid independent failures that could potentially lead to an integrity event. In simple terms, beyond all of the methodologies examined within this section, implementing or accessing independent systems to produce and monitor integrity parameters reduces the risk that certain feared events go undetected.

<-------------------------------------------End of text proposal--------------------------------------------->

Observation 11:	New IEs may need to be identified and specified in the WI to accommodate integrity 
assistance data derived from multiple sources.

<-------------------------------------------Start of text proposal--------------------------------------------->

[bookmark: _Toc46319448]9.7 	RAT-Dependent Integrity Methodologies

<-------------------------------------------End of text proposal--------------------------------------------->

[bookmark: _dnv3n2fodkgk]

3. Impacted Specifications
	Impacted existing TS/TR 

	TS/TR No.
	Title
	Remarks

	38.305
	Stage 2 functional specification of User Equipment (UE) positioning in NG-RAN
	

	38.331
	NR; Radio Resource Control (RRC); Protocol specification
	

	37.355
	LTE Positioning Protocol (LPP)
	

	38.455
	NR Positioning Protocol A (NRPPa)
	

	TBD
	TBD
	




4. [bookmark: _r6363k4m0qi4]Conclusions
Observation 1:	The accuracy indicator is given by the Accuracy Estimate and is usually assessed by e.g. a 50%, 
95% or 99% percentile, but does not include information about worst case performances and rare events.

Observation 2:	The integrity indicators are assessed based on the Target Integrity Risk (TIR). Rare feared events that nonetheless occur more frequently than the TIR (e.g. >10-7/hr in the example) need to be monitored, as they will contribute to the total integrity budget. Integrity indicators establish a standardized set of decision criteria for reporting whether the Position State Error exceeds its safe limit.

Observation 3:	LPP does not currently include IEs for signaling Integrity Assistance Data. Integrity validation and reporting can enhance the trustworthiness and availability of 3GPP positioning information to fulfill a broader set of requirements for the 5G use cases.

Observation 4:	The Stanford Diagram is a conceptual framework for interpreting the relationship between integrity KPIs for different Integrity Events. The Alerts and actions issued by the UE or Positioning System in response to these integrity events are implementation-dependent.

Observation 5:	The automotive use case and its implications are readily transferable to other 5G positioning use cases. The threshold KPI values are implementation-dependent for each use case, however the generalized integrity parameters and methodologies proposed can be applied to any 3GPP use case, subject to the positioning technology (e.g. RAT-dependent vs. RAT-independent). Further contributions are encouraged from industry representatives on additional integrity use cases.

Observation 6:	New IEs may need to be identified and specified in the WI to send fault probability parameters to the UE.

Observation 7:	New IEs may need to be identified and specified in the WI to identify and flag network-detected feared events to the UE.

Observation 8:	New IEs may need to be identified and specified in the WI to identify and flag correction data faults to the UE.

Observation 9:	For RAT Independent, the UE-detected events are implementation-dependent for UE-based positioning. There may be requirements for UE-assisted methods which do require a level of reporting from the UE to the network, however this is not addressed in this specific proposal and is recommended FFS based on other submissions.

Observation 10:	Positioning integrity validation is beyond the scope of the 3GPP specifications. The scope of this study is limited to specifying IEs for communicating integrity assistance data.

Observation 11: 	The NG-RAN architecture may not directly comply with the data integrity requirements necessary 
for validating positioning integrity. This does not prohibit integrity information being sent via the NG-RAN if the information can be verified between the correction provider and the UE.

Observation 12:	New IEs may need to be identified and specified in the WI to accommodate integrity assistance data derived from multiple sources.

Observation 13:	The following table of contents has been proposed as the baseline table of contents for Section 9 (Positioning integrity and reliability) of the Study on NR Positioning Enhancements [TR 38.857] in RP-2006542.
9	Positioning integrity and reliability
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Proposal 1:	Adopt the text proposals (Section 2 of this document) as the baseline text for Section 9 of the 
[bookmark: _ryd4qidcsi4q][bookmark: _d6dbv8lgu1iy]Study on NR Positioning Enhancements [TR 38.857].
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