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[bookmark: _Ref178064866]Introduction
It was agreed that separate ROHC protocol for the source cell and the target cell is applied even if DAPS handover is performed without security key change. However, in the AT109bis-e#205 offline discussion, companies raised a concern on security issue for DAPS HO without security key change, which is when same security key is applied to retransmitted SDUs with different ROHC compression headers, it will lead to security issue.
In this contribution, we show our view on the above issue and propose the solution. 
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According to the current RRC specification, it is not allowed to use the same COUNT value more than once for a given security key as follows.
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…
For each radio bearer an independent counter (COUNT, as specified in TS 38.323 [5]) is maintained for each direction. For each radio bearer, the COUNT is used as input for ciphering and integrity protection. It is not allowed to use the same COUNT value more than once for a given security key. In order to limit the signalling overhead, individual messages/ packets include a short sequence number (PDCP SN, as specified in TS 38.323 [5]). In addition, an overflow counter mechanism is used: the hyper frame number (TX_HFN and RX_HFN, as specified in TS 38.323 [5]). The HFN needs to be synchronized between the UE and the network. The network is responsible for avoiding reuse of the COUNT with the same RB identity and with the same key, e.g. due to the transfer of large volumes of data, release and establishment of new RBs, and multiple termination point changes for RLC-UM bearers. In order to avoid such re-use, the network may e.g. use different RB identities for RB establishments, change the AS security key, or an RRC_CONNECTED to RRC_IDLE/RRC_INACTIVE and then to RRC_CONNECTED transition.
…



The text highlighted in yellow can interpret that it is not allowed to perform the security to a PDCP SDU twice using the same COUNT value for a given security key. With this understanding in mind, let’s discuss how to solve the security issue for the DAPS HO without security key change. 
Observation. It is not allowed to perform the security to a PDCP SDU twice using the same COUNT value for a given security key.

In the AT109bis-e#205 offline discussion, the following options are proposed to solve the security issue for the DAPS HO without security key change.
· Option 1: The PDCP entity reuses the ROHC context for source cell to the target ROHC compressor.
· Option 2: The PDCP entity transmits the PDCP PDUs containing the IR packet during DAPS HO.
· Option 3: The PDCP entity retransmits the PDCP PDUs compressed by the source ROHC compressor to the target cell.

For Option 1 and Option 2, they requires that the PDCP SDU should be secured twice using the same PDCP COUNT value and the same security key. This is because they perform the retransmission based on the PDCP SDU. According to the RRC specification, it is not allowed to perform the security to a PDCP SDU twice using the same COUNT value for a given security key. Thus, Option 1 and Option 2 should not be introduced for the DAPS HO without security key change. 
For Option 3, it is not required that the PDCP SDU should be secured twice using the same PDCP COUNT value and the same security key. This is because the PDCP entity retransmits the PDCP PDUs compressed by the source ROHC compressor to the target cell. With this, the security issue can be resolved. 
However, there may be a concern on how to ensure the successful ROHC decompression in the target cell. Since the target cell does not know whether the PDCP PDU is compressed by the source ROHC compressor or the target ROHC compressor, the ROHC decompression failure may happen if the target cell decompress the PDCP PDU compressed by the source ROHC compressor. 
In order to ensure the successful ROHC decompression in the target cell, the straightforward is that the target cell reuses the source ROHC context to the target ROHC decompressor. For example, the UE retransmits the PDCP PDU 0, 1 and 2, which are compressed by the source ROHC compressor, to the target cell and the UE transmits the PDCP PDU 3, 4 and 5, which are compressed by the target ROHC compressor, to the target cell. In this case, if the target cell reuses the source ROHC context, the target cell can successfully decompress the PDCP PDU 0, 1 and 2. In addition, the target cell can successfully decompress PDCP PDU 3, 4, 5 because the PDCP PDU 3 contains the IR packet to update the ROHC context for the target ROHC decompressor. Then, the target cell can successfully decompress the PDCP PDU 4 and 5. Note that the IR packet is always transmitted from the ROHC compressor to the ROHC decompressor if there is no ROHC context establishment. 
In summary, the Option 1 and Option 2 are not feasible, only Option 3 can solve the security issue. However, the Option 3 requires the reusing the source ROHC context to the target ROHC decompressor in the target cell, but we do not need to specify it because it is the network behaviour. 
Proposal. When DAPS HO without security key change happens, the PDCP entity performs the retransmission of the stored PDCP PDUs compressed by the source ROHC compressor to the target cell.
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[bookmark: _Toc450908196][bookmark: _In-sequence_SDU_delivery]In this contribution, we show our view on the security issue for the DAPS HO without security key change and the following proposal is made. 
Proposal. When DAPS HO without security key change happens, the PDCP entity performs the retransmission of the stored PDCP PDUs compressed by the source ROHC compressor to the target cell.


