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8.1.12
Security mode control
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Figure 16: Security mode control procedure

8.1.12.1
General

The purpose of this procedure is to trigger the start of ciphering or to command the change of the cipher key, both for the signalling link and for any of the radio bearers.

It is also used to start integrity protection or to restart integrity protection for uplink and downlink signalling. 

8.1.12.2
Initiation

Prior to UTRAN initiates a security mode control procedure for control of ciphering and if the UE has radio bearers using RLC-AM or RLC-UM, UTRAN suspends all radio bearers belonging to the CN domain for which the security mode control procedure is initiated. Also the signalling radio bearers, except the one used for RRC messages using RLC-AM, used by the security mode procedure itself, are suspended. For each suspended radio bearer, UTRAN includes the current RLC send sequence number in the IE "Radio bearer downlink activation time info" in the IE "Ciphering mode info".

Further, if the UE has radio bearers using RLC-TM, UTRAN sets the IE "Activation time for DPCH" in the IE "Ciphering mode info" to the CFN at which the new ciphering configuration shall become active. 

Integrity protection shall always be applied to SECURITY MODE COMMAND messages.
To start or reconfigure ciphering and/or integrity protection, the UTRAN sends a SECURITY MODE COMMAND message on the downlink DCCH in AM RLC.

When the transmission of the SECURITY MODE COMMAND has been confirmed by RLC, and if the security mode control procedure is used to control ciphering, UTRAN starts to cipher the messages on the signalling radio bearer used for RRC messages using RLC-AM, with the new ciphering configuration.

8.1.12.3
Reception of SECURITY MODE COMMAND message by the UE

Upon reception of the SECURITY MODE COMMAND message, the UE shall perform the actions for the received information elements according to 8.5.7.
Once the first SECURITY MODE COMMAND message has been received by the UE, the UE shall test the integrity of this SECURITY MODE COMMAND and all subsequent messages.
If the IE "ciphering capabilities" is the same as indicated by variable UE_CAPABILITY_TRANSFERRED, the UE shall send a SECURITY MODE COMPLETE message on the uplink DCCH in AM RLC, using any new cipher and/or integrity protection configuration. 

For each radio bearer mapped on RLC-UM or RLC-AM, for which the ciphering configuration was changed, the UE shall include the current value of the RLC send state variable, VT(S), in the IE "Radio bearer uplink ciphering activation time info".

When the transmission of the SECURITY MODE COMPLETE message has been confirmed by RLC, the UE shall resume data transmission on any suspended radio bearers mapped on RLC-UM or RLC-AM and the procedure ends.

8.1.12.4
Cipher activation time too short

If the time specified by the IE "Activation time for DPCH" or the IE "Radio bearer downlink ciphering activation time info" contained in the IE "Ciphering mode info" has elapsed, the UE shall switch immediately to the new cipher configuration.

8.1.12.5
Unsuccessful verification of IE 'UE ciphering capabilities'

If the received IE 'UE ciphering capabilities' is not the same as indicated by variable UE_CAPABILITY_TRANSFERRED, the UE shall release all its radio resources, enter idle mode and the procedure ends on the UE side. Actions the UE shall perform when entering idle mode are given in subclause 8.5.2.

8.1.12.6
Reception of SECURITY MODE COMPLETE message by the UTRAN

UTRAN should apply integrity protection on the received SECURITY MODE COMPLETE message and all subsequent messages. When UTRAN has received a SECURITY MODE COMPLETE message and the integrity protection has successfully been applied, the procedure ends.

10.1.44
SECURITY MODE COMMAND


RLC-SAP: AM 


Logical channel: DCCH


Direction: UTRAN to UE

Information Element
Presence
Multi
IE type and reference
Semantics description

Message Type
M




UE information elements





Integrity check info
M


Contains RRC message sequence number needed in the calculation of X-MAC and the calculated MAC-I.

CN Information elements





CN domain identity
M


Indicates which cipher and integrity protection keys are is 

applicable

UE information elements





Ciphering capability
M




Ciphering mode info
O


Only present if ciphering shall be controlled

Multi Bound
Explanation

MaxReconRBs
For each radio bearer that is reconfigured
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