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Introduction
[bookmark: OLE_LINK1][bookmark: OLE_LINK2]Due to the guideline from Chairman, this contribution provides a summary of the various discussions proposed in the contributions posted in agenda item 6.4.3.2 [1]-[14] regarding the remaining issues on NR V2X PDCP.
Discussion
[bookmark: _Ref20580421]Issue 1: LCID usage for integrity and ciphering algorithms
In SA3 reply LS [15], SA3 confirmed that there shall be a 5-bit input for the security algorithms and the triple (Key, Bearer, Counter) are only used once in order to avoid key stream reuse. SA3 ask RAN2 to decide how 5-bit input is derived from a particular LCID.
In 38.321, the values of LCID for SL SRBs and DRBs are from 0 to 19. Thus, using the 5 least significant bits of LCID can differentiate the SL SRBs and DRBs which can satisfy the SA3 properties. Therefore, most companies propose to use the 5 least significant bits of LCID as input to the ciphering/integrity algorithms and reply LS to inform SA3 ([1]- [7]).
[bookmark: _Ref37338948]Proposal 1: From RAN2 perspective, the 5 least significant bits of LCID can be used as 5-bit input to the ciphering/integrity algorithms.
[bookmark: _Ref37338951]Proposal 2: Reply LS to SA3 to inform RAN2 preference on LCID usage for integrity and ciphering algorithms.

Issue 2: Whether D/C filed and SDU type are necessary for SL SRB?
According to the OPPO’s draft CR [4], the SDU type is unnecessary for SL SRB for unicast and broadcast. Thus, some updates need to be captured in the Data PDU format for SLRBs for broadcast, i.e., the unprotected PC5-S message (e.g. Direct Communication Request). Moreover, a separate Date PDU format for SL SRB is necessary to be added in spec. Similar as Uu, D/C filed is also unnecessary for SL SRB. Thus, we propose D/C filed and SDU type are unnecessary for SL SRBs for unicast and broadcast.
[bookmark: _Ref37857696]Proposal 3: D/C filed and SDU type are unnecessary for SL SRBs.

Issue 3: Data PDU formats for SL unicast
Several companies provide contributions to discuss the Data PDU formats for SL unicast ([1]- [4] and [6]-[10]). Companies have different views on the design of Data PDU formats for SL unicast. Regarding to the Data PDU formats, there are several issues should be discussed as following:
· Issue 3.1: Whether is it necessary to design separate Data PDU formats for SL SRBs and SL DRBs?
· Issue 3.2: Whether is it necessary to carry Key ID in the PDCP PDU header?
For Issue 3.1, based on the discussion in issue 2, for SL SRBs, it is unnecessary to carry D/C field and SDU type field in the PDU header and the MAC-I is always present. Thus, it’s better to have a separate Data PDU format design for SL SRBs [2][4].
[bookmark: _Ref37857701]Proposal 4: Adopt separate Date PDU formats for SL SRBs and SL DRBs for unicast.
For Issue 3.2, Huawei mentioned that security context confusion duration is very short, in comparison to the total communication duration of the two UEs. So if 16-bit Key ID is always carried in the SLRB PDCP header, it will result in significant radio resource waste, because most of the time the Key ID is not useful for the pair of UEs at all. In addition, it is unfriendly for UE processing to carry 16-bit Key ID in the NR V2X SLRB PDCP header, as this enforces the UE to implement different PDCP header processing mechanisms for SLRB and DRB respectively, which significantly increases UE implementation complexity [8].
[bookmark: _Ref37857712]Proposal 5: Suggest RAN2 to discuss whether it is necessary to carry Key ID in the PDCP PDU header.

Regarding to other details, e.g., the order of Key ID and PDCP SN, and the design of R bits can be further discussed during the draft CR discussion.

Issue 4: Solution for count wrap around
For NR SL, whether PDCP re-establishment should be supported was discussed in the last meeting during the offline discussion. Some companies thought PDCP re-establishment is needed for security key refresh, and LS was sent to SA3 to ask whether the re-keying procedure should be introduced for NR V2X unicast.
In SA3 TS 33.536 [15], the re-keying procedure is specified in Section 5.3.3.1.4.4. The re-keying operation shall be done before the counter for a PDCP bearer repeats with the current keys. A re-keying operation shall refresh the KNRP-sess and NRPEK and NRPIK. The KNRP-sess ID is carried in the PDCP header. NRPEK and NRPIK are used in the integrity and ciphering algorithms. According to companies’ contributions, there are two options to address the count wrap around issue.
· Option 1: SLRB release and addition procedures;
· Option 2: PDCP re-establishment procedure.
Only one company support Option 1 [12], while other four companies prefer Option 2 ([3]- [7] and [11]). Thus, Rapporteur suggests to follow majority view to support PDCP re-establishment as for security re-keying operation.
[bookmark: _Ref37338954]Proposal 6: PDCP re-establishment is supported in SL unicast.

In [3], whether the PDCP re-establishment trigger is captured in RRC or V2X layer has been discussed. Over Uu interface, the trigger of PDCP re-establishment is captured in RRC spec. While over PC5 interface, PDCP re-establishment is only triggered by rekeying procedure which is in V2X layer but not RRC layer. Thus, OPPO suggest to send LS to SA3 to capture the PDCP re-establishment trigger due to re-keying operation in V2X layer.
[bookmark: _Ref37857677]Proposal 7: Suggest RAN2 to discuss whether the PDCP re-establishment trigger should be captured in V2X layer and send LS to SA3 if needed.

Issue 5: PDCP status report
Regarding to the status report, if PDCP re-establishment is supported, it’s better to support status report to maintain loss-less and in-order delivery [6][7]. 
Therefore, we suggest RAN2 to discuss whether the status report is necessary to be supported for SL unicast.
[bookmark: _Ref37797764]Proposal 8: Suggest RAN2 to discuss whether the status report is necessary to be supported for SL unicast.

Issue 6: Length of bits for PDU type
According to OPPO and CATT’s contributions ([4] and [6]), there are two options for the length of bits for PDU type:
· Option 1: 3 bits.
· Option 2: 2 bits.
If status report is supported, for SL unicast, there are two types of control PDUs, one is PDCP status report and the other is interspersed ROHC feedback. Thus, similar as Uu, using 3-bits PDU type, i.e., Option 1, is preferred in order to reuse the Uu control PDU formats for SL unicast ([6] and [7]).
2-bits PDU type, i.e., Option 2, is suggested in OPPO’s contribution [4].
[bookmark: _Ref32936805][bookmark: OLE_LINK7][bookmark: OLE_LINK8]Proposal 9: Suggest RAN2 to discuss that Length of bits for PDU type.

Issue 7: Initial value of RX_DELIV
In current 38.323, the initial value of SN part of RX_DELIV is specified as (x – 0.5 × 2[sl-PDCP-SN-Size–1]) modulo (2[sl-PDCP-SN-Size]), where x is the SN of the first received PDCP Data PDU. The HFN part is not specified at all and it shall be determined automatically by RX_NEXT. 
Considering the relation with SN of first received PDCP data PDU and RX_NEXT, Samsung proposes the initial value of RX_DELIV shall be RX_NEXT - 0.5 × 2[sl-PDCP-SN-Size–1] – 1 [12].
[bookmark: _Ref37797785]Proposal 10: Suggest RAN2 to discuss whether it is necessary to update the initial value of RX_DELIV as RX_NEXT - 0.5 × 2[sl-PDCP-SN-Size–1] – 1.

Issue 8: Need of counter-check procedure in PC5
It is not clear from the current SA3 specification that security in SL is always enabled for SL unicast [5]. If the SL security is not used, then there is a need to introduce a counter check procedure in PC5 interface. 

[bookmark: _Ref37936289]Proposal 11: Suggest to ask SA3 about the necessity of introducing SL Counter Check procedure.
[bookmark: _GoBack]
Conclusion
This contribution described the various issues proposed at this meeting for handling the remaining issues on NR V2X PDCP. Based on the above summary, the proposals made by companies are shown as follows. The detailed categorization and grouping for the proposals are as follows:
· Proposals for potential easy agreements [Easy]
Proposal 1: From RAN2 perspective, the 5 least significant bits of LCID can be used as 5-bit input to the ciphering/integrity algorithms.
Proposal 2: Reply LS to SA3 to inform RAN2 preference on LCID usage for integrity and ciphering algorithms.
Proposal 3: D/C filed and SDU type are unnecessary for SL SRBs.
Proposal 4: Adopt separate Date PDU formats for SL SRBs and SL DRBs for unicast.
Proposal 6: PDCP re-establishment is supported in SL unicast.

· Proposals that need further offline/email discussion [FFS]
Proposal 5: Suggest RAN2 to discuss whether it is necessary to carry Key ID in the PDCP PDU header.
Proposal 7: Suggest RAN2 to discuss whether the PDCP re-establishment trigger should be captured in V2X layer and send LS to SA3 if needed.
Proposal 8: Suggest RAN2 to discuss whether the status report is necessary to be supported for SL unicast.
Proposal 9: Suggest RAN2 to discuss that Length of bits for PDU type.
Proposal 10: Suggest RAN2 to discuss whether it is necessary to update the initial value of RX_DELIV as RX_NEXT - 0.5 × 2[sl-PDCP-SN-Size–1] – 1.
Proposal 11: Suggest to ask SA3 about the necessity of introducing SL Counter Check procedure.
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