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1
Introduction
In the legacy NR handover, RoHC is reset when security key is changed (e.g., inter-gNB handover) but if security key is no changed (e.g., intra-gNB handover) RoHC is continued. In this document we discuss how RoHC reset should be treated for DAPS DRB upon DAPS handover.
2
Discussion
In the subclause 5.1.2 of TS 38.323, PDCP entity re-establishment procedure is describes as below:
	5.1.2
PDCP entity re-establishment

When upper layers request a PDCP entity re-establishment, the UE shall additionally perform once the procedures described in this clause. After performing the procedures in this clause, the UE shall follow the procedures in clause 5.2.

When upper layers request a PDCP entity re-establishment, the transmitting PDCP entity shall:

-
for UM DRBs and AM DRBs, reset the header compression protocol for uplink and start with an IR state in U-mode (as defined in RFC 3095 [8] and RFC 4815 [9]) if drb-ContinueROHC is not configured in TS 38.331 [3];

…

When upper layers request a PDCP entity re-establishment, the receiving PDCP entity shall:

…

-
for UM DRBs and AM DRBs, reset the header compression protocol for downlink and start with NC state in U-mode (as defined in RFC 3095 [8] and RFC 4815 [9]) if drb-ContinueROHC is not configured in TS 38.331 [3];

….


When upper layers request a PDCP entity re-establishment, the UE resets the header compression protocol for both uplink and downlink. The transmitting PDCP entity starts with IR state in U-mode and the receiving PDCP entity starts with NC state in U-mode if drb-ContinueROHC is not configured.
Observation 1: When upper layers request a PDCP entity re-establishment, the UE resets the header compression protocol, i.e., the transmitting side starts with IR state in U-mode and the receiving side starts with NC state in U-mode if drb-ContinueROHC is not configured.
For normal case (non-DAPS handover case), NR RRC requests PDCP re-establishment whenever the security key changes as described in the subclause 6.3.2 of TS 38.331: 
	6.3.2
Radio resource control information elements
–
RadioBearerConfig
The IE RadioBearerConfig is used to add, modify and release signalling and/or data radio bearers. Specifically, this IE carries the parameters for PDCP and, if applicable, SDAP entities for the radio bearers.

RadioBearerConfig information element

…
DRB-ToAddMod ::=                        SEQUENCE {

    cnAssociation                           CHOICE {

        eps-BearerIdentity                      INTEGER (0..15),

        sdap-Config                             SDAP-Config

    }                                                                OPTIONAL,   -- Cond DRBSetup

    drb-Identity                            DRB-Identity,

    reestablishPDCP                         ENUMERATED{true}         OPTIONAL,   -- Need N

    recoverPDCP                             ENUMERATED{true}         OPTIONAL,   -- Need N

    pdcp-Config                             PDCP-Config              OPTIONAL,   -- Cond PDCP

    ...

}

reestablishPDCP
Indicates that PDCP should be re-established. Network sets this to true whenever the security key used for this radio bearer changes. Key change could for example be due to termination point change for the bearer, reconfiguration with sync, resuming an RRC connection, or the first reconfiguration after reestablishment. It is also applicable for LTE procedures when NR PDCP is configured.



Also for NR, the security key change is required for inter-gNB handover as described in subclause 6.2.3.3 of TS 33.501:
	6.2.3.3
Key lifetimes

…

KgNB and NH are derived based on KAMF or KgNB or NH in the following cases:

1.
Inter-gNB-CU-handover as described in clause 6.9.2.3.1

2.
State transitions as described in clause 6.8

3.
AS key re-keying as described in clause 6.9.4.4

4.
AS key refresh as described in clause 6.9.4.5

The KRRCint, KRRCenc, KUPint and KUPenc are derived based on KgNB after a new KgNB is derived.


Observation 2: For normal case (non-DAPS handover case) in NR, PDCP re-establishment is required whenever the security key is changed, e.g., upon inter-gNB handover.
On the other hand, RAN2 agreed that drb-ContinueROHC would not be supported for DAPS in Rel-16 in RAN2#107bis meeting [1]. It means RoHC contexts will not be transferred in case of inter-gNB handover for DAPS.
Observation 3: As drb-ContinueROHC is not supported for DAPS, RoHC contexts will not be transferred in case of inter-gNB DAPS handover.
Although PDCP re-establishment is not applied for DAPS DRBs [2], the header compression protocol for the target should be reset in case of inter-gNB handover as RoHC contexts are not transferred to the target gNB. Also, when the header compression protocol is reset, the same behaviour with the normal case (non-DAPS handover case) should be applied, i.e., the transmitting side starts with IR state in U-mode and the receiving side starts with NC state in U-mode.
Proposal 1: Although PDCP re-establishment is not applied for DAPS DRBs, the header compression protocol for the target should be reset in case of inter-gNB handover as RoHC contexts are not transferred to the target gNB.
Proposal 2: When the header compression protocol is reset, the transmitting side should start with IR state in U-mode and the receiving side should start with NC state in U-mode.

For intra-gNB handover, RoHC is continued unless the security key is optionally changed in normal case (non-DAPS handover case). The same could be applied for DAPS DRB, i.e., RoHC could be continued in the target configuration of DAPS DRB. However, it would be difficult for the PDCP entity to know whether security key is changed or not without receiving any indication (like PDCP entity re-establishment) from the upper layers. Therefore, we propose that RAN2 discuss how to handle RoHC for DAPS DRB for intra-gNB DAPS handover. One option would be resetting the header compression protocol regardless of security key is changed or not (e.g., inter- or intra- gNB handover). The other option would be resetting the header compression protocol only when receiving indication from upper layers.
Observation 4: RoHC is continued unless the security key is optionally changed in normal case (non-DAPS handover case). The same could be applied for DAPS DRB.
Observation 5: It would be difficult for the PDCP entity to know whether security key is changed or not without receiving any indication from the upper layers.
Proposal 3: RAN2 discusses how to handle RoHC for DAPS DRB for intra-gNB DAPS handover based on the following options:

Option 1: The header compression protocol is reset regardless of security key is changed or not (e.g., inter- or intra- gNB handover).

Option 2: The header compression protocol is reset only when the upper layers indicate security key change.

We also provide text proposals for Option 1 and Option 2 in Annex in this document.
3
Conclusion
We have the following observations and proposals:
Observation 1: When upper layers request a PDCP entity re-establishment, the UE resets the header compression protocol, i.e., the transmitting side starts with IR state in U-mode and the receiving side starts with NC state in U-mode if drb-ContinueROHC is not configured.
Observation 2: For normal case (non-DAPS handover case) in NR, PDCP re-establishment is required whenever the security key is changed, e.g., upon inter-gNB handover.
Observation 3: As drb-ContinueROHC is not supported for DAPS, RoHC contexts will not be transferred in case of inter-gNB DAPS handover.
Proposal 1: Although PDCP re-establishment is not applied for DAPS DRBs, the header compression protocol for the target should be reset in case of inter-gNB handover as RoHC contexts are not transferred to the target gNB.
Proposal 2: When the header compression protocol is reset, the transmitting side should start with IR state in U-mode and the receiving side should start with NC state in U-mode.
Observation 4: RoHC is continued unless the security key is optionally changed in normal case (non-DAPS handover case). The same could be applied for DAPS DRB.
Observation 5: It would be difficult for the PDCP entity to know whether security key is changed or not without receiving any indication from the upper layers.
Proposal 3: RAN2 discusses how to handle RoHC for DAPS DRB for intra-gNB DAPS handover based on the following options:

Option 1: The header compression protocol is reset regardless of security key is changed or not (e.g., inter- or intra- gNB handover).

Option 2: The header compression protocol is reset only when the upper layers indicate security key change.
Annex
Text Proposals

Test Proposal 1 (Option 1): For the case the header compression protocol is reset regardless of security key change is performed or not (e.g., inter-gNB or intra-gNB handover):
<TS 38.323>

5.1.X
PDCP entity reconfiguration

When upper layers request a PDCP entity reconfiguration and DAPS is configured for a data radio bearer, for the target configuration, UE shall:

-
establish a ciphering function for the radio bearer and apply the ciphering algorithm and key provided by upper layers for the ciphering function;

-
establish an integrity protection function for the radio bearer and apply the integrity protection algorithm and key provided by upper layers for the integrity protection function;

-
establish a header compression protocol for the radio bearer and the transmitting side starts with IR state in U-mode and the receiving side starts with NC state in U-mode. apply the header compression configuration provided by upper layers for the header compression protocol. 
Text Proposal 2 (Option 2): For the case the header compression protocol is reset only when security key change is performed (e.g., inter-gNB handover)

<TS 38.323>
5.1.X
PDCP entity reconfiguration

When upper layers request a PDCP entity reconfiguration and DAPS is configured for a data radio bearer, for the target configuration, UE shall:

-
establish a ciphering function for the radio bearer and apply the ciphering algorithm and key provided by upper layers for the ciphering function;

-
establish an integrity protection function for the radio bearer and apply the integrity protection algorithm and key provided by upper layers for the integrity protection function;

-
If upper layers indicate security key change:

-
establish a header compression protocol for the radio bearer and the transmitting side starts with IR state in U-mode and the receiving side starts with NC state in U-mode: apply the header compression configuration provided by upper layers for the header compression protocol. 
-
else:

-
establish a header compression protocol for the radio bearer and apply the same state, code and context with the source.

<TS 38.331>
5.3.5.6.5
DRB addition/modification

The UE shall:
…
1>
for each drb-Identity value included in the drb-ToAddModList that is part of the current UE configuration and configured with dapsConfig:

2>
reconfigure the PDCP entity as DAPS PDCP entity as specified in TS 38.323 [5] and configure it in accordance with the received pdcp-Config;

2>
configure the DAPS PDCP entity to associate the RLC entity of target with the target’s ciphering function, integrity protection function and ROHC function;

2> if the masterKeyUpdate is received:

3>
indicate security key change to the PDCP entity;
3>
if the target ’s ciphering function of DAPS PDCP entity of this DRB is not configured with cipheringDisabled:
…
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