3GPP TSG-RAN WG2 #109bis-e
R2-2003042
Electronic, 20 April – 30 April 2020                                                           
Source: 
Huawei, HiSilicon
Title: 
Discussion on DAPS HO without key change
Agenda Item:
6.9.2
Document for:
Discussion and decision

1 Introduction
In RAN2#109e meeting [1], RAN2 has made some agreements for PDCP aspects of DAPS HO:

Agreements

PDCP-related configuration

Proposal 22.
PDCP parameters discardTimer, pdcp-SN-SizeUL, pdcp-SN-SizeDL, outOfOrderDelivery, t-Reordering and cipheringDisabled. cannot be changed for DRB with DAPS;

Proposal 19.
Indication of DAPS per DRB is put under drb-ToAddModList. 

Proposal 20.
recoverPDCP is not applied for DAPS handover.

Proposal 40.
statusReportRequired can be changed during DAPS HO as legacy HO.

Proposal 42.
Same as legacy HO, Key change is optional for DAPS HO in NR.
Agreements

7: for NR, the state variables of the target SRB PDCP should be set to the latest ones kept in the source SRB PDCP if security key is unchanged. 

9: for SRBs and non-DAPS DRBs, the PDCP COUNT is maintained when DAPS HO without key change and also at fallback to source cell when DAPS handover is performed without key change.

In RAN2#109e meeting, it has agreed that key change is optional for DAPS HO in NR, but it is FFS about ROHC context. In this paper, we would further discuss this issue. 
2 Discussion

In last meeting, it is common understanding that key change is optional for DAPS HO same as legacy handover. When DAPS HO is performed without key change, the state variables of the target SRB PDCP should be set to the latest ones kept in the source SRB PDCP, in addition, for SRBs and non-DAPS DRBs, the PDCP COUNT is maintained when DAPS HO without key change and also at fallback to source cell when DAPS handover is performed without key change. The left issue is “for DAPS DRBs, the same RoHC context shall be applied for both the source and target link when DAPS handover is performed without key change”. 

In [2], this issue was discussed but no agreement is achieved. Obviously, security key and RoHC context are independent, there is no restriction that RoHC context should be impacted by security key. Whether RoHC context should be changed during DAPS HO without key change can be network implementation, but in previous RAN2 meeting we have got the agreement that “drb-ContinueROHC is not supported for DAPS in Rel-16”, thus we prefer to have unified behaviour no matter with/without key change for RoHC. 
Proposal 1: considering drb-ContinueROHC is not supported for DAPS HO in Rel-16, we tend to have unified behaviour for RoHC no matter with/without key change. 

In [Post109e#11][MOB] Resolving open issues for DAPS (Intel), regarding security issue one company raised comments as below:

“If the security key is maintained but the RoHC context is reset in the DAPS handover, the UE will have to recompress and reencrypt all unacknowledged UL packets when they are retransmitted to the target cell. Each of these UL packets will then be transmitted twice:

1.
First in the source cell compressed with source RoHC context and encrypted using the common security key; 

2.
Then in the target cell compressed with the target RoHC context and encrypted using the common security key;
This will lead to so called keystream re-use, i.e. by taking the XOR of the encrypted UL packet sent on the source and target cell an attacker can learn information about the contents of the UL packet. If the RoHC context is maintained, however, there is no issue since taking the XOR will then simply result in an all 0 bit string which reveals no information.”

In our opinion, ROHC protocol is used to compress packet header and the compression output depends on the specific compression state, i.e. IR state, FO state and SO state. So in different compression state the final length of header is also different.
According to [3], one input parameter for key stream block is length of the keystream required. If ROHC is reset for target in DAPS HO without key change, it will start compression with IR state. And for source link it may operate in FO/SO state. So different compression state leads to different length of header, which means the final length of PDCP PDU is different. In this case the key stream blocks for the same PDCP SDU in source side and target side are different, and no keystream re-use issue exists.
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Figure D.2.1.1-1: Ciphering of data 

Observation 1: due to different compression state for source cell and target cell, the final lengthes of PDCP PDUs for the same SDU are different, so keystream blocks are different and no keystream re-use issue exists. 
3 Conclusion

This paper discusses RoHC context issue during DAPS HO and suggests:

Observation 1: due to different compression state for source cell and target cell, the final lengthes of PDCP PDUs for the same SDU are different, so keystream blocks are different and no keystream re-use issue exists.  

Proposal 1: considering drb-ContinueROHC is not supported for DAPS HO in Rel-16, we tend to have unified behaviour for RoHC no matter with/without key change.
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