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1 Introduction

For NR V2X PDCP design, several issues are still remaining undecided and require further discussions. This contribution presented our views on several matters, such as how the 5-bit input for security algorithm is derived from the LCID, whether SL PDCP re-establishment should be supported, and whether to introduce SL counter check procedure for SL unicast. 
2 Discussions
In response to RAN2 LS regarding SL security, SA3 LS [1] indicates that they decided to use 5-bit input for the security algorithms and request RAN2 to discuss how 5-bit input is derived from a particular LCID. 

	There shall be a 5-bit input for the security algorithms and the triple (Key, Bearer, Counter) are only used once in order to avoid key stream reuse. SA3 kindly ask RAN2 to take the information into account to decide how 5-bit input is derived from a particular LCID as long as the above properties are satisfied.


Considering that previously RAN2 agreed that the LCID is 6-bit, a further discussion on how to derive the 5-bit is needed. Intuitively, we can use the 5 LSB(s) of LCID. From the latest MAC spec [2], it’s observed that only LCID range [1-19] have practical usage and other values are reserved. Thus, for now using 5 LSB should be fine. But we need to keep it in mind when we extend the SL LCID to index(s) above 32 in the future.
Proposal 1: Using 5 LSB of LCID for the 5-bit input in security algorithm.

The second issue discsused in the last meeting is whether SL PDCP re-establishment is required, which depends on the need of upper layer re-keying procedure. SA3 has captured the re-keying procedure in Section 5.3.3.1.4.4 in [3] from last SA3 meeting, which justifies the PDCP re-establishment procedure. 

It should be noted that since the common understanding in RAN2 is no SL RRC states (i.e., RRC connected/inactive/idle) will be introduced, which implies there will be no “suspended SLRB” equivalent to “suspended DRB” for Uu RRC inactive state. That is to say, the original text related to “suspended DRB” is not applicable to SLRB. Text proposal to introduce SL PDCP re-establishment is proposed in Annex.
Proposal 2: Support SL PDCP re-establishment procedure.
Another issue we would like to discuss is whether to mimic the Counter Check procedure in Uu interface to SL unicast. From history, we see that Counter Check is only required when integrity protection is not enabled as agreed in [4], copied below.

	Note: The PDCP COUNT check is used to detect maliciously inserted packets. Packet insertion is detected automatically in integrity protected DRBs; therefore, the PDCP COUNT check procedure is superfluous for integrity protected bearers.


From reading through SA3 spec regarding SL security requirement, it is not crystal clear to us whether the SL security is always enabled for SL unicast, though mandatory for UE to support. It’s worth of discussion on the need of introducing SL Counter Check procedure in case SL security is not enabled.
	5.3.2
Requirements

5.3.2.1
Requirements for securing the PC5 unicast bearer 

The initiating UE shall establish a different security context for each peer UEs during the V2X unicast link establishment.

V2X unicast link security establishment between the initiating UE and each peer UE shall be protected from man-in-the-middle attacks. 

The system shall support confidentiality protection, integrity protection and replay protection of the PC5 unicast user plane.

The system shall support confidentiality protection, integrity protection and replay protection of PC5 signalling for V2X unicast.

The system shall support a means of configuring the UEs on whether to use confidentiality and/or integrity protection for a particular unicast connection. 

All PC5 unicast UP data of V2X service type shall be protected according to the PC5 UP security policies of the initiating UE and the receiving UE.



Proposal 3: Suggest to ask SA3 about the necessity of introducing SL Counter Check procedure. 
3 Conclusion

In this contribution, we discussed several remaining issues in SL PDCP and have the following proposals.
Proposal 1: Using 5 LSB of LCID for the 5-bit input in security algorithm.
Proposal 2: Support SL PDCP re-establishment procedure.

Proposal 3: Suggest to ask SA3 about the necessity of introducing SL Counter Check procedure. 
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5.1.x
Sidelink PDCP entity re-establishment

When upper layers request a PDCP entity re-establishment, the UE shall additionally perform once the procedures described in this clause. After performing the procedures in this clause, the UE shall follow the procedures in clause 5.2.

When upper layers request a Sidelink PDCP entity re-establishment, the sidelink transmitting PDCP entity shall:

-
for sidelink UM DRBs and AM DRBs, reset the ROHC protocol for sidelink and start with an IR state in U-mode (as defined in RFC 3095 [8] and RFC 4815 [9]);

-
for sidelink UM DRBs and sidelink SRBs, set TX_NEXT to the initial value;

-
for sidelink SRBs, discard all stored PDCP SDUs and PDCP PDUs;

-
apply the ciphering algorithm and key provided by upper layers during the PDCP entity re-establishment procedure;

-
apply the integrity protection algorithm and key provided by upper layers during the PDCP entity re-establishment procedure;
-
for sidelink UM DRBs, for each PDCP SDU already associated with a PDCP SN but for which a corresponding PDU has not previously been submitted to lower layers, and;
-
for sidelink AM DRBs, from the first PDCP SDU for which the successful delivery of the corresponding PDCP Data PDU has not been confirmed by lower layers, perform retransmission or transmission of all the PDCP SDUs already associated with PDCP SNs in ascending order of the COUNT values associated to the PDCP SDU prior to the PDCP entity re-establishment as specified below:
-
perform header compression of the PDCP SDU using ROHC as specified in the clause 5.7.4;

-
perform integrity protection and ciphering of the PDCP SDU using the COUNT value associated with this PDCP SDU as specified in the clause 5.9 and 5.8;

-
submit the resulting PDCP Data PDU to lower layer, as specified in clause 5.2.3.

When upper layers request a PDCP entity re-establishment, the receiving PDCP entity shall:

-
process the PDCP Data PDUs that are received from lower layers due to the re-establishment of the lower layers, as specified in the clause 5.2.4;

-
for sidelink SRBs, discard all stored PDCP SDUs and PDCP PDUs;
-
for sidelink SRBs and UM DRBs, if t-Reordering is running:

-
stop and reset t-Reordering;

-
for sidelink UM DRBs, deliver all stored PDCP SDUs to the upper layers in ascending order of associated COUNT values after performing header decompression;

-
for sidelink AM DRBs, perform header decompression using ROHC for all stored PDCP SDUs;

-
for sidelink UM DRBs and sidelink AM DRBs, reset the ROHC protocol for sidelink and start with NC state in U-mode (as defined in RFC 3095 [8] and RFC 4815 [9]);

-
for UM DRBs and SRBs, set RX_NEXT and RX_DELIV to the initial value;
-
apply the ciphering algorithm and key provided by upper layers during the PDCP entity re-establishment procedure;

-
apply the integrity protection algorithm and key provided by upper layers during the PDCP entity re-establishment procedure.
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