Page 4
Draft prETS 300 ???: Month YYYY
[bookmark: _GoBack]3GPP TSG-RAN WG2 Meeting #109						  R2-2001525
E-meeting, February 24 – March 6, 2020  			
Agenda Item:	6.1.5.1 (NR_IAB-Core)
Source: 	LG Electronics 
Title:         	BH RLF Notification Terminaton Layer
Document for: 	Discussion and Decision
Introduction
This paper focuses on the following issue:
· BH RLF message termination protocol entity
· Potential security concern
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BH RLF message Termination Layer: BAP versus RRC
RAN2 agreed that BH RLF related notification message is carried by a BAP control PDU. In our view, this agreement does not necessary mean that BH RLF notification message should be originated/generated by BAP layer. There is another model, where RRC generates BH RLF message and submits the messages to BAP layer, and the BHRLF message is encapsulated and transported within a BAP control PDU. That is, there are two possible models:
· Option1: BAP layer generates BH RLF message
· Option2: RRC layer generates BH RLF message
Note that the previous RAN2 only had a very brief discussion on this without having a thorough (following) discussion. The current running CR is based on the option1, but the reasoning of the choice is weak or unseen. Given this, we would like to discuss and officially decide which option should be taken and why.  
To clarify the behaviours of each option, let us consider the sequence of events incurred by BH RLF recovery failure notification transmission. The behaviours for reception are taken as the reverse order of the transmission procedural flow. 
In option1, the internal procedural flow of an IAB node can be summarized as follows:
· 1) RRC layer of an IAB node detects radio link failure and initiates RRC re-establishment. 
· 2) If RRC re-establishment fails, RRC of the IAB node sends a primitive to BAP layer to indicate the occurrence of BH RLF recovery failure and goes idle (FFS when exactly going to idle). Depending on the contents of the BH RLF recovery failure message, the primitive may further carry some information only available in RRC. 
· 3) BAP layer of the IAB node receives the primitives and then constructs BH RLF recovery failure notification message as a BAP control PDU. Then the BAP layer submits the BAP control PDU to a proper RLC channel. 
In option2, the internal procedural flow an IAB node can be summarized as follows:
· 1) RRC layer of an IAB node detects radio link failure and initiates RRC re-establishment. 
· 2) If RRC re-establishment fails, the RRC of the IAB node constructs BH RLF recovery failure notification message as a RRC message, where the necessary information already available in RRC is included in the message. Then the RRC submits the message to its BAP layer. 
· 3) BAP layer of the IAB node receives the RRC message containing the BH RLF recovery failure message. Since BAP can identify that this RRC message is sen primitives and then constructs BH RLF recovery failure notification message as a BAP control PDU. Then the BAP layer submits the BAP control PDU to a proper RLC channel. 
We prefer option2 for the following reasons:
· Most of BH RLF related functionalities are already defined in RRC. Hence it is natural for RRC to detect the relevant event and construct the corresponding RRC message to submit to BAP layer. 
· This BH RLF notification between two IAB nodes can be considered to be analogous to conventional inter-node signalling between two base stations, in which where RRC defines the inter-node signalling messages.  
· Since RRC is responsible for managing connectivity status as well as configurations for all AS layers, it is deemed more flexible to use RRC for inter-node signalling. We think BH RLF notification is a special case of inter-IAB node signalling, and using RRC for inter-node signalling is more future-proof. 
· Option2 is more extensible to support security for inter-node signalling in the future (but not for R16), because option2 has the potential to use PDCP.   

One potential issue in defining BH RLF as RRC message (and transported as BAP control PDU) is that there is no peer PDCP entities established between the IAB nodes. We can work around this issue by having the RRC message containing BH RLF bypass PDCP entity. 

Proposal 1 : BH RLF notification message is defined as a RRC message and transported as BAP control PDU. 
Security concern 
It is completely unclear what security requirements should be applicable for inter-node signalling. Since BH RLF notification results in the topological change and re-routing of packets IAB networks, the risk of hacking BH RLF notification jeopardizes the stability of IAB network, and it is important to protect BH RLF notification against any security attack. For this reason, RAN2 should ask SA3 about any security concern, and just in case SA3 express a serious concern, RAN2 should consider taking some aggressive actions, e.g., by dummifying the functionality until the security concern is resolved. Hence we propose to send an LS to SA3, where we briefly summarize RAN2 agreements on the agreed inter-node control signalling and to ask for their view if they have a security concern.  
Proposal 2: Send an LS to SA3 to ask for their view on any security requirements or concern for inter-node control signalling. 

Conclusion 
This contribution discusses BH RLF related issues.  
Proposal 1: BH RLF notification message is defined as a RRC message and transported as BAP control PDU. 
Proposal 2: Send an LS to SA3 to ask for their view on any security requirements or concern for inter-node control signalling. 
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