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1 Introduction
As specified in TS 33.501 [1], the counter check procedure for NR is used to detect maliciously inserted packets. The detailed design including the signals and size of the MSB are same as that specified in LTE. In details, during the counter check procedure, the UE is asked to check the 25MSB of PDCP COUNT. 

In LTE, the counter check mechanism works well. However, when NR Uu is introduced with much higher bit rate than LTE, some problems may be introduced when running this counter check function. In this contribution, we will have a discussion on the counter check problem when NR high bit rate is involved and some related proposals will be provided.
2 Discussion
The whole procedure including the network handling is specified in TS 33.401 [2] for LTE, including for (NG)EN-DC and in TS33.501 for NR. The design of Counter Check procedures specified in TS 33.401 and TS 33.501 are the same, we consider TS 33.401 below:
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Figure 7.5-1: eNB periodic local authentication procedure

1.
When a checking value is reached (e.g. the value in some fixed bit position in the hyperframe number is changed), a Counter Check message is sent by the eNB. The Counter Check message contains the most significant parts of the PDCP COUNT values (which reflect amount of data sent and received) from each active radio bearer.

2.
The UE compares the PDCP COUNT values received in the Counter Check message with the values of its radio bearers. Different UE PDCP COUNT values are included within the Counter Check Response message.

3.
If the eNB receives a counter check response message that does not contain any PDCP COUNT values, the procedure ends. If the eNB receives a counter check response that contains one or several PDCP COUNT values, the eNB may release the connection or report the difference of the PDCP COUNT values for the serving MME or O&M server for further traffic analysis for e.g. detecting the attacker.

In LTE, there is no integrity protection of UP data so that a third party could transmit UL or DL data that the receiver cannot distinguish from genuine UL or DL data. Unless the third party inserts PDCP PDUs one by one, with the same PDCP SN as the current connection status, the PDCP COUNT of the receiver will not be the same as the PDCP count of the sender.

In order to detect this, the network can send the CounterCheck message to the UE including, for each DRB:

-
countMSB-Downlink: the 25 most significant bits of the 32-bits PDCP COUNT value of the next DL PDCP SDU to be transmitted to the UE (which is called countFull-Downlink for the purpose of this discussion);
-
countMSB-Uplink: the 25 most significant bits of the 32-bits PDCP COUNT value of the next UL PDCP SDU to be received from the UE (which is called countFull-Uplink for the purpose of this discussion).

Upon reception of these numbers, for each DRB, the UE compares:
-
countMSB-Downlink with the 25 most significant bits of the 32-bits COUNT value of the next DL PDCP SDU to be received from the network;
-
countMSB-Uplink: with the 25 most significant bits of the 32-bits PDCP COUNT value of the next UL PDCP SDU to be sent to the network.
In the downlink, the CounterCheck message and DL PDCP SDUs of DRBs are both transmitted from the same node but not on the same bearer, so that upon transmission initiation the CounterCheck message could be prioritised. However, the processing of data and signalling in the network are different (and even more in case of CP-UP separation) so that there could be some delay for the CounterCheck message to be sent during which DL PDCP SDUs of DRBs can be transmitted. In the UE side, there could also be extra processing delay for an RRC message as compared to data.

Consequently, the CounterCheck message could arrive earlier or later than a number of the DL PDCP SDUs taken into account to set countMSB-Downlink so that the full COUNT at the network side when creating the CounterCheck message, countFull-Downlink, is different from the corresponding COUNT at the UE when processing the CounterCheck message.  With increased throughput, the number of in-flight SDUs is also increased and so is the possible difference between thee two values. 
As the UE only checks countMSB-Downlink (rather than countFull-Downlink), e.g. if the CounterCheck message is processed late by the UE as compared to the next PDCP SDUs, what happens depends on the difference between the two values but also on the value of the 7 least significant bits of countFull-Downlink. If the 7 least significant bits of countFull-Downlink all have the value 0, as long as the discrepancy is less than 128, the received countMSB-Downlink will still match with the value used by the UE, but if there a .
In the uplink, the UE can continue transmitting UL PDCP SDUs before receiving and processing the CounterCheck message so that current PDCP COUNT value at the UE is actually countFull-Uplink + discrepancy (not the same value like uplink). With increased throughput, the number of in-flight SDUs is also increased and so is the possible discrepancy at the UE.
As the UE checks countMSB-Uplink rather than countFull-Uplink, if countFull-Uplink is so that the 7 least significant bits all have the value 0, as long as the discrepancy is less than 128, the received countMSB-Downlink will still match with the value used by the UE.

If a UE both has uplink and downlink traffic, it may be difficult to find a single time where both conditions (7 LSBs set to 1 for the DL PDCP COUNT and set to 0 for the UL PDCP COUNT) are met. With more than one DRB, this is even more difficult.
Observation 1: In LTE, in absence of any traffic-insertion attack, there is a discrepancy increasing with the packet rate between the PDCP COUNT values in the UE and in the CounterCheck message.

Observation 2: The current procedure (checking the 25 MSBs) will conclude that there is a traffic-insertion attack with a discrepancy above of 128 or less (depending on the LSB values).
The immediate conclusion from the above observations is that, above a certain packet rate, the counter check procedure will always consider that there is a traffic-insertion attach. This observation is valid both for LTE and for NR standalone.
Observation 3: In LTE and NR standalone, above a certain packet rate, the counter check procedure will always conclude that there is a traffic-insertion attack.

In EN-DC, including for SN terminated bearers, only the LTE counter check procedure can be used. In this case, the SN provides countMSB-Downlink and countMSB-Uplink for each SN terminated bearer via X2 to the MN, which then sends the CounterCheck message to the UE.

There are the following differences with counter check in LTE without EN-DC:

1)
for SN terminated bearers, the time between setting the values of countMSB-Downlink/Uplink and the reception of these values is larger because of X2 delay;
2)
if the UE does not support split SRB1, the CounterCheck message is transmitted over LTE, while DL PDCP SDUs are transmitted via NR, which are two completely different links;
3)
transmission of UL PDCP SDUs over NR is at a much higher rate than over LTE, possibly much faster than LTE DL as well.

In the downlink, after providing the DL SN PDCP COUNT to the MN, the SN can continue sending data to the UE. For instance, with DL bit rate of 100 Mbps and packets of 800 bytes, if there is 10 ms between the moment when the SN sets the countMSB-DL and the moment when the UE receives the CounterCheck message (due to X2 + Uu delay), the UE can receive 156 packets.
In the uplink, the situation can be similar.

Observation 4: For SN terminated bearers in EN-DC, even with not that high bit rates, the current counter check procedure will always conclude that there is a traffic-insertion attack, even when no traffic was inserted.

If the 25 MSBs do not match with the PDCP COUNT value provided by the network, the UE will report the full COUNT value to the network. According to TS 33.501, the eNB could report the issues to the AMF or to the O&M server but it is unclear how the AMF or the O&M server can actually use PDCP COUNT values.
A solution could be to check less bits of the PDCP COUNT, e.g. the 23 MSBs of the received PDCP COUNT values instead of the 25 MSBs. However, it should be confirmed by SA3 whether such a solution is acceptable. If acceptable, we can discuss further how to implement it (in the UE and/or in the network).

Proposal: Send a LS to SA3 to check whether it is acceptable for the counter check procedure to check less than the 25 MSBs and indicate the minimum number of bits to be checked.
3 Conclusion

In this contribution, we will give some discussion on the counter check procedure for the case where NR Uu is involved, and have made the following proposal: 
Observation 1: In LTE, in absence of any traffic-insertion attack, there is a discrepancy increasing with the packet rate between the PDCP COUNT values in the UE and in the CounterCheck message.

Observation 2: The current procedure (checking the 25 MSBs) will conclude that there is a traffic-insertion attack with a discrepancy above of 128 or less (depending on the LSB values).

Observation 3: In LTE and NR standalone, above a certain packet rate, the counter check procedure will always conclude that there is a traffic-insertion attack.

Observation 4: For SN terminated bearers in EN-DC, even with not that high bit rates, the current counter check procedure will always conclude that there is a traffic-insertion attack, even when no traffic was inserted.

Proposal: Send a LS to SA3 to check whether it is acceptable for the counter check procedure to check less than the 25 MSBs and indicate the minimum number of bits to be checked.
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