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Attachments:
1. Overall Description
RAN2 discuss the NR V2X Security issues about AS ciphering and integrity protection for unicast, groupcast and broadcast. RAN2 has made the following agreements:
	1:  For SL DRBs of groupcast and broadcast, the MAC-I field is not present.

2:  For SL DRBs of unicast, if the integrity protection is not configured, the MAC-I field is not present.

3:  For the first PC5 Signalling, i.e., Direct Communication Request, the MAC-I field is not present.

4:  Except for Direct Communication Request, the MAC-I field is always present in the PDCP format for other PC5 Signallings and SL RRC signallings.

5:  Working assumption: The PDCP SN size of Direct Communication Request message is 12 bits.

7:  Working assumption: Regarding to the integrity algorithms and ciphering algorithms, from RAN2 perspective, the 5 least significant bits of LCID can be used as input to the ciphering/integrity algorithms.

8:  Therefore, 4 different LCIDs are allocated for the following SL SRBs, i.e.,

   -  The PC5-S signalling that is not protected, e.g., Direct Communication Request;

   -  The PC5-S signalling to activate security, i.e., Direct Security Mode Command and Direct Security Mode Complete;

   -  Other PC5-S signallings that are protected;

   -  PC5-RRC signallings that are protected.

9: RAN2 assume that the PDCP SN cannot be always set to zeros if security protection is not used.

10: RAN2 assume HFN part can also be used in security counter, besides PDCP SN.

11: Working assumption: From RAN2 perspective, in the PDCP header, the size of Key ID is 16 bits and the size of MAC-I is 32 bits.


RAN2 would like to ask SA3 if there is any view on the above agreements.
2. Actions:

RAN2 respectfully ask SA3 to take the above agreements into account in the related work and provide their feedback, if necessary.
3. Date of Next RAN2 Meetings:
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   Sapporo, Japan      
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