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1	Introduction
This contribution discusses the changes required to support DAPS handover without key change which is one open issues in the email discussion [1].
[bookmark: _Ref178064866]2	Discussion
2.1	Key retention during regular handover
In NR, it is optional for the network to change the security key for intra-node handovers, i.e. handovers where the source and target cell belong to the same gNB. This is a difference compared to LTE where key change is mandatory for all types of handovers, including intra-node handover. Retaining the security key during handover reduces the UE processing since no new key is derived and packets that are buffered in the PDCP layer and which have already been encrypted do not need to be re-encrypted when they are transmitted/re-transmitted in the target cell. Note that intra-node handover also includes the CU-DU split cases where the source and target cell belong to the same gNB-DU or two different gNB-DUs belonging to the same gNB-CU.
[bookmark: _Toc32520060]Handover without key change is supported in NR for intra-node handover
For DRBs mapped on RLC AM, data recovery is initiated for the PDCP entity instead of re-establishment when handover is performed without key change. Data recovery prevents packet loss and functions similar to re-establishment in that all unacknowledged packets are retransmitted on the target link. In contrast to re-establishment, however, the retransmitted packets at PDCP data recovery are not recompressed or re-encrypted before transmission in the target cell, i.e. the PDCP PDUs that were previously transmitted on the source link can be directly transmitted on the target link without modification. 
[bookmark: _Toc32520061]For DRBs using RLC AM, data recovery is initiated for the PDCP entity instead of re-establishment when handover is performed without key change.
For SRBs and DRBs mapped on RLC UM, neither PDCP re-establishment nor PDCP data recovery is performed during handover without key change, i.e. the PDCP entity remains as it is. This means in particular that the PDCP COUNT is maintained instead of being reset to 0. 
[bookmark: _Toc32520062]For SRBs and DRBs mapped on RLC UM, the PDCP entity is not re-established when handover is performed without key change which means the PDCP COUNT is maintained.
2.3	Key retention during DAPS handover
Since handover without key change is supported for regular handover it seems natural to support it also for DAPS handover. Furthermore, DAPS handover is intended for delay critical communications such as IIoT, where the network is deployed for instance inside a factory. Such networks can be served by a single node with one or more cells covering the factory floor which means that all handovers will be intra-node handovers. For this reason, it makes sense to optimize the intra-node DAPS handover case.
[bookmark: _Toc32520063]DAPS handover without key change is supported for intra-node handover
If the security key is retained during a handover the RoHC context should also be retained for DAPS DRBs to avoid the need to recompress and then reencrypt packets which have already been compressed using the old (source) RoHC context and encrypted using the common security key. If the packet needs to be retransmitted in the target cell (which is supported for DRBs mapped on RLC AM) recompressing and reencrypting the packet would also be a security risk since it results in so called keystream re-use. One could consider a solution where the retransmitted packets are compressed using the old (source) RoHC context and all new packets are compressed using a new (target) RoHC context. This would avoid the key stream re-use problem but causes confusion for the receiver since it cannot distinguish the retransmitted packets from the new packets, and hence it does not know which RoHC context to use for the decompression. Therefore, the simplest solution is to use the old (source) RoHC context for all packets transmitted on the target link.
[bookmark: _Toc32520064]For DAPS DRBs, the same RoHC context shall be applied for both the source and target link when DAPS handover is performed without key change.
[bookmark: _Toc32520065]For DAPS DRBs mapped on RLC AM, retransmitted packets in the target cell shall not be recompressed or re-encrypted when DAPS handover is performed without key change.
For SRBs and non-DAPS DRBs the handling would be similar as in a regular handover without key change. That is, the PDCP entity is not reestablished and the COUNT is maintained. 
[bookmark: _Toc32520066]For SRBs and non-DAPS DRBs, the PDCP COUNT is maintained when DAPS handover is performed without key change (like in regular handover without key change)
However, one new aspect to consider is the fallback to source in case of DAPS handover failure. To prevent keystream re-use it is important that the COUNT is maintained also during fallback to source cell to ensure that a packet transmitted in the source cell is not encrypted with the same key and COUNT as a packet transmitted in the target cell. As an example of how this may occur, consider the scenario in the figure below where a DAPS handover without key change is triggered by the network and the UE sends the handover complete message on SRB1 in the target cell. Since the COUNT is maintained at handover the handover complete message is transmitted with COUNT = n+1, where n is the COUNT of the last RRC message transmitted on SRB1 in the source cell before the handover was triggered. If the random access procedure fails and fallback to source cell is triggered, the UE will send a failure indication on SRB1 in the source cell. If the COUNT is not maintained during fallback the failure indication will be encrypted with the same key and same COUNT (n+1) as the handover complete message which results in keystream reuse.
Please note that the source gNB and the target gNB are one and the same node in this handover scenario.

 
Figure 1 Keystream reuse at fallback to source cell at DAPS handover without key change
Therefore, we propose:
[bookmark: _Toc32520067]For SRBs and non-DAPS DRBs, the PDCP COUNT is maintained also at fallback to source cell when DAPS handover is performed without key change.
4	Conclusion
In the previous sections we made the following observations: 
Observation 1	Handover without key change is supported in NR for intra-node handover
Observation 2	For DRBs using RLC AM, data recovery is initiated for the PDCP entity instead of re-establishment when handover is performed without key change.
Observation 3	For SRBs and DRBs mapped on RLC UM, the PDCP entity is not re-established when handover is performed without key change which means the PDCP COUNT is maintained.
Based on the discussion in the previous sections we propose the following:
Proposal 1	DAPS handover without key change is supported for intra-node handover
Proposal 2	For DAPS DRBs, the same RoHC context shall be applied for both the source and target link when DAPS handover is performed without key change.
Proposal 3	For DAPS DRBs mapped on RLC AM, retransmitted packets in the target cell shall not be recompressed or re-encrypted when DAPS handover is performed without key change.
Proposal 4	For SRBs and non-DAPS DRBs, the PDCP COUNT is maintained when DAPS handover is performed without key change (like in regular handover without key change)
Proposal 5	For SRBs and non-DAPS DRBs, the PDCP COUNT is maintained also at fallback to source cell when DAPS handover is performed without key change.
[bookmark: _In-sequence_SDU_delivery]Text proposals for TS 38.331 and TS 38.323 showing how key retention for DAPS handover can be implemented can be found in the appendix.
5	References
[bookmark: _Ref30748008][bookmark: _Ref174151459][bookmark: _Ref189809556][108#66][LTE NR Mob] Open issues for LTE and NR mobility (Intel)
[bookmark: _Ref30770721][108#34][NR Mob] Running RRC CR for CHO and DAPS (Intel)
[108#64][LTE NR Mob] Running CRs for LTE and NR PDCP on mobility (Huawei)



A	Annex
A.1	Text proposal for 38.331
[bookmark: _Toc12524348]Below is a text proposal for the NR RRC specification (TS 38.331) implemented on top of the running CR discussed in [2]. Changes are added using author “Ericsson”.
START OF CHANGES
[bookmark: _Toc20425704][bookmark: _Toc29321100]5.3.5.5.2	Reconfiguration with sync
The UE shall perform the following actions to execute a reconfiguration with sync.
<…>
[bookmark: _Hlk30767168]1> If dapsConfig is configured for any DRB:	
2> create a MAC entity for the target with the same configuration as the MAC entity for the source;
<…>
2> for each SRB:
3>	establish a PDCP entity for the target as specified in TS 38.323 [5], with the same configuration as the PDCP entity for the source;


3>	establish an RLC entity or entities for the target, with the same configurations as for the source;
3>	establish the logical channel for the target PCell, with the same configurations as for the source;
[bookmark: _Hlk30402931]2> suspend SRBs for the source;
NOTE 3:	A UE configured with DAPS, stops following operations in source: system information updates, short messages (for NR) and paging.

[bookmark: _Toc20425715][bookmark: _Toc29321111]NEXT CHANGE
5.3.5.6.3	SRB addition/modification
The UE shall:
<…>
1>	for each srb-Identity value included in the srb-ToAddModList that is part of the current UE configuration:




2>	if the reestablishPDCP is set:
3>	if target RAT of handover is E-UTRA/5GC; or
3>	if the UE is connected to E-UTRA/5GC: 
4>	if the UE is capable of E-UTRA/5GC, but not capable of NGEN-DC:
5>	configure the PDCP entity to apply the integrity protection algorithm and KRRCint key configured/derived as specified in TS 36.331 [10], i.e. the integrity protection configuration shall be applied to all subsequent messages received and sent by the UE, including the message used to indicate the successful completion of the procedure;
5>	configure the PDCP entity to apply the ciphering algorithm and KRRCenc key configured/derived as specified in TS 36.331 [10], i.e. the ciphering configuration shall be applied to all subsequent messages received and sent by the UE, including the message used to indicate the successful completion of the procedure; 
4>	else (i.e., a UE capable of NGEN-DC):
5>	configure the PDCP entity to apply the integrity protection algorithm and KRRCint key associated with the master key (KeNB) or secondary key (S-KgNB), as indicated in keyToUse, i.e. the integrity protection configuration shall be applied to all subsequent messages received and sent by the UE, including the message used to indicate the successful completion of the procedure;
5>	configure the PDCP entity to apply the ciphering algorithm and KRRCenc key associated with the master key (KeNB) or secondary key (S-KgNB) as indicated in keyToUse, i.e. the ciphering configuration shall be applied to all subsequent messages received and sent by the UE, including the message used to indicate the successful completion of the procedure;
3>	else (i.e., UE connected to NR or UE in EN-DC):
4>	configure the PDCP entity to apply the integrity protection algorithm and KRRCint key associated with the master key (KeNB/KgNB) or secondary key (S-KgNB), as indicated in keyToUse , i.e. the integrity protection configuration shall be applied to all subsequent messages received and sent by the UE, including the message used to indicate the successful completion of the procedure;
4>	configure the PDCP entity to apply the ciphering algorithm and KRRCenc key associated with the master key (KeNB/KgNB) or secondary key (S-KgNB) as indicated in keyToUse, i.e. the ciphering configuration shall be applied to all subsequent messages received and sent by the UE, including the message used to indicate the successful completion of the procedure;
3>	re-establish the PDCP entity of this SRB as specified in TS 38.323 [5];
2>	else, if the discardOnPDCP is set:
3>	trigger the PDCP entity to perform SDU discard as specified in TS 38.323 [5];
2>	if the pdcp-Config is included:
3>	reconfigure the PDCP entity in accordance with the received pdcp-Config.

NEXT CHANGE
[bookmark: _Toc20425717][bookmark: _Toc29321113][bookmark: _Hlk30767827]5.3.5.6.5	DRB addition/modification
The UE shall:
<…>
1>	for each drb-Identity value included in the drb-ToAddModList that is part of the current UE configuration and configured with dapsConfig:
2>	reconfigure the PDCP entity as DAPS PDCP entity as specified in TS 38.323 [5] and configure it in accordance with the received pdcp-Config;

Editor’s note: FFS on what target can configure in pdcp-Config.
2>	if the RRCReconfiguration includes the masterKeyUpdate:

3>	configure the DAPS PDCP entity to associate the RLC entity of target with the target’s ciphering function, integrity protection function and ROHC function;
3>	if the target ’s ciphering function of DAPS PDCP entity of this DRB is not configured with cipheringDisabled:
4>	configure the ciphering function of target for the DAPS PDCP entity with the ciphering algorithm according to securityConfig and apply the KUPenc key associated with the master key (KgNB) or the secondary key (S-KgNB), as indicated in keyToUse, i.e. the ciphering configuration shall be applied to all subsequent PDCP PDUs received from target and sent to target by the UE;
3>	if the target’s integrity protection function of DAPS PDCP entity of this DRB is configured with integrityProtection:
4>	configure the integrity protection function of target for the DAPS PDCP entity with the integrity protection algorithms according to securityConfig and apply the KUPint key associated with the master key (KgNB) or the secondary key (S-KgNB) as indicated in keyToUse;
2>	else:
3>	configure the DAPS PDCP entity to associate the RLC entity of target with the source’s ciphering function, integrity protection function and ROHC function;


NEXT CHANGE
[bookmark: _Toc20425722][bookmark: _Toc29321118][bookmark: _Hlk32311872]5.3.5.8.3	T304 expiry (Reconfiguration with sync Failure)
The UE shall:
1>	if T304 of the MCG expires:
2>	release dedicated preambles provided in rach-ConfigDedicated if configured;
2> if dapsConfig is configured for any DRB, and radio link failure is not detected in the source PCell, according to subclause 5.3.10.3:
3> release target PCell configuration;
3> reset target MAC and release the target MAC configuration;
3>	for each DRB with a DAPS PDCP entity:
4> re-establish the RLC entity for the target;
4> release the RLC entity and the associated logical channel for the target;
4> reconfigure the PDCP entity to normal PDCP as specified in TS 38.323 [5];
3> for each SRB:
4> release the PDCP entity for the target;
4> release the RLC entity and the associated logical channel for the target;
3> release the physical channel configuration for the target;
3>	discard the keys used in target (the KgNB key, the S-KgNB key, the S-KeNB key, the KRRCenc key, the KRRCint key, the KUPint key and the KUPenc key), if any;
Editor’s note: FFS on what target PCell configuration to be released.
3>	resume suspended SRBs in the source;
Editor’s note: FFS on handling SCells and how to resume DRBs.
3> initiate the failure information procedure as specified in subclause 5.7.5 to report DAPS handover failure.
2> else:
23>	revert back to the UE configuration used in the source PCell;
23>	initiate the connection re-establishment procedure as specified in subclause 5.3.7.
NOTE 1:	In the context above, "the UE configuration" includes state variables and parameters of each radio bearer.
1>	else if T304 of a secondary cell group expires:
2>	release dedicated preambles provided in rach-ConfigDedicated, if configured;
2>	initiate the SCG failure information procedure as specified in subclause 5.7.3 to report SCG reconfiguration with sync failure, upon which the RRC reconfiguration procedure ends;
1>	else if T304 expires when RRCReconfiguration is received via other RAT (HO to NR failure):
2>	reset MAC;
2>	perform the actions defined for this failure case as defined in the specifications applicable for the other RAT.
Editor’s note: FFS on how to maintain PDCP COUNT for SRBs and non-DAPS DRBs at fallback to source cell
END OF CHANGES
A.2	Text proposal for 38.323
Below is a text proposal for the NR PDCP specification (TS 38.323) implemented on top of the running CR discussed in [3]. Changes are added using author “Ericsson”.
START OF CHANGES
[bookmark: _Toc12616323]4.2.2	PDCP entities
The PDCP entities are located in the PDCP sublayer. Several PDCP entities may be defined for a UE. Each PDCP entity is carrying the data of one radio bearer. 
A PDCP entity is associated either to the control plane or the user plane depending on which radio bearer it is carrying data for.
Figure 4.2.2.1 represents the functional view of the PDCP entity for the PDCP sublayer; it should not restrict implementation. The figure is based on the radio interface protocol architecture defined in TS 38.300 [2].
For split bearers and DAPS bearers, routing is performed in the transmitting PDCP entity.


Figure 4.2.2-1: PDCP layer, functional view

Figure 4.2.2.x represents the functional view of the PDCP entity associated with the DAPS bearer for the PDCP sublayer; it should not restrict implementation. The figure is based on the radio interface protocol architecture defined in TS 38.300 [2].
For DAPS bearers, if the handover is performed with key change, the PDCP entity is configured with two security functions and keys and two  header compression protocols. If the DAPS handover is performed without key change the PDCP entity is configured with a single security function and single header compression protocol.  


FFS: how to handle duplicate discarding if duplication is enabled


Figure 4.2.2.x – PDCP layer with DAPS, functional view
NEXT CHANGE
5.x	Uplink data switching
For DAPS bearers, when upper layers request uplink data switching, the transmitting PDCP entity shall:
-	If the security key was updated as part of the handover:
-	for AM DRBs, from the first PDCP SDU for which the successful delivery of the corresponding PDCP Data PDU has not been confirmed by the RLC entity associated with the source cell, perform retransmission or transmission of all the PDCP SDUs already associated with PDCP SNs in ascending order of the COUNT values associated to the PDCP SDU prior to uplink data switching to the RLC entity associated with the target cell as specified below:
-	perform header compression of the PDCP SDU as specified in the clause 5.7.4;
-	perform integrity protection and ciphering of the PDCP SDU using the COUNT value associated with this PDCP SDU as specified in the clause 5.9 and 5.8;
-	submit the resulting PDCP Data PDU to lower layer, as specified in clause 5.2.1.
-	for UM DRBs, for all PDCP SDUs which have been processed by PDCP but which have not yet been submitted to lower layers, perform transmission of the PDCP SDUs in ascending order of the COUNT values to the RLC entity associated with the target cell as specified below:
-	perform header compression of the PDCP SDU as specified in the clause 5.7.4;
-	perform integrity protection and ciphering of the PDCP SDU using the COUNT value associated with this PDCP SDU as specified in the clause 5.9 and 5.8;
-	submit the resulting PDCP Data PDU to lower layer, as specified in clause 5.2.1.
-	else:
-	perform retransmission of all the PDCP Data PDUs previously submitted to the RLC entity associated with the source cell in ascending order of the associated COUNT values for which the successful delivery has not been confirmed by lower layers, following the data submission procedure in clause 5.2.1.
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