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1	Introduction
This contribution addresses remaining issues from the open issues email discussion 108#66 [1] relating to handling of DAPS handover failure recovery (fallback to source cell).
The conclusion from phase 1 of the open issues email discussion 108#66 [1] was:
Question 36	How to handle the non-DAPS DRB upon DAPS HO failure?
	· upon DAPS handover failure, UE reverts back to the original source configuration (including RLC and PDCP state, but do not re-establish PDCP and RLC) for the DRB that is not configured with DAPS. But further discussion is needed on whether the data stored in transmission and reception buffer for PDCP and RLC shall be kept.;



Further, in phase 2 of the email discussion the following two questions are still open:
Further question 10a: Regarding the handling of the non DAPS DRB upon DAPS HO failure, whether the reverted PDCP/RLC state include data stored in transmission and reception buffers in PDCP and RLC entities?
Further question 10b: Regarding the resume of SRB upon DAPS HO failure, how to handle the old stored RRC message if any, i.e.. whther to discuss the PDCP PDUs for SRB if any upon DAPS fallback?
In this contribution we focus on these issues:
· Issue 1: what is meant by “original source configuration”? Is it the “full” configuration before any “downgrading” or is it the “downgraded” UE configuration? (relating to the conclusion of question 36 above)
· [bookmark: _Hlk32393571]Issue 2: Handling of the data in the PDCP and RLC Tx/Rx buffers for non-DAPS DRBs (further question 10a)
· Issue 3: Handling of any stored RRC message (further question 10b)
· [bookmark: _Hlk32394014]Issue 4: Fallback to source cell at DAPS handover without key change (potential new issue)

[bookmark: _Ref178064866]2	Discussion

2.1	Issue 1: What is meant by “original source configuration”?
During the open issues email discussion, how to handle the source configuration change at DAPS handover and whether to do this in the same RRC message that carries the Handover command. Most companies (including Ericsson) preferred to use two separate RRC messages, because of simplicity. 
Two RRC messages implies the following:
· When the UE receives the handover command to perform DAPS handover, it may or may not have been reconfigured into a “downgraded source configuration”. Whether this has been performed is up to the network.
· The procedure to “downgrade” the source configuration is like any other RRC reconfiguration procedure and also other things may be configured in the same RRC message.
[bookmark: _Toc32503964]Downgrading of the source cell UE configuration and DAPS handover is performed using separate RRC messages (and procedures).
The DAPS handover failure and the fallback is triggered by the same RRC procedure that triggered the handover. This RRC procedure would then specify that the UE “reverts to the source configuration prior to reception of the message” or something like that – actually how it is specified today (more or less) for legacy handover failure. To specify that the UE would revert to some other configuration (i.e. the one prior to the “previous reconfiguration procedure”) does not make sense and it also adds complexity since many things can be performed by that prior reconfiguration procedure (including handover). 
We propose:
[bookmark: _Hlk32430199][bookmark: _Toc32503966]At DAPS handover failure, the UE reverts back to the source cell configuration prior to the reception of the handover command.
We note again that what we propose is in line with how handover failure is specified today.
2.2	Issue 2: Handling of the data in the PDCP and RLC Tx/Rx buffers for non-DAPS DRBs (further question 10a)
Further question 10a: Regarding the handling of the nonDAPS DRB upon DAPS HO failure, whether the reverted PDCP/RLC state include data stored in transmission and reception buffers in PDCP and RLC entities?
In the email discussion we stated: “The non-DAPS DRBs should revert to exactly the same state they had before the DAPS handover was executed, this includes data stored in transmission and reception buffers in the PDCP and RLC layer. We don’t think this can be left to UE implementation since the actions at the UE side may need corresponding actions at the network side.”
For the non-DAPS DRBs, at reception of the DAPS handover command, the RLC entity is re-established and all data in the transmission and reception buffers is discarded. If the UE later performs fallback to source cell the buffers would need be restored.
Also for the non-DAPS bearers, a PDCP re-establishment based on the target security key has already been performed (at reception of the Handover Command). There may thus be PDCP PDUs that have already been encrypted and integrity protected with the target keys and already been delivered to the RLC transmission buffer(s). If the UE goes back to the source cell at DAPS HO failure, any PDCP PDUs in these buffers cannot be transmitted to the source.
[bookmark: _Hlk32493231]Since the detailed interaction between PDCP and RLC is partly up to UE implementation it may be tricky to in detail specify how to revert back to a previous state in PDCP and RLC, respectively. And since these detailed actions to revert to a previous state would be purely internal to the UE and not observable at the radio interface it doesn’t matter how the UE implements such a reversion of state. Therefore we think it should be enough to specify that the UE shall revert to the PDCP/RLC state, including data stored in transmission and reception buffers, before reception of the handover command. 
[bookmark: _Toc32503967]At DAPS handover failure, for the non-DAPS bearers, the UE reverts back to the PDCP/RLC state, including data stored in transmission and reception buffers, prior to reception of the handover command.
2.3	Issue 3: Handling of any stored RRC message (further question 10b)
Further question 10b: Regarding the resume of SRB upon DAPS HO failure, how to handle the old stored RRC message if any, i.e.. whther to discuss the PDCP PDUs for SRB if any upon DAPS fallback?
We stated: “We don’t see any problem if the UE would resend the old RRC message during fallback. And if we want to address this problem it seems we should perform some form of RLC and PDCP reestablishment. Also don’t see how it can be left to UE implementation since actions on the UE side may require corresponding actions at the network side.”
The majority seems to prefer to discard old messages. But as the rapporteur pointed out, how to handle any stored PDCP PDUs needs further discussion.
When DAPS handover is triggered, if there are any RRC messages, such as measurement reports or NAS messages, which have not been delivered to the network, and thus are stored in the transmission buffer in the RLC entity for a source SRB, these would be sent to the source when this suspended SRB for the source is resumed. Theoretically there may be a problem if those messages are received by the network before the Failure Information message, but how to handle those, possibly outdated, messages would be up to the network implementation. At RRC connection re-establishment, PDCP and RLC for SRB1 is re-established which would clear any RRC messages dangling in the RLC transmission buffer for SRB1. At fallback to source cell, PDCP re-establishment is not needed since the key has not been changed.
The easiest way to clear any pending uplink messages in the RLC buffer would be to perform RLC re-establishment for at least SRB1. SRB2 can be left as it is since SRB1 has priority over SRB2 so the Failure Information would be received before any pending UL NAS message.
[bookmark: _Toc32503968]At DAPS handover failure, upon fallback to source cell the UE performs RLC re-establishment for SRB1.
2.4	Issue 4: Fallback to source cell at DAPS handover without key change (potential new issue)
DAPS handover without key change is one of the open issues in the email discussion [1]. This issue is further discussed in [6], where we propose that DAPS handover without key change is supported for intra-node handover. 

 
Figure 1 Keystream reuse at fallback to source cell at DAPS handover without key change
If a DAPS handover without key change fails, and the UE performs fallback to the source cell, the FailureInformation message sent in the source cell may use the same COUNT as the RRCReconfigurationComplete message in the target cell. This is considered to be a security risk since it results in so called keystream re-use, if the COUNT is not maintained during fallback.
[bookmark: _Toc32503965]For SRBs and non-DAPS DRBs, keystream reuse can be avoided if the PDCP COUNT is maintained also at fallback to source cell when DAPS handover is performed without key change.
A more detailed analysis on this and associated proposals can be found in [6].
4	Conclusion
In the previous sections we made the following observations: 
Observation 1	Downgrading of the source cell UE configuration and DAPS handover is performed using separate RRC messages (and procedures).
Observation 2	For SRBs and non-DAPS DRBs, keystream reuse can be avoided if the PDCP COUNT is maintained also at fallback to source cell when DAPS handover is performed without key change.

Based on the discussion in the previous sections we propose the following:
Proposal 1	At DAPS handover failure, the UE reverts back to the source cell configuration prior to the reception of the handover command.
Proposal 2	At DAPS handover failure, for the non-DAPS bearers, the UE reverts back to the PDCP/RLC state, including data stored in transmission and reception buffers, prior to reception of the handover command.
Proposal 3	At DAPS handover failure, upon fallback to source cell the UE performs RLC re-establishment for SRB1.
[bookmark: _In-sequence_SDU_delivery]
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A	Annex
A.1	Text proposal for 36.331
[bookmark: _Toc12524348]Below is a text proposal for the LTE RRC specification (TS 36.331) implemented on top of the running CR discussed in [3]. Changes are added using author “Ericsson2” and yellow highlighting.
START OF CHANGES
[bookmark: _Toc20486801]5.3.5.6	T304 expiry (handover failure)
If T304 expires (handover failure), Tthe UE shall:
1>	if T304 expires (handover failure):
NOTE 1:	Following T304 expiry any dedicated preamble, if provided within the rach-ConfigDedicated, is not available for use by the UE anymore.
1>	if daps-HO is not configured; or
1> if daps-HO is configured and radio link failure has been detected for the source MCG in accordance with 5.3.11.3:
2>	if attemptCondReconf is not configured:
32>	revert back to the configuration used in the source PCell, excluding the configuration configured by the physicalConfigDedicated, the mac-MainConfig and the sps-Config;
2> else:
3>	revert back to the configuration used in the source PCell;
NOTE 1a:	In the context above, "the configuration" includes state variables and parameters of each radio bearer. PDCP entities associtated with RLC UM and SRB bearers are reset after the successful RRC connection re-establishment procedure according to clause 5.2 in TS 36.323 [8]. In the above, "the configuration" includes the RB configuration using NR PDCP, if configured (i.e. by nr-RadioBearerConfig1 and nr-RadioBearerConfig2).
2>	store the following handover failure information in VarRLF-Report by setting its fields as follows:
3>	clear the information included in VarRLF-Report, if any;
3>	set the plmn-IdentityList to include the list of EPLMNs stored by the UE (i.e. includes the RPLMN);
3>	set the measResultLastServCell to include the RSRP and RSRQ, if available, of the source PCell based on measurements collected up to the moment the UE detected handover failure and in accordance with the following;
4>	if the UE includes rsrqResult, include the lastServCellRSRQ-Type;
3>	set the measResultNeighCells to include the best measured cells, other than the source PCell, ordered such that the best cell is listed first, and based on measurements collected up to the moment the UE detected handover failure, and set its fields as follows;
4>	if the UE was configured to perform measurements for one or more EUTRA frequencies, include the measResultListEUTRA;
4>	if the UE includes rsrqResult, include the rsrq-Type;
4>	if the UE was configured to perform measurement reporting for one or more neighbouring UTRA frequencies, include the measResultListUTRA;
4>	if the UE was configured to perform measurement reporting for one or more neighbouring GERAN frequencies, include the measResultListGERAN;
4>	if the UE was configured to perform measurement reporting for one or more neighbouring CDMA2000 frequencies, include the measResultsCDMA2000;
4>	for each neighbour cell included, include the optional fields that are available;
NOTE 2:	The measured quantities are filtered by the L3 filter as configured in the mobility measurement configuration. The measurements are based on the time domain measurement resource restriction, if configured. Blacklisted cells are not required to be reported.
3>	if available, set the logMeasResultListWLAN to include the WLAN measurement results, in order of decreasing RSSI for WLAN APs;
3>	if available, set the logMeasResultListBT to include the Bluetooth measurement results, in order of decreasing RSSI for Bluetooth beacons;
3>	if detailed location information is available, set the content of the locationInfo as follows:
4>	include the locationCoordinates;
4>	include the horizontalVelocity, if available;
3>	set the failedPCellId to the global cell identity, if available, and otherwise to the physical cell identity and carrier frequency of the target PCell of the failed handover;
3>	include previousPCellId and set it to the global cell identity of the PCell where the last RRCConnectionReconfiguration message including mobilityControlInfo was received;
3>	set the timeConnFailure to the elapsed time since reception of the last RRCConnectionReconfiguration message including the mobilityControlInfo;
3>	set the connectionFailureType to 'hof';
3>	set the c-RNTI to the C-RNTI used in the source PCell;
2>	initiate the connection re-establishment procedure as specified in 5.3.7, upon which the RRC connection reconfiguration procedure ends;
1>	else (daps-HO is configured and radio link failure has not been detected for the source MCG):
2> release the MAC entity for the target PCell;
2>	for each DRB configured for DAPS HO:
3> re-establish the RLC entity for the target PCell;
3> release the RLC entity and the associated DTCH logical channel for the target PCell;
3> reconfigure the DAPS PDCP entity to normal PDCP as specified in TS 36.323 [8];
2>	for each DRB not configured for DAPS HO:
3>	revert back to the PDCP/RLC state, including data stored in transmission and reception buffers, used in the source PCell;

2> re-establish the RLC entity for SRB1 in the source PCell;
2> resume the SRBs for the source PCell;
2> for each SRB for the target PCell:
3> release the PDCP entity for the target PCell;
3> release the RLC entity and the associated DCCH logical channel for the target PCell;
2>	initiate the failure information procedure as specified in 5.6.21 to report a DAPS HO failure.
The UE may discard the handover failure information, i.e. release the UE variable VarRLF-Report, 48 hours after the failure is detected, upon power off or upon detach.
NOTE 3:	E-UTRAN may retrieve the handover failure information using the UE information procedure with rlf-ReportReq set to true, as specified in 5.6.5.3.
END OF CHANGES
A.2	Text proposal for 38.331
Below is a text proposal for the NR RRC specification (TS 38.331) implemented on top of the running CR discussed in [2]. Changes are added using author “Ericsson2” and yellow highlighting.
START OF CHANGES
5.3.5.8.3	T304 expiry (Reconfiguration with sync Failure)
The UE shall:
1>	if T304 of the MCG expires:
2>	release dedicated preambles provided in rach-ConfigDedicated if configured;
2> if dapsConfig is configured for any DRB, and radio link failure is not detected in the source PCell, according to subclause 5.3.10.3:
3> release target PCell configuration;
3> reset target MAC and release the target MAC configuration;
3>	for each DRB with a DAPS PDCP entity:
4> re-establish the RLC entity for the target;
4> release the RLC entity and the associated logical channel for the target;
4> reconfigure the PDCP entity to normal PDCP as specified in TS 38.323 [5];
3> for each SRB:
4> release the PDCP entity for the target;
4> release the RLC entity and the associated logical channel for the target;
3> release the physical channel configuration for the target;
3> release the SDAP configuration received from the target;
3>	discard the keys used in target (the KgNB key, the S-KgNB key, the S-KeNB key, the KRRCenc key, the KRRCint key, the KUPint key and the KUPenc key), if any;

3> re-establish the RLC entity for SRB1 in the source PCell;
3>	resume suspended SRBs in the source;
3>	for each DRB without a DAPS PDCP entity:
4> revert back to the UE configuration, including data stored in transmission and reception buffers, used for the DRB in the source;
4> resume DRB;
3>	revert back to the UE RRM configuration used in the source;
Editor’s note: FFS on handling SCells.
3> initiate the failure information procedure as specified in subclause 5.7.5 to report DAPS handover failure.
2> else:
23>	revert back to the UE configuration used in the source PCell;
23>	initiate the connection re-establishment procedure as specified in subclause 5.3.7.
NOTE 1:	In the context above, "the UE configuration" includes state variables and parameters of each radio bearer.
1>	else if T304 of a secondary cell group expires:
2>	release dedicated preambles provided in rach-ConfigDedicated, if configured;
2>	initiate the SCG failure information procedure as specified in subclause 5.7.3 to report SCG reconfiguration with sync failure, upon which the RRC reconfiguration procedure ends;
1>	else if T304 expires when RRCReconfiguration is received via other RAT (HO to NR failure):
2>	reset MAC;
2>	perform the actions defined for this failure case as defined in the specifications applicable for the other RAT.

END OF CHANGES
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