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1	Introduction and Discussion
Functionality for suspending and resuming an RRC connection to improve access efficiency was originally introduced in Rel-13. In the first release security parameters were provided with the RRCConnectionResume message making it possible to resume AS security only after receiving msg5. Over the releases following, provisioning of the NCC security parameter, has for a growing number of features and scenarios been shifted to the time of suspending the connection and to the RRCConnectionRelease message, facilitating earlier re-activation of AS security and better protection of early AS DL signaling, e.g. ciphering of the RRCConnectionResume message. The early re-activation of AS security also facilitates secure release or suspend in response to a resume request. We will refer to this as re-activation or resumption of AS security as "early security re-activation" in the following. 
Features and scenarios enjoying early security re-activation include MO EDT, MT EDT [1] and RRC_INACTIVE state. It has also been agreed the UP solution for LTE-M and NB-IoT connected to 5GC will support early activation of security [1], and it is likely preconfigured uplink resource (PUR) will do so as well.
We also note that in Rel-15 a UE supporting UP EDT or 5GS may have been provided the NCC parameter at suspend, but will provide different protection depending on whether performing EDT or not and whether accessing 5GS or EPS. Non-EDT access in EPS is unnecessarily limited to legacy late re-activation of AS security although UE supports necessary functionality and necessary security parameter was already provided to the UE.
Observation 1 [bookmark: _Toc24091873]UE capable of UP-EDT, MT-EDT, PUR or connecting to 5GC is already capable of early security re-activation.
Observation 2 [bookmark: _Toc24091874]Early security re-activation enables unified handling of security and consistent security/protection level (across use cases/scenarios).

Given the growing number of features relying on early security re-activation, and growing number of cases where NCC parameter may be available to the UE it would be natural to generalize this aspect and provide support for early activation of security for general use. Effectively a wider range of use cases would get to benefit from the existing functionality.
It is therefore understood to be natural and beneficial to specify generic support for early security re-activation for Rel-16.
Proposal 1 [bookmark: _Toc24091875]Introduce support for early security re-activation independent of UE support of UP-EDT or connectivity to 5GC in Rel-16.
Proposal 2 [bookmark: _Toc24091876]For UEs supporting early security re-activation, NCC is provided in RRCConnectionRelease with suspend indication for support of early security.
Proposal 3 [bookmark: _Toc522457416][bookmark: _Toc24091877]The UE supporting early security re-activation and with NCC provided during suspend shall perform early security in cells where early security re-activation is enabled, i.e., re-activates AS security using the NCC, resumes radio bearers, and restores AS states before Msg3 transmission.
Analogous to previous cases the NCC parameter in a RRCConnectionResume message shall be ignored when AS security is (re-)activated/resumed with NCC provided during suspend.
Proposal 4 [bookmark: _Toc522457417][bookmark: _Toc24091878]The UE ignores the NCC field received in the RRCConnectionResume message in response to the RRCConnectionResumeRequest message with early security re-activation.
To make the eNB aware of this early security capability of the UE, it is proposed to introduce 1-bit capability for this early security as a separate UE capability. In addition, the eNB should also inform UEs whether early security can be used in a cell, preferably via system information.
Proposal 5 [bookmark: _Toc522457418][bookmark: _Toc24091879]Introduce early security re-activation as a separate UE capability.
[bookmark: _Toc522457419]The indication of early security can be used in a cell is signaled in SIB2 (SIB2-NB).
Proposal 6 [bookmark: _Toc24091880]Introduce indication whether early security re-activation is enabled in the cell in SIB2.
It is possible to apply all of the above also for NB-IoT UEs. 
Proposal 7 [bookmark: _Toc24091881]The above proposals are applicable also for NB-IoT.
Conclusion
In the previous sections we made the following observations: 
Observation 1	UE capable of UP-EDT, MT-EDT, PUR or connecting to 5GC is already capable of early security re-activation.
Observation 2	Early security re-activation enables unified handling of security and consistent security/protection level (across use cases/scenarios).

Based on the discussion in the previous sections we propose the following:
Proposal 1	Introduce support for early security re-activation independent of UE support of UP-EDT or connectivity to 5GC in Rel-16.
Proposal 2	For UEs supporting early security re-activation, NCC is provided in RRCConnectionRelease with suspend indication for support of early security.
Proposal 3	The UE supporting early security re-activation and with NCC provided during suspend shall perform early security in cells where early security re-activation is enabled, i.e., re-activates AS security using the NCC, resumes radio bearers, and restores AS states before Msg3 transmission.
Proposal 4	The UE ignores the NCC field received in the RRCConnectionResume message in response to the RRCConnectionResumeRequest message with early security re-activation.
Proposal 5	Introduce early security re-activation as a separate UE capability.
Proposal 6	Introduce indication whether early security re-activation is enabled in the cell in SIB2.
Proposal 7	The above proposals are applicable also for NB-IoT.
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