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Introduction
With effectively only one more RAN2 meeting remaining in Release 16, the IAB feature design is also coming close to completion. The remaining time that’s left for IAB in Release 16 needs to be spent addressing critical remaining items that are necessary for a complete working Release 16 IAB feature. As part of such normal specification work, companies provide various proposals that are discussed, and some agreements are reached. Specifically, some agreements and proposals may have potential security implications.
In this contribution we propose a principle for considering IAB feature related proposals that may have potential security implications.
 IAB Features with Security Implications
At the RAN2#107 meeting the issue of security for inter-IAB node signalling via BAP layer was raised in [1] and there was some discussion about it during the online meeting session:
DISCUSSION without presentation on Security
- 	QC think SA3 have their own study
- 	Chair: We discussed this last meeting. Think that if we agree on more details on inter-node signalling. E.g. BAP header contents maybe we can discuss sending an LS. 
At that time, it was the general understanding that depending upon agreements in RAN2 about header contents, it may be discussed whether to send an LS to SA3 about any potential security issues.
Subsequently, at the RAN2#107bis meeting, the following agreements were made regarding transmission of backhaul RLF notification:
BAP layer is used to transmit BH RLF notification(s).
R2 assumes that Upstream BH RLF notification to Donor CU via current F1-AP signalling is supported.
While the transmission of upstream BH RLF notification to Donor CU via F1AP signalling is security protected, the transmission of BH RLF notification on the downlink from parent node to child node via the BAP layer is not protected. Without security protection of BH RLF notification, there is some level of risk that a sophisticated hacker could potentially disrupt the functioning of an IAB network. 
Given the very little time left in Release 16, if RAN2 sends an LS to SA3 about this issue, it is not practical to expect them to provide a response, and then expect RAN2 to specify a security solution for the BAP layer within the Release 16 timeframe. Hence, Release 16 may be potentially left with an IAB feature with some potential security risk, if some remedy is not put in place. 
[bookmark: _GoBack]In such a situation, we feel that RAN2 can take at least some action to allow an operator to mitigate risk by being able to turn off a feature when deploying in an environment where some potential risk is perceived. This can be achieved by making the transmission of BH RLF notification on the BAP header an optional feature that can be turned off when necessary. The consequence, of course, would be that the operator would be willing to bear any resulting potential network disruption that could be caused by not being able to provide BH RLF notification to downstream nodes. However, that decision can be made by each operator by weighing the potential security risk perceived in a given deployment environment versus the potential security risk of network disruptions due to not being able to transmit BH RLF to downstream nodes. 
Proposal 1: Transmission of BH RLF notification on the BAP layer should be an optional feature in Release 16 that can be turned off. 
Additionally, there are some other IAB feature discussions currently ongoing as well, regarding which some of the proposed options may have potential security implications. For example, one of the proposals regarding downlink hop-by-hop flow control that was discussed at the RAN2#107bis meeting was to provide flow control feedback on the BAP layer based on UE id + UE bearer ID for buffered traffic. 
Chair: Proposals on the table on the information in the feedback on the “source” of the problem:
0) No information 
1) Implicit information: the BH RLC channel the feedback is sent on is the BH RLC channel for which packets are buffered. 
2) Routing IDs of buffered traffic 
(covers congestion on next IAB link(s))
3) UE id + UE bearer ID of buffered traffic 
(covers also UE access link congestion) 

Normally, the UE Id is always transmitted above the PDCP layer, so it is security protected. By transmitting the UE Id in the clear on the BAP layer may pose some security risk. While this is just an example proposal, the point is that at this late stage in Release 16, RAN2 should be careful about making decisions that may have potential security implications, unless other competing solutions are not adequate for the task.
Proposal 2: Unless competing solutions are not adequate for the task, at this late stage in Release 16, RAN2 should try to avoid selecting solutions that may have potential security implications.  

Conclusion
In this contribution we discuss the issue of dealing with IAB feature proposals and agreements that may have potential security implications. The following proposals were offered for consideration: 
Proposal 1: Transmission of BH RLF notification on the BAP layer should be an optional feature in Release 16 that can be turned off. 
Proposal 2: Unless competing solutions are not adequate for the task, at this late stage in Release 16, RAN2 should try to avoid selecting solutions that may have potential security implications.  
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