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1 Introduction
In NR, the PDCP receive operation was simplified compared with LTE PDCP receive operation. However, in the process of simplification, the inefficient procedure comes up and it becomes worse if packet duplication is configured. In this contribution, we address an unnecessary deciphering problem on duplicated PDUs transmitted by packet duplication.
2  Discussion
2.1 Unnecessary deciphering problem on duplicated PDUs
In LTE and NR, we adopt the window mechanism to process the valid data for RLC and PDCP entities since the HARQ/RLC retransmission can cause out-of-window(outdated) or duplicated packets, i.e. invalid packets. If out-of-window or duplicated packets are received, they will be discarded as specified in the current NR PDCP receive operation. 
Observation 1: In general, out-of-window or duplicated packets can be received but discarded in the receiving PDCP entity. 

In NR and Rel-15 LTE (HRLLC), the packet duplication was adopted, which allow the transmitting PDCP entity duplicates the original PDCP PDU to two different RLC entities in order to improve latency and reliability. Furthermore, in Rel-16 IIoT WI, RAN2 agreed to perform packet duplication up to 4 copies to secure low latency and high reliability. 
However, this packet duplication forces the receiving PDCP entity to receive multiple duplicated PDUs and thus an efficient receiver processing would be preferable. 
Observation 2: The packet duplication forces the receiving PDCP entity to receive and process multiple duplicated PDUs. 

In Section 5.2.2.1 of 38.323 [1], the NR PDCP receive operation is specified as follows:
	After determining the COUNT value of the received PDCP Data PDU = RCVD_COUNT, the receiving PDCP entity shall:

-
perform deciphering and integrity verification of the PDCP Data PDU using COUNT = RCVD_COUNT;

-
if integrity verification fails:

-
indicate the integrity verification failure to upper layer;

-
discard the PDCP Data PDU;

-
if RCVD_COUNT < RX_DELIV; or

-
if the PDCP Data PDU with COUNT = RCVD_COUNT has been received before:

-
discard the PDCP Data PDU;
If the received PDCP Data PDU with COUNT value = RCVD_COUNT is not discarded above, the receiving PDCP entity shall:
-
store the resulting PDCP SDU in the reception buffer;

      …


Regardless of whether integrity protection is configured, the NR PDCP entity first performs deciphering of the received PDCP data PDU and next applies the receive window filter to the deciphered PDUs in order to discard the out-of-window or duplicated PDUs as highlighted with yellow.

If integrity protection is not configured, we need to note that the receiving PDCP entity performs deciphering of the out-of-window or duplicated PDCP data PDU which will be discarded right after deciphering by window filter, i.e. it performs unnecessary deciphering.

Observation 3: The receiving PDCP entity performs unnecessary deciphering of duplicated PDCP data PDUs and then immediately discards them, which can be called as an unnecessary deciphering problem. 
This unnecessary deciphering would have an impact on UE processing burden and UE battery life because the most processing burden results from the ciphering/deciphering procedure in the UE point of view, which can also cause the processing delay. 
Looking into the whole history, RAN2 already discussed similar issues as follows:
In RAN2 NR AH2 (Jun., 2017), RAN2 agreed that for outdated and duplicated case, the UE does not decipher or decompress and our understanding is that this agreement is for DRB. However, it was not captured in the current PDCP specification correctly. 

	In RAN2 NR AH2
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=>
For outdated and duplicated case the UE does not decipher or decompress 


Observation 4: RAN2 already agreed that for outdated and duplicated case, the UE does not decipher or decompress but it was not reflected to the current PDCP specification.

In RAN2#103bis (Oct. 2018), the same issue was discussed as follows:

	In RAN2#103bis ,
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No support to deal with this in specifications



In the meeting note, RAN2 captured that the understanding is that the UE doesn’t have to decipher duplicated and out of window packets. However, there was no support to deal with this in specifications due to the impending finalization of specification. We need to note that, at that time, the packet duplication was not discussed well together. 

In our opinion, it seems very strange that RAN2 understanding is that UE doesn’t have to decipher the duplicated PDUs while the PDCP specification says that UE should decipher the duplicated PDUs and just discard them.

As mentioned above, the packet duplication is one of the key features in NR, which was adopted in LTE as well. Moreover, the packet duplication is expanding up to 4 copies in Rel-16 WI IIoT. Hence, we propose to remove this inefficiency, i.e. unnecessary deciphering for duplicated PDU in the current PDCP specification.
Proposal: The unnecessary deciphering problem on duplicated PDUs shall be resolved in the current PDCP receive operation.
To resolve this problem, the simplest way is to first apply the window filter to the received PDCP data PDUs and then perform deciphering of Not-discarded PDCP data PDUs if integrity protection is not configured. Note that we have a single PDCP receive operation, which is applied to SRB and DRB. For SRB, UE should detect the attack via integrity verification even for out-of-window or duplicated PDUs.
For Proposal 1, the exemplary text proposal is specified as follows: 

Exemplary text proposal for Section 5.2.2.1 of 38.323
	After determining the COUNT value of the received PDCP Data PDU = RCVD_COUNT, the receiving PDCP entity shall:

-
if integrity protection is configured:

-    perform deciphering and integrity verification of the PDCP Data PDU using COUNT = RCVD_COUNT;
-
if integrity verification fails:

-
indicate the integrity verification failure to upper layer;

-
discard the PDCP Data PDU;

-
if RCVD_COUNT < RX_DELIV; or

-
if the PDCP Data PDU with COUNT = RCVD_COUNT has been received before:

-
discard the PDCP Data PDU;
If the received PDCP Data PDU with COUNT value = RCVD_COUNT is not discarded above, the receiving PDCP entity shall:
-
if integrity protection is not configured:


-     perform deciphering of the PDCP Data PDU using COUNT = RCVD_COUNT;
-    store the resulting PDCP SDU in the reception buffer;

      …



3 Conclusion

In this contribution, we provide our view on unnecessary deciphering problem to discuss the following proposal:

Proposal: The unnecessary deciphering problem on duplicated PDUs shall be resolved in the current PDCP receive operation.
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