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1	Introduction
[bookmark: _Hlk4487794]In previous RAN2 meetings, the mechanism of UAC has been discussed. In this contribution, we discuss whether an enhancement for access control is needed.
[bookmark: _Ref178064866]2	Discussion
The agreement of the UAC mechanism in the previous RAN2 meeting is given in [1] and captured below:

RAN2 #107bis agreements:
· For NB-IoT, up to 64 access categories are defined for support of UAC, same as for eLTE.
· For NB-IoT, will support either barring factor as in eLTE or 10 bit bitmap bitmap as in NB-IoT to distribute UEs. FFS which method.
· For NB-IoT, uac-BarringForAccessIdentity using a 7 bit map barring corresponding to access identities 1, 2, 11 to 15 is re-used.

[bookmark: _GoBack]According the agreement above and previous discussions, UAC mainly focus on mitigating NB-IoT traffic according to various telecommunication access concerns. However, in the existing access control mechanism, it seems that there is no strong RAN level solution used to solve abnormal cases, especially problems caused by cyberattacks. And it is possible that those cyberattacks may come from authorized devices which pass current access check mechanism. Unfortunately, various cyberattack events in the telecommunication domain is increasing in recently years. Take DNS attacks for example. According to the DNS Thread report [2], telecommunication organizations spends about 18 hours to mitigate each DNS attack. 12% of telecommunication organizations suffers 10 times or more DNS attacks in the past 12 months, including some companies having 38% cloud service downtime. Those DNS attack cost telecommunication organizations an average of $886,560 with a 42% increase within a year.

Attack on IoT devices is a very popular cybersecurity problem. The number of infected IoT devices is large and these infected IoT devices become hidden risks. Those infected IoT devices can also create a botnet to cause huge scale of DDoS attacks. However, these cyberattack problems will get worst in a NB-IoT environment, too. Due to a low cost concern while promoting business, implementations of NB-IoT devices, including their upper layer applications, may not take features/functionalities supporting a strong security protection into consideration. A weak cybersecurity protection in each NB-IoT device would make those low cost NB-IoT devices even easier to be broken by hackers than others used in cyberattacks. Also, huge amount of NB-IoT sensors deployment is a time consuming. In general, it is assumed that these NB-IoT sensors wouldn’t be replaced for most of time after deployment. Frequently manually upgrading software version to fix bugs by NB-IoT consumers whenever a cyber-thread is found will increase the maintenance fee and won’t be feasible for NB-IoT consumers. Although FOTA is introduced in NB-IoT systems to provide remote software upgrade since Release 14, a FOTA Server itself could also be a cyberattack target for hijacking and used to distribute virus among NB-IoT devices. Hence, all of these reasons will create great opportunities for hackers to attack a telecommunication system through NB-IoT services.

It seems that it is quite difficult to ask all NB-IoT clients to provide cyberattack-free connections from their NB-IoT devices. Hence, a base station supporting NB-IoT services with a strong self-defence ability to detect abnormal behaviours and block any malicious NB-IoT connection becomes necessary. Any cyberattack through NB-IoT device(s) should be able to be shut down at RAN level and provide no impact to the operation to other normal NB-IoT or general UEs. A base station supporting NB-IoT services should be capable to bar malicious NB-IoT UE(s) individually, including baring it/them according to its/their identity/identities. 

Discuss a total barring solution at RAN level to support security concerns in Release 17.
3	Conclusion
In this contribution, we discuss cyberattack in telecommunication industries becomes a serve problem and get worst in recent years. The lost due to cyberattacks in telecommunication organizations keeps increase by years. However, the existing access control mechanism isn’t powerful enough to defend cyberattacks from NB-IoT devices at RAN level, especially there will be more and more IoT services introduced in the 5G era. Based on the discussion above, we propose the following:

Proposal 1	Discuss a total barring solution at RAN level to support security concerns in Release 17.
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