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	Reason for change:
	The 38.331 spec mandates to have a common security algorightms (intergrity protection and cyphering) on all radio bearers (SRB1/SRB2/DRB) that are terminated on the same node. 

However, this statement gives the impression that whenever NR-DC or NE-DC is configured, security algorithms are not common for bearers terminated on the same node. 
5.3.1.2
AS Security

AS security comprises of the integrity protection and ciphering of RRC signalling (SRBs) and user data (DRBs).

RRC handles the configuration of the AS security parameters which are part of the AS configuration: the integrity protection algorithm, the ciphering algorithm, if integrity protection and/or ciphering is enabled for a DRB and two parameters, namely the keySetChangeIndicator and the nextHopChainingCount, which are used by the UE to determine the AS security keys upon reconfiguration with sync (with key change), connection re-establishment and/or connection resume.

The integrity protection and ciphering algorithm is common for signalling radio bearers SRB1 and SRB2. When the UE is not provided with an sk-counter, the ciphering and integrity protection algorithm is common for all radio bearers (i.e. SRB1, SRB2 and DRBs). All DRBs related to the same PDU session have the same AS security configuration. For MR-DC, integrity protection is not enabled for DRBs terminated in eNB. Neither integrity protection nor ciphering applies for SRB0.

RRC integrity protection and ciphering are always activated together, i.e. in one message/procedure. RRC integrity protection and ciphering for SRBs are never de-activated. However, it is possible to switch to a 'NULL' ciphering algorithm (nea0).



	
	

	Summary of change:
	clarifying the 5.3.1.2 to indicate common security algorithms (IP and cyphering) is always used on all bearers terminated on the same node.
Impact Analysis: 
Impacted 5G architecture options: 
MR-DC
Impacted functionality:
Security algorithms configuration 
Inter-operability:

· If the network is implemented according to the CR and the UE is not, no interoperability issue or impact as it’s a clarification CR.
· If the UE is implemented according to the CR and the network is not, no interoperability issue or impact as it’s a clarification CR.   

	
	

	Consequences if not approved:
	It will remain unclear if same algorithms will be configured on all radio bearers that are terminated on the same node when in MR-DC. 

	
	

	Clauses affected:
	5.3.1.2

	
	

	
	Y
	N
	
	

	Other specs
	
	X
	 Other core specifications

	TS/TR ... CR ... 

	affected:
	
	X
	 Test specifications
	TS/TR ... CR ... 

	(show related CRs)
	
	X
	 O&M Specifications
	TS/TR ... CR ... 

	
	

	Other comments:
	


Change Start
5.3.1.2
AS Security

AS security comprises of the integrity protection and ciphering of RRC signalling (SRBs) and user data (DRBs).

RRC handles the configuration of the AS security parameters which are part of the AS configuration: the integrity protection algorithm, the ciphering algorithm, if integrity protection and/or ciphering is enabled for a DRB and two parameters, namely the keySetChangeIndicator and the nextHopChainingCount, which are used by the UE to determine the AS security keys upon reconfiguration with sync (with key change), connection re-establishment and/or connection resume.

The integrity protection  algorithm is common for all radio bearers, SRB1, SRB2 and DRBs if terminated at a given node. The ciphering algorithm is common for all radio bearers, SRB1, SRB2 and DRBs terminated at a given node. The integrity protection and cipering algorithm can be the same or different. All DRBs related to the same PDU session have the same AS security configuration. For MR-DC, integrity protection is not enabled for DRBs terminated in eNB. Neither integrity protection nor ciphering applies for SRB0.

RRC integrity protection and ciphering are always activated together, i.e. in one message/procedure. RRC integrity protection and ciphering for SRBs are never de-activated. However, it is possible to switch to a 'NULL' ciphering algorithm (nea0).
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