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	Reason for change:
	For security key update, the procedures when deriving keys associated with the KgNB allows the securityConfig field to be omitted and the UE should in this case derive keys associated with the current algorithm.

However, the procedures for deriving keys associated with the secondary key, when the UE has derived a new S-KgNB, does not make this distinction and assumes the securityConfig field is always included.


	
	

	Summary of change:
	The procedures for derivation of algorithm keys associated with the secondary key are aligned with the procedures for the corresponding keys associated master key.

Impact analysis
Impacted 5G architecture options: NR-DC, NE-DC
		 
Impacted functionality: AS security key update
		 
Inter-operability: If the UE implements the CR and the network does not, there is no inter-operability issue as the UE could handle if the network omits or includes the securityAlgorithmConfig when deriving a new S-KgNB

If the network implements the CR and the UE does not, there is inter-operability issue as the NW may omit the securityConfig field when updating the S-KgNB/S-KeNB, but the UE would expect the field to always be included.

	
	

	Consequences if not approved:
	The UE could fail the algorithm key derivation for the secondary keys as it would always expect the algorithms to be included when updating the S-KgNB, whereas the network may omit them as optional.
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[bookmark: _Toc12630257]START OF FIRST CHANGE

[bookmark: _Toc20425718]5.3.5.7	AS Security key update
The UE shall:
1>	if UE is connected to E-UTRA/EPC or E-UTRA/5GC:
2>	upon reception of sk-Counter as specified in TS 36.331 [10]:
3>	update the S-KgNB key based on the KeNB key and using the received sk-Counter value, as specified in TS 33.401 [30] for EN-DC, or TS 33.501 [11] for NGEN-DC;
3>	derive the KRRCenc and KUPenc keys as specified in TS 33.401 [30] for EN-DC, or TS 33.501 [11] for NGEN-DC;
3>	derive the KRRCint and KUPint keys as specified in TS 33.401 [30] for EN-DC or TS 33.501 [11] for NGEN-DC.
1>	else:
2>	if the nas-Container is included in the received masterKeyUpdate:
3>	forward the nas-Container to the upper layers;
2>	if the keySetChangeIndicator is set to true:
3>	derive or update the KgNB key based on the KAMF key, as specified in TS 33.501 [11];
2>	else:
3>	derive or update the KgNB key based on the current KgNB key or the NH, using the nextHopChainingCount value indicated in the received masterKeyUpdate, as specified in TS 33.501 [11];
2>	store the nextHopChainingCount value;
2>	derive the keys associated with the KgNB key as follows:
3>	if the securityAlgorithmConfig is included in SecurityConfig:
4>	derive the KRRCenc and KUPenc keys associated with the cipheringAlgorithm indicated in the securityAlgorithmConfig, as specified in TS 33.501 [11];
4>	derive the KRRCint and KUPint keys associated with the integrityProtAlgorithm indicated in the securityAlgorithmConfig, as specified in TS 33.501 [11];
3>	else:
4>	derive the KRRCenc and KUPenc keys associated with the current cipheringAlgorithm, as specified in TS 33.501 [11];
4>	derive the KRRCint and KUPint keys associated with the current integrityProtAlgorithm, as specified in TS 33.501 [11].
NOTE:	Ciphering and integrity protection are optional to configure for the DRBs.
2>	if the sk-Counter is included in the RRCReconfiguration message or in RRCResume message (UE is in NE-DC, or NR-DC, or is configured with SN terminated bearer(s)):
3>	derive or update the secondary key (S-KgNB or S-KeNB) based on the KgNB key and using the received sk-Counter value, as specified in TS 33.501 [11];
3>	derive the keys associated with the secondary key (S-KgNB or S-KeNB) as follows:
4>	if the securityAlgorithmConfig is included in SecurityConfig:
5>	derive the KRRCenc and KUPenc keys associated with the cipheringAlgorithm indicated in the securityAlgorithmConfig, as specified in TS 33.501 [11];
5>	derive the KRRCint and KUPint keys associated with the integrityProtAlgorithm indicated in the securityAlgorithmConfig, as specified in TS 33.501 [11];
4>	else:
5>	derive the KRRCenc and KUPenc keys associated with the current cipheringAlgorithm, as specified in TS 33.501 [11];
5>	derive the KRRCint and KUPint keys associated with the current integrityProtAlgorithm, as specified in TS 33.501 [11].
3>	derive the KRRCenc key and the KUPenc key as specified in TS 33.501 [11] using the ciphering algorithms indicated in the RadioBearerConfig associated with the secondary key (S-KgNB or S-KeNB) as indicated by keyToUse;
3>	derive the KRRCint key and the KUPint key as specified in TS 33.501 [11] using the integrity protection algorithms indicated in the RadioBearerConfig associated with the secondary key (S-KgNB or S-KeNB) as indicated by keyToUse;
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