3GPP TSG-RAN WG2 Meeting#107bis
R2-1913394
Chongqing, China, 14 – 18 September 2019
Source: 


Qualcomm Incorporated

Title: 



ARFCN for security key derivation
Document for: 
Approval
Agenda Item: 
5.4.1.3.8
1. Introduction
ARFCN is used as input for security key derivation in handover and RRC resume/reestablishment. However, it is not clear in the current specification which ARFCN shall be used for security derivation. This paper analyzes the candidate ARFCNs and proposes way to avoid the ARFCN ambiguity issue.
2.  ARFCN in security key derivation
In Xn handover, and RRC resume/reestablishment, DL ARFCN is used in deriving KNG-RAN* from KgNB or NH, as shown in figure 1 (from section 6.9.2.1.1 of TS 33.501).
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Figure 1: Key derivation in handover
However, it is not clear which DL ARFCN is used in the key derivation. There are three types of ARFCNs that are relevant in RRM and mobility: point A frequency, CD-SSB frequency, other SSB frequency.

Observation 1:
Current standard is not clear on which ARFCN (Point A or SSB) is used in deriving KNG-RAN* from KgNB or NH in handover and RRC resume/reestablishment.
3. Potential solutions

Cells from multiple frequency layers may have the same point A, thus the ARFCN of Point A is not ideal candidate ARFCN for security key deriving derivation.
Observation 2:
ARFCN of Point A is not ideal candidate for security key derivation because cells from multiple frequency layers may have the same point A. 
Within the frequency span of a gNB carrier, multiple SSBs can be transmitted. This information is included in MeasurementTimingConfiguration, which is exchanged over Xn/X2 interface in Measurement Timing Configuration IE of Served Cell Information NR (section 9.2.2.11 of TS38.423) and Neighbour Cell Information NR (section 9.2.2.13 of TS38.423). 
	–
MeasurementTimingConfiguration
The MeasurementTimingConfiguration message is used to convey assistance information for measurement timing.

Direction: en-gNB to eNB, eNB to en-gNB, gNB to gNB, gNB DU to gNB CU, and gNB CU to gNB DU.

MeasurementTimingConfiguration message

-- ASN1START

-- TAG-MEASUREMENT-TIMING-CONFIGURATION-START

MeasurementTimingConfiguration ::=      SEQUENCE {

    criticalExtensions                      CHOICE {

        c1                                      CHOICE{

            measTimingConf                          MeasurementTimingConfiguration-IEs,

            spare3 NULL, spare2 NULL, spare1 NULL

        },

        criticalExtensionsFuture        SEQUENCE {}

    }

}

MeasurementTimingConfiguration-IEs ::=  SEQUENCE {

    measTiming                              MeasTimingList                           OPTIONAL,

    nonCriticalExtension                    MeasurementTimingConfiguration-v1550-IEs OPTIONAL

}

MeasurementTimingConfiguration-v1550-IEs ::= SEQUENCE {

    campOnFirstSSB                               BOOLEAN,

    psCellOnlyOnFirstSSB                         BOOLEAN,

    nonCriticalExtension                         SEQUENCE {}                        OPTIONAL

}

MeasTimingList ::= SEQUENCE (SIZE (1..maxMeasFreqsMN)) OF MeasTiming
MeasTiming ::= SEQUENCE {

    frequencyAndTiming                      SEQUENCE {

        carrierFreq                             ARFCN-ValueNR,
        ssbSubcarrierSpacing                    SubcarrierSpacing,

        ssb-MeasurementTimingConfiguration      SSB-MTC,

        ss-RSSI-Measurement                     SS-RSSI-Measurement                 OPTIONAL

    }                                                                               OPTIONAL,

...,

    [[

    ssb-ToMeasure-v1540                     SSB-ToMeasure                           OPTIONAL,

    physCellId                              PhysCellId                              OPTIONAL

    ]]

}

-- TAG-MEASUREMENT-TIMING-CONFIGURATION-STOP

-- ASN1STOP


Each cell (identified by NCGI) has only one CD-SSB in frequency domain. The CampOnFirstSSB IE can indicate whether the first SSB in the SSB list (MeasTimingList) is CD-SSB. So, the ARFCN of CD-SSB is ideal candidate for security key derivation.
	campOnFirstSSB

Value true indicates that the SSB indicated in the first instance of MeasTiming in the measTiming list can be used for camping and for a PCell configuration (i.e. in spCellConfigCommon of the masterCellGroup).


Observation 3:
Each cell has multiple SSBs, which could have different ARFCN values. However, the ARFCN of CD-SSB frequency is unique in the cell.
Proposal 1:
Both gNB and UE, use CD-SSB frequency as DL ARFCN for security key (KNG-RAN*) derivation in Xn handover and RRC resume/reestablishment.
Based on this, the security handling works as follows.
Handover
· In Xn handover, the source gNB use the ARFCN of CD-SSB (first SSB in the MeasurementTimingConfiguration of target cell), KgNB/NH and PCI to derive security key (KNG-RAN*) and send the key to target gNB in XnAP Handover Request. 

· In N2 Handover, target gNB use the ARFCN of CD-SSB, KAMF and PCI to derive the KNG-RAN*.

In both Xn/N2 handover, UE receives CD-SSB frequency from RRCReconfiguration in ServingCellConfigCommon( (DownlinkConfigCommon(FrequencyInfoDL(absoluteFrequencySSB to derive the KNG-RAN*.
RRC Resume/Reestablishment
· In RRC Resume/Reestablishment, source/anchor gNB derives the KNG-RAN* for target cell from CD-SSB, KgNB and PCI in same way as Xn handover, and send to the target gNB in XnAP Retrieve UE Context Response. The Msg4/MsgB would be then protected based on the key. 
· The UE knows the frequency of CD-SSB in cell acquisition and then use it to derive the KNG-RAN*.

Proposal 2:
Update RRC spec to clarify proposal 1.
In SA3 specification (TS 33.501), ARFCN-DL is the input parameter for security key derivation in handover and RRC resume/reestablishment:
	On handovers with vertical key derivation the NH is further bound to the target PCI and its frequency ARFCN-DL before it is taken into use as the KgNB in the target gNB/ng-eNB. On handovers with horizontal key derivation the currently active KgNB is further bound to the target PCI and its frequency ARFCN-DL before it is taken into use as the KgNB in the target gNB/ng-eNB.” 


However, it is also not clear in SA3 specification which frequency is used as ARFCN-DL.

Proposal 3:
Send LS to SA3 for SA3 to clarify ARFCN-DL per proposal 1.
4. Conclusion

Based on above analysis, we have following observations and proposals.
Observation 1:
Current standard is not clear on which ARFCN (Point A or SSB) is used in deriving KNG-RAN* from KgNB or NH in handover and RRC resume/reestablishment.
Observation 2:
ARFCN of Point A is not ideal candidate for security key derivation because cells from multiple frequency layers may have the same point A. 

Observation 3:
Each cell has multiple SSBs, which could have different ARFCN values. However, the ARFCN of CD-SSB frequency is unique in the cell.

Proposal 1:
Both gNB and UE, use CD-SSB frequency as DL ARFCN for security key (KNG-RAN*) derivation in Xn handover and RRC resume/reestablishment.
Proposal 2:
Update RRC spec to clarify proposal 1.
Proposal 3:
Send LS to SA3 for SA3 to clarify ARFCN-DL per proposal 1.
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