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1	Introduction
RAN1#98 discussed the OTA synchronization and what should be the definition of T_delta and how the IAB node would use that, jointly with timing advance (TA) value, for IAB-DU timing. The agreement covered two options to be selected from, [1]:
· According to RAN1 #96bis agreement, whether T_delta is a “target value” or an “actual value” is up to parent node implementation.   
· For the TA and T_delta in (TA/2+T_delta), to down-select:
· Opt-A: T_delta is given by the latest T_delta signaling, and TA is the current time interval at the IAB node between the start of UL TX frame i and the start of DL RX frame i, which is updated with the received TA command per Rel-15. 
· Opt-B: T_delta is given by the target T_delta signaling, and TA is an average of timing advance intervals (e.g., TA1, TA2, TA3…) updated by a series TA commands. 
· Once down-selected, further discuss how to reflect it in RAN1 specs
Opt. A should preferably use inter-IAB signalling to have consistent values for both TA and T_delta which both are needed to determine the IAB-DU TX timing. Opt-B, on the other hand, could use RRC e.g. at the beginning of the IAB integration as the T_delta value can be constant. There has been concerns about the (lack of) protection of the T_delta signalling and if the lower layer signalling between IAB nodes could be used.
This contribution elaborates the options and the need for protection of T_delta as well as severity of the potential issues if unprotected.
2	Discussion
2.1	Applicability of RRC signalling
RRC signalling needs IAB-donor CU involvement and therefore with Opt-A it may not be a practical way of signalling T_delta which by nature is something related to parent-child connection only. T_delta should be updated after a TA command is sent, and possibly also in-between TA commands as the T_delta is assumed to have finer granularity as per RAN4 agreement. Derived T_delta value should be consistent with the TA used as the time T_delta is determined. As the T_delta is determined by the parent node, which may be several hops from the IAB-donor, with RRC signalling, the T_delta value should be first signalled up-stream up to IAB-donor (this signalling is open) and then forwarded back by RRC signalling to the child IAB-node.
Observation 1: With Opt-A RRC signalling would involve all IAB nodes in the BH chain from the (parent) IAB-node to the IAB-donor with unknown latencies resulting in unoptimized solution.
Due to unpredictable latencies over the two-way T_delta forwarding, the consistence between TA and T_delta would be difficult to guarantee with Opt-A timing.
Observation 2: Consistency between TA and T_delta with Opt-A would be difficult to guarantee with T_delta signalled via RRC.
Considering the issues discussed above, for Opt-A, it would be more logical to use direct link between the parent and child node for T_delta signalling. The main options would be MAC-CE or BAP control PDU (FFS).
Observation 3: For Opt-A, a logical choice for T_delta signalling would be to use direct link between the parent and child node.
Opt-B could use the “target value” of T_delta which can be fixed, or semi-static with infrequent updates. With this option RRC signalling could be an option as the consistency between TA and T_delta would not be an issue. The required timing accuracy would be based on the average of TA values. The performance and forward compatibility (e.g. for mobile IAB) using the Opt-B is FFS and for RAN1 to evaluate.
Observation 4: RRC signalling could be an option for T_delta signalling with Opt-B, which itself is still to be evaluated.
2.2	Need for protecting T_delta
For direct inter-IAB node signalling, the primary options would be MAC-CE or possibly BAP control PDU. The signalling below PDCP is unprotected and raising concerns whether T_delta can be sent using these lower layer signalling options. Following points can be taken into account when assessing the usability:
There are multiple other parameters sent unprotected via lower layers:
· MAC-CE:
· TA: This is an input to IAB synchronization and therefore similar to T_delta. The difference is that the impact of TA, and potential fake TA transmissions, would be visible at the parent node and could therefore be in principle corrected. Nevertheless, fake TAs could as well interfere synchronization procedure
· Other MAC-CEs which could negatively affect the performance by malicious attacks, e.g.: BSR e.g. causing unnecessary resource reservation, SCell activation/deactivation, duplication activation/deactivation, etc.
· PHY control, DCI/UCI: Basically, all fake control signalling could cause harm to the normal operation.
The usage of L2 rather than PHY would, however, be a more natural option for the T_delta signalling. 
IAB node may assume that the DL timing does not change very rapidly and therefore IAB node may implement some kind of sanity check for the received T_delta values. If a new T_delta would result in unexpected deviation from the current DU timing, IAB node could filter out such values and wait for following TA/T_delta signalling before making any adjustment for the DU timing. The pace of the DL timing change exceeding the pace anticipated from the frequency tolerance of the (local) clock reference would be an indication of potentially faulty T_delta (or TA) values. Other methods may exist to implement such filtering.
Observation 5: T_delta signalling unprotected is not unique in the sense how fake signalling could be used to interfere the connections and causing degraded performance.
2.2	Usage of BAP layer 
BAP layer, to be specified for IAB relaying, would be another option for control signalling. There may be need for other inter-IAB node signalling using BAP such as RLF notification. The usage of BAP for control signalling is still FFS but in case that will be specified, BAP can be an alternative for T_delta signalling as well. 
[bookmark: OLE_LINK1]Observation 6: If BAP control is specified e.g. for RLF notification, the same signalling could be used for T_delta.
It is open if there will be any protection on the BAP layer. If not, BAP signalling would be similar to MAC-CE in terms of protection and vulnerability to attacks. That would also concern the RLF notification (if specified) where a fake signalling could cause as severe issues as any interference in T_delta signalling.
3	Conclusion
In this contribution we have assessed the options for T_delta signalling and whether it could be sent unprotected. We made following observations:
Observation 1: With Opt-A RRC signalling would involve all IAB nodes in the BH chain from the (parent) IAB-node to the IAB-donor with unknown latencies resulting in unoptimized solution.
Observation 2: Consistency between TA and T_delta with Opt-A would be difficult to guarantee with T_delta signalled via RRC.
Observation 3: For Opt-A, a logical choice for T_delta signalling would be to use direct link between the parent and child node.
Observation 4: RRC signalling could be an option for T_delta signalling with Opt-B, which itself is still to be evaluated.
Observation 5: T_delta signalling unprotected is not unique in the sense how fake signalling could be used to interfere the connections and causing degraded performance.
Observation 6: If BAP control is specified e.g. for RLF notification, the same signalling could be used for T_delta.
[bookmark: _GoBack]Based on the analysis, we may conclude that the T_delta signalling unprotected on lower layers would not be any more severe issue to the network operation than certain other signalling on those layers. Hence, we can assume that MAC-CE, and potential BAP control signalling – if specified, could be options for T_delta signalling. This would allow the usage of the principle of Opt-A with “actual value” of T_delta to be used for synchronization,  which has been the primary option in RAN1.
Proposal: MAC-CE and potentially BAP layer can be used for T_delta signalling for Opt-A as defined by RAN1.
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