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Introduction
In the RAN2 meeting #107, the first kickoff discussion on SNPN was held with following achievements: 
	Agreements in RAN2 meeting #107:

· The SNPNs (identified by PLMN ID + NID) are broadcasted in SIB1, 
· FFS whether this is achieved by extending the legacy network list or by introducing a new SNPN specific network list or both.
· The size and format of the NID will not be discussed in RAN2 (we will be informed by other groups)
· Up to 12 different SNPNs can be broadcasted in a cell.
· If “mixed” network sharing is allowed (i.e. a cell can contain both PLMNs and NPNs), the total number of networks indicated in SIB1 (i.e. #PLMN + #SNPN + #PNI-NPN) shall not exceed 12.
· If HRNN are broadcast then the HRNN should a be broadcasted in a separate SIB (i.e. different from SIB1).
· SNPN selection functions similar to normal PLMN selection: AS reports the found SNPNs (identified by PLMN ID + NID) to NAS which selects the network. In case of manual selection, the human readable network name (if broadcasted) may also be provided from AS to NAS.
· Once the UE has selected an SNPN, cell selection/re-selection is only performed within the SNPN, i.e. a cell is only considered suitable if the broadcasted SNPN identifier matches the selected SNPN.



In the RAN2 meeting #107, the first kickoff discussion on PNI-NPN was held with the following agreements: 
	Agreements in RAN2 meeting #107:

· The PNI-NPNs (identified by PLMN ID + CAG ID) are broadcasted in SIB1. FFS whether this is achieved by extending the legacy network list or by introducing a new PNI-NPN specific network list or both
· The size and format of the CAG ID will not be discussed in RAN2 (we will be informed by other groups)
· Up to 12 different PNI-NPNs can be broadcasted in a cell.
· If HRNN are broadcast then the HRNN should be broadcasted in a separate SIB (i.e. different from SIB1).
· Network selection is triggered by NAS whereby AS reports the available PNI-NPNs (identified by PLMN ID + CAG ID) to NAS which selects the network to use. In case of manual network selection, the human readable network name (if broadcasted) may also be provided from AS to NAS.
· The Allowed CAG list and “CAG only” indication received from upper layers are taken into account in the cell suitability check during cell selection/re-reselection.



In the RAN3 #105 meeting, the first kickoff discussion on SNPN was held with following achievements:
	Agreements in RAN3 meeting #105:

· Exchange over NG setup, configuration update the list of supported (PLMN ID, NID)s between NG-RAN node and AMF. Can be taken into account by NG-RAN node during NSSF. 
· Add NID into the Initial UE Message
· Indicate serving (PLMN ID, NID) in the mobility restriction list
· No equivalent (PLMN ID, NID) in the mobility restriction list
· At mobility, we assume that source NG-RAN node knows the (PLMN ID, NID)s supported by the candidate target cells
· At mobility, target RAN node needs to be informed of (serving PLMN, NID)
· At mobility, target RAN node shall fail the handover if the serving (PLMN, NID) does not match any of the target cell supported list of (PLMN ID, NID)s
· Need to exchange the list of supported (PLMN ID, NID)s per cell over Xn setup, Xn configuration update, in the two directions. 
· Over F1, exchange list of supported (PLMN ID, NID)s between DU and CU: DU configured [PLMN ID, NID] to CU, CU matching [PLMN ID, NID] received from 5GC and sending result to DU.
· Over E1, send the list of (PLMN ID, NID)s supported by CU-UP to CU-CP.



In the RAN3 #105 meeting， the first kickoff discussion on PNI-NPN was held with the following agreements:
	Agreements in RAN3 meeting #105:

· Indicate in the mobility restriction list the UE supported list of CAG IDs per plmn
· Indicate in the mobility restriction list the CAG-only indication per plmn (i.e. allowance of CAG UE to access non-CAG cells)
· At mobility, we assume that source NG-RAN node knows the list of CAG IDs supported by the candidate target cells
· At mobility, target RAN shall fail the handover if UE allowed CAG list does not match any of target cell supported list of CAG IDs (assuming target cell is a CAG cell)
· Need to exchange list of cell supported CAG IDs at Xn setup, and configuration update.
· all CAG information configured in DU
· Over F1, need to signal cell supported list of CAG IDs from DU to CU



At the same time, two email discussions on CSG aspects and SIB1 design are ongoing. Therefore, in this contribution, we would like to discuss the remaining issues in idle mode and inactive mode for both PNI-NPN and SNPN.
Discussion on CAG
As defined in [2], a Closed Access Group identifies a group of subscribers who are permitted to access one or more CAG cells associated to the CAG. CAG is used for the Public network integrated NPNs to prevent UE(s), which are not allowed to access the NPN via the associated cell(s), from automatically selecting and accessing the associated cell(s).
2.1.1 Access control
As agreed in the RAN #107 meeting, the available PLMN IDs and the list of CAG ID per PLMN ID should be broadcasted in SIB1 in the CAG cell. The CAG ID broadcasted in SIB of CAG cell should only be understood by the UE supporting CAG feature while the Rel-15 legacy UE and Rel-16 non-CAG UE do not consider the CAG cell as suitable cell to camp on.  In order to prevent the legacy UE or Rel-16 non-CAG UE from attempting to access CAG cells, the parameter cellReservedForOtherUse defined in [2] could be reused.  The Rel-15 legacy UE or Rel-16 non-CAG UE do not attempt to access CAG cells as the parameter cellReservedForOtherUse with “true” setting while the UE supporting CAG ignores cellReservedForOtherUse with “true” setting and does not treat this cell as barred.
And as illustrated in [4], to address the issue of the limitation of CellReservedForOtherUse indicator for both emergency services and RAN sharing, a non-CAG UE and unauthorized CAG UE should have a different interpretation on this indication from the Rel-15 UE. That is: 
Proposal 1: A non-CAG UE and unauthorized CAG UE should be allowed to camp on the cell for Emergency services in case that the CellReservedForOtherUse indicator advertised in the cell is set to true, which can still be regarded as an acceptable cell. And if RAN sharing is applied, then the CellReservedForOtherUse indicator can be ignored by Rel-16 non-CAG UE and unauthorized CAG UE. Or CellReservedForOtherUse indicator can be defined per-PLMN.
On the other hand, as specified in [1], in order to prevent access to NPNs for authorized UE(s) in case of network congestion/overload, existing mechanisms defined for Control Plane load control, congestion and overload control can be re-used, as well as the access control and barring functionality, or Unified Access Control using the access categories can be re-used. It may need to introduce a new IE to define the UAC parameters for PNI-NPN.
Observation 1: in order to prevent access to NPNs for authorized UE(s) in case of network congestion/overload, existing mechanisms defined for Control Plane load control, congestion and overload control can be re-used, as well as the access control and barring functionality, or Unified Access Control using the access categories can be re-used.
2.1.2 Cell selection with CAG cells
For cell selection, NAS controls the cell selection by providing lists of forbidden registration areas and a list of CAG IDs, which is similar as a CSG Whitelist, and their associated PLMN ID on which the UE is allowed and provide these lists to AS for the UE to determine whether a CAG cell is suitable for cell selection. And the normal cell selection rules for regular UE, i.e. initial cell selection, stored information cell selection and cell selection after leaving connected mode defined in TS 38.304 apply in the presence of CAG.
Proposal 2: the normal cell selection rules for regular UE, i.e. initial cell selection, stored information cell selection and cell selection after leaving connected mode defined in TS 38.304 apply in the presence of CAG.
2.1.3 Cell re-selection with CAG cells
As mentioned above, there are two types of CAG UEs, one is that the UE owns an allowed CAG lists and can access 5GS via public PLMN cells and allowed CAG cells. And another is that the UE is only allowed to access 5GS via allowed CAG cells. For the type 2 UE that are only allowed to access 5GS via allowed CAG cells, the both idle and connected mobility management can reuse the mobility management of SNPN UEs.
Proposal 3: For the type 2 UE that are only allowed to access 5GS via allowed CAG cells, the both idle and connected mobility management can reuse the mobility management of SNPN UEs.
Then pleased noted that the following discussion focus on the CAG-UE that can access 5GS via public cells and Allowed CAG cells.
For cell reselection, there are three different types of cells for a CAG UE:
· CAG Member cell: A CAG cell which broadcasts a CAG ID that is present in the UE’s CAG Identifiers List.
· Public cell: A cell which does not advertise a CAG ID.
· Non-allowed CAG Cell: A CAG cell which advertises a CAG ID that is not present in the UE’s Identifiers List. A non-allowed CAG cell is considered to be not suitable by the UE.
Cell reselection in the presence of CAG defines an autonomous search function which is intended to find member cells when normal measurement rules are unable to find the member cell. For example, normal measurement rules will not find the member cell when the serving cell is above S inter-search threshold. The autonomous search function is not specified and left to UE implementation. For example, it may rely on geographic triggers (e.g. cell ID of the camped macro cell), periodic searches or some combination of triggers in order to find the Member cell. The autonomous search for Member cells may also include Member cells of other RATs. A UE with an empty CAG Identifiers List shall disable the autonomous search function.
Proposal 4: In addition to normal cell reselection, the CAG UE shall support an autonomous search function to detect at least previously visited allowed CAG cells on non-serving frequencies, including inter-RAT frequencies. The specific autonomous search function will not be specified and left to UE implementation.
Proposal 5: A UE with an empty CAG Identifiers List shall disable the autonomous search function.

2.1.4 Measurement rules for CAG cells
In addition to the measurement rules specified in TS 38.304 for triggering intra-frequency and inter-frequency measurements to a regular public Cell, the UE uses the following measurement rules for triggering measurements to an authorized CAG Cell:
- if PCI reservation is applied, a UE may ignore or not perform measurements of CAG cells identified by the PCI split information if no authorized CAG Cells are expected to be found in the neighbourhood. 
- A CAG-UE camped on a public Cell is expected to use the autonomous search function to detect the presence of suitable intra/inter-frequency authorized CAG Cells, even when the regular measurement rules do not require the UE to perform measurements
- A UE camped on an authorized CAG Cell shall use regular measurement rules for intra-frequency CAG cells
- A UE camped on an authorized CAG Cell may use the autonomous search function for inter-frequency an authorized CAG Cells.
Proposal 6: the UE uses the additional measurement rules for triggering measurements to an authorized CAG Cell:
· If PCI reservation is applied, a UE may ignore or not perform measurements of CAG cells identified by the PCI split information if no authorized CAG Cells are expected to be found in the neighborhood. 
· A CAG-UE camped on a public Cell is expected to use the autonomous search function to detect the presence of suitable intra/inter-frequency authorized CAG Cells, even when the regular measurement rules do not require the UE to perform measurements
· A UE camped on an authorized CAG Cell shall use regular measurement rules for intra-frequency CAG cells
· A UE camped on an authorized CAG Cell may use the autonomous search function for inter-frequency an authorized CAG Cells.

2.1.5 CAG ID/CAG-only indication is within or out of the NAS PDU in msg5  
A question was raised in the last RAN3 #105 meeting, whether gNB need have idea of the selected CAG ID of a given UE for AMF selection form msg5 or just transparently transfer the selected CAG ID of a give UE to CN via NAS, which impact on RAN2 discussion. From our point of view, actually, CAG is different from CSG in LTE and CAG can download relevant information in the RAN. At the same time, in [1], SA2 had agreed that during transition from CM-IDLE to CM-CONNECTED, if the UE is accessing the 5GS via a CAG cell, the UE shall provide the selected CAG Identifier to NG-RAN and the NG-RAN shall provide the CAG Identifier to the AMF, for AMF performing UE verification with the CAG ID. On the other hand, as defined in [1], the network slicing (S-NSSAI) is carried in RRC messages RRCSetupComplete to select AMF/UPF for requesting different service in behind networks. In the PNI-NPN, the S-NSSAI could still be used to differentiate services in networks as its original design purpose while the CAG ID is used only for access control check, which could enable the gNB to reserve the dedicated RAN resource only for CAG UEs. And also indicated in [1], the NG-RAN cells are either CAG cells or normal PLMN cells, which means that no hybrid cell should be supported in this release. And this is also confirmed in the conclusion of RAN3#105. The UE could access either PLMN network or PNI-NPN but could not access them both simultaneously. As similar as the UE reports the PLMN ID in message RRCSetupComplete (msg5) for normal PLMN selection, the UE should provide the selected CAG ID lists associated with its hosted PLMN in message RRCSetupComplete (msg5) to gNB when it access the PNI-NPN. The gNB could forward selected CAG ID lists associated with its hosted PLMN to AMF for further check in PNI-NPN.  Therefore, to in favour of gNB performing appropriate RAN resource allocation and access control on CAG-UE, it is preferred to include the CAG ID lists associated with its hosted PLMN CAG ID is out of the NAS PDU in message RRCSetupComplete, as S-NSSAI, for example, which position is outside selectedPLMN-Identity and inside RegisteredAMF.
Proposal 7:  To in favour of gNB performing appropriate RAN resource allocation and access control on CAG-UE, it is preferred to include the CAG ID lists associated with its hosted PLMN CAG ID is out of the NAS PDU in message RRCSetupComplete, as S-NSSAI. 
Similarly, an optional CAG-only indication to indicate the network whether the UE is only allowed to access 5GS via CAG received from upper layers are also need to notify to the gNB, to assist the cell suitability check during access control for RAN resource.
Proposal 8:  Similarly, it is preferred to include the optional CAG-only indication associated with its hosted PLMN CAG ID is out of the NAS PDU in message RRCSetupComplete.

2.1.6 The privacy concern on CAG ID in msg5
During transition from RRC-IDLE to RRC-CONNECTED mode, the UE needs to send the msg5: RRCSetupComplete message to the network using SRB1 on the DCCH after the RACH procedure. And only after the UE sent “NAS security complete” and “Security Mode complete” to network, the security protection on the UE had completed in NAS layer and AS layer respectively. Hence, in the 5G, a new UE identity, SUCI, is introduced, which is created by encrypting the MSIN component of the subscriber’s SUPI, used during procedures associated with the 5G System when the device has not been assigned a 5G-GUTI. The purpose of sending the SUCI instead of SUPI is to avoid exposing UE’s private ID publicly. For example, if the SUPI is carried on the message, others could easily track or sneaking network subscribers illegally. For the case of CAG ID, from our point of view, the situation is quite similar, although the CAG ID is out of the NAS PDU. Supposing for a critical CAG, if the attacker obtains the information of supported CAG ID of the UE from the msg5 over the air-interface, the attacker could know that UE belong to the critical CAG and track it, or even attack it.
Observation 2: From privacy concern perspective, it seems that exposing supported CAG ID of the UE in the msg5 over the air-interface should be avoided.
In the NR Rel-15, SA3 defines the algorithm of derivation of SUCI from SUPI. In our opinion, a similar algorithm and implementation might be applied at UE and gNB for indicating CAG ID to the AMF on the air-interface. As a result, we think it is necessary to send a LS to SA3 indicating our privacy concern of exposing CAG ID on the air-interface and query about the necessity and feasibility of encryption of the CAG ID.
Proposal 9: we kindly ask RAN2 to send an LS to SA3 indicating our privacy concern of exposing CAG ID on the air-interface and query about the necessity and feasibility of encryption of the CAG ID.
Discussion on SNPN
3.1 Cell selection 
SNPN-enabled UE operating in SNPN access mode only selects and registers with SNPNs over Uu and does not perform normal PLMN selection procedures for regular UE. And in last RAN2 meeting, it agreed that as follows:
	· If HRNN are broadcast then the HRNN should a be broadcasted in a separate SIB (i.e. different from SIB1).
· SNPN selection functions similar to normal PLMN selection: AS reports the found SNPNs (identified by PLMN ID + NID) to NAS which selects the network. In case of manual selection, the human readable network name (if broadcasted) may also be provided from AS to NAS.



This means both automatic network selection and manual network selection are supported. Although that the selection of a specific SNPN is a non-AS procedure which is similar to that of PLMN selection, there are still some impacts on RAN, e.g. it requires that UE reports detected NPN-IDs to UE NAS for UE-NAS selection of an NPN-ID. This will demand the specification modification on procedures for PLMN selection, cell selection and re-selection procedure for SNPN.
Observation 3: the selection of a specific SNPN will introduce some impacts on RAN, e.g., it requires that UE reports detected NPN-IDs to UE NAS for UE-NAS selection of an NPN-ID. This will demand the specification modification on procedures for PLMN selection, cell selection and re-selection procedure for SNPN in 38.304.
As required from SA2, when a UE performs Initial Registration to an SNPN, the UE shall indicate the selected NID and the corresponding PLMN ID to gNB for notification of the selected PLMN ID and NID to the AMF. From RAN2 perspective, a reasonable way is that the UE should reports the selected NID and the corresponding PLMN ID to gNB in message RRCSetupComplete. Similar question as in CAG, whether gNB need have idea of the selected  NID of a given UE for AMF selection form msg5 or just transparently transfer the selected NID of a give UE to CN via NAS, which impact on RAN2 discussion. As illustrated in CAG, to in favour of gNB performing appropriate RAN resource allocation and access control on SNPN-UE, it is preferred to put the NID lists associated with its hosted PLMN out of the NAS PDU in message RRCSetupComplete, as S-NSSAI, for example, which position is outside selectedPLMN-Identity and inside RegisteredAMF.
Proposal 10:  To in favour of gNB performing appropriate RAN resource allocation and access control on SNPN-UE, it is preferred to put the NID lists associated with its hosted PLMN out of the NAS PDU in message RRCSetupComplete, as S-NSSAI. 
3.2 access control
3.2.1 Access Control to SNPN cell for unauthorized UE(s)
1) If a UE performs the registration or service request procedure in an SNPN identified by a PLMN ID and a locally managed NID and there is no subscription for the UE, then the AMF shall reject the UE with an appropriate cause code to temporarily prevent the UE from automatically selecting and registering with the same SNPN.
2) If a UE performs the registration or service request procedure in an SNPN identified by a PLMN ID and a universally managed NID and there is no subscription for the UE, then the AMF shall reject the UE with an appropriate cause code to permanently prevent the UE from automatically selecting and registering with the same SNPN.
In case 1), the NPN-ID broadcasted could be locally managed, which may cause the NPN-ID confusion between SNPNs hosted by different operators. UE operating in SNPN access mode attempts to perform network selection and register in SNPN for which UE has SUPI and credentials. The UE should reports the full NPN-ID or NPN-ID index in message RRCSetupComplete as similar as PLMN ID and also human-readable network name, which is used to distinguish the same local managed NPN-ID, to gNB for selecting suitable AMF.
Proposal 11: The full NPN-ID or NPN-ID index and human-readable network name may need to be reported to gNB for selecting suitable AMF selection during the network selection procedure as similar as PLMN ID.
3.3.2 Access Control to SNPN cell for authorized UE(s)
In order to prevent access to SNPNs for authorized UE(s) in case of network congestion/overload, Unified Access Control information is configured per non-public network (i.e. as part of the subscription information that the UE has for a given non-public network).
In order to relieve the traffic congestion in cell, the unified access control also should apply to SNPN network with the same mechanism as public PLMN network. The separate parameters on UAC for standalone non-public networks may be introduced to uac-BarringInfo in SIB1 to define the UAC barring information.
Proposal 12: The separate parameter on UAC for standalone non-public networks may be introduced to uac-BarringInfo in SIB1 to define the UAC barring information for SNPN.
Conclusion
Observation 1: in order to prevent access to NPNs for authorized UE(s) in case of network congestion/overload, existing mechanisms defined for Control Plane load control, congestion and overload control can be re-used, as well as the access control and barring functionality, or Unified Access Control using the access categories can be re-used.
Observation 2: From privacy concern perspective, exposing supported CAG ID of the UE in the msg5 over the air-interface should be avoided.
Observation 3: the selection of a specific SNPN will introduce some impacts on RAN, e.g., it requires that UE reports detected NPN-IDs to UE NAS for UE-NAS selection of an NPN-ID. This will demand the specification modification on procedures for PLMN selection, cell selection and re-selection procedure for SNPN in 38.304.
Proposal 1: A non-CAG UE and unauthorized CAG UE should be allowed to camp on the cell for Emergency services in case that the CellReservedForOtherUse indicator advertised in the cell is set to ture, which can still be regarded as an acceptable cell. And if RAN sharing is applied, then the CellReservedForOtherUse indicator can be ignored by Rel-16 non-CAG UE and unauthorized CAG UE. Or CellReservedForOtherUse indicator can be defined per-PLMN.
Proposal 2: the normal cell selection rules for regular UE, i.e. initial cell selection, stored information cell selection and cell selection after leaving connected mode defined in TS 38.304 apply in the presence of CAG.
Proposal 3: For the type 2 UE that are only allowed to access 5GS via allowed CAG cells, the both idle and connected mobility management can reuse the mobility management of SNPN UEs.
Proposal 4: In addition to normal cell reselection, the CAG UE shall support an autonomous search function to detect at least previously visited allowed CAG cells on non-serving frequencies, including inter-RAT frequencies. The specific autonomous search function will not be specified and left to UE implementation.
Proposal 5: A UE with an empty CAG Identifiers List shall disable the autonomous search function.
Proposal 6: the UE uses the additional measurement rules for triggering measurements to an authorized CAG Cell:
· If PCI reservation is applied, a UE may ignore or not perform measurements of CAG cells identified by the PCI split information if no authorized CAG Cells are expected to be found in the neighborhood. 
· A CAG-UE camped on a public Cell is expected to use the autonomous search function to detect the presence of suitable intra/inter-frequency authorized CAG Cells, even when the regular measurement rules do not require the UE to perform measurements
· A UE camped on an authorized CAG Cell shall use regular measurement rules for intra-frequency CAG cells
· A UE camped on an authorized CAG Cell may use the autonomous search function for inter-frequency an authorized CAG Cells.
Proposal 7:  To in favour of gNB performing appropriate RAN resource allocation and access control on CAG-UE, it is preferred to include the CAG ID lists associated with its hosted PLMN CAG ID is out of the NAS PDU in message RRCSetupComplete, as S-NSSAI.
Proposal 8:  Similarly, it is preferred to include the optional CAG-only indication associated with its hosted PLMN CAG ID is out of the NAS PDU in message RRCSetupComplete.
Proposal 9: we kindly ask RAN2 to send an LS to SA3 indicating our privacy concern of exposing CAG ID on the air-interface and query about the necessity and feasibility of encryption of the CAG ID.
Proposal 10:  To in favour of gNB performing appropriate RAN resource allocation and access control on SNPN-UE, it is preferred to put the NID lists associated with its hosted PLMN out of the NAS PDU in message RRCSetupComplete, as S-NSSAI. 
Proposal 11: The full NPN-ID or NPN-ID index and human-readable network name may need to be reported to gNB for selecting suitable AMF selection during the network selection procedure as similar as PLMN ID.
Proposal 12: The separate parameter on UAC for standalone non-public networks may be introduced to uac-BarringInfo in SIB1 to define the UAC barring information for SNPN.
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