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Introduction
SA3 in their LS R2-1912060/S3-193175 [1], asked RAN2 feedback on solution#4 and solution #8 for False Base Station Detection:
SA3 kindly requests RAN2 and RAN3 to evaluate whether it is feasible and any impact on RAN and UE to enrich the measurement reports with a list of MIB/SIBs hashes, and inform SA3 if RAN2 or RAN3 finds any issues.
This document examines the RAN2 aspects of the solutions and feedback to provide to SA3.
Discussion
From the SA3 TR 33.809, solution#4 assumes:
The UE measurement reports specified in 3GPP TR 38.331 [2] already contain several information relevant for the detection of false base stations, e.g., identifier and received-signal strength information of the cell. Additionally, 3GPP TS 38.331 provides support for reporting of Cell Group Info (CGI_info) which contains information broadcasted in MIB and SIB1.
This is not entirely correct in the sense that regular measurement reports do not include MIB and SIB1.  These are included only when UE is requested to read neighbouring cell CGI (defined originally for ANR).  Further, it is a disruptive procedure due to the additional gaps needs and not expected to be performed often by UEs.  
Proposal #1: Provide feedback to SA3 that reading MIB and SIB1 by UEs in RRC_CONNECTED is disruptive to regular communication and not provided as part of normal measurement reporting. It has to be explicitly requested using a separate configuration and it should not be done frequently.  
Solution 4 also suggests the following additional reporting as part of MDT:
-	reject_info = information about REJECTs that the UE had received earlier, which helps in detection of DoS attempts, e.g., presence of rogue REJECTs;
-	signal_info = information about signal as below, which helps in detection of DoS attempts, e.g., presence of erratic radio signals:
-	just power: signal is not associated with any normal pilots or reference signals.
-	power with just pilots: signal is associated with normal pilots or reference signals, but those signals do not provide any readable system information.
-	power with pilots and system info: signal is associated with normal pilots or reference signals and those signals provide system information, but the system information is wrong (e.g., inconsistent information, not possible to access the network according to the information). 
These can be considered for logged MDT reporting in IDLE and reported to the network when the UE is RRC_CONNECTED the next time.  However, it is not entirely clear what exactly is required to be logged and the objectives:
1) which rejects is it referring to-  NAS/RRC/which message?
2) RAN1 should be consulted regarding logging of power
3) What exactly constitutes wrong SI?  SA3 mentions that the false base station may copy the SI – so it is also not clear how this helps.
 Proposal #2: Provide feedback to SA3 that in Rel-16,  MIB and SIB1 can be considered as part of logged MDT in IDLE and reported when UE is CONNECTED next time.   However, for the other parameters, RAN2 is not clear on exactly what needs to be logged or the objective.  RAN1 should be consulted on the feasibility of the power measurements.
Solution#8 also mentions:
It is also pssoble that a false base station copies the Cell ID belonging to a real Cell and then operate in very close proximity to it, broadcasting the real Cell ID. In this case the UE will report two mesaurements for the same Cell ID with different values, since the UE is detecting and measuring two transmitters, which will differ in power at least very slightly.
It is not clear which cell ID this is referring to  - physical cell ID or global cell ID.  Whether one UE reports two Cell IDs or different UEs report different cell IDs depends on scenario and may not a reliable indicator.
Proposal #3: Provide feedback to SA3 that UE provides only Physical cell ID in the measurement report.  Whether one UE or different UEs will report the different cell IDs depends on configuration of the false base station and may not be consistent.
Summary and Proposals
This document looked at the SA3 LS R2-1912060/S3-193175 requesting feedback on the fraud base station detection solutions #4 and #8 under discussion.  The following proposals were made:
Proposal #1: Provide feedback to SA3 that reading MIB and SIB1 by UEs in RRC_CONNECTED is disruptive to regular communication and not provided as part of normal measurement reporting. It has to be explicitly requested using a separate configuration and it should not be done frequently.  
Proposal #2: Provide feedback to SA3 that in Rel-16,  MIB and SIB1 can be considered as part of logged MDT in IDLE and reported when UE is CONNECTED next time.   However, for the other parameters, RAN2 is not clear on exactly what needs to be logged or the objective.  RAN1 should be consulted on the feasibility of the power measurements.
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Appendix: Details from SA3 TR 33.809 solutions:
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This solution addresses the first security requirement in the following key issue:
-	Key issue #3: network detection of false base stations (first requirement).
The solution provides a mechanism for enhancing the detection of false base stations by enriching the measurement reports from the UE. The solution is applicable to UEs in RRC_IDLE, RRC_INACTIVE, and RRC_CONNECTED states.
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The UE measurement reports specified in 3GPP TR 38.331 [2] already contain several information relevant for the detection of false base stations, e.g., identifier and received-signal strength information of the cell. Additionally, 3GPP TS 38.331 provides support for reporting of Cell Group Info (CGI_info) which contains information broadcasted in MIB and SIB1. 
In addition to the existing information, the system shall support the following new information about camped and neighboring cells to be included in the measurement report: 
-	mib_info = hash of the MIB, which helps in detection of DoS attempts, e.g., cellBarred=barred; 
-	sib_info = list of {SIB number, hash of the SIB}, which helps in detection of DoS, fraud, and subscription identification attempts, e.g., ims-EmergencySupport=false, tampered SI-SchedulingInfo, and useFullResumeID=true;
NOTE 1:	The sib_info could contain at least SIB1 which the UE currently obtains to generate CGI_info. 
NOTE 2:	The mib_info and sib_info could contain their corresponding recorded time. 
Editor’s Note:	The hash algorithm used by the UE and the network is FFS.
In addition to the information above which can be transmitted by UEs in CONNECTED mode, it is also possible to extend the logged measurements, currently discussed in TS 38.331 for Rel-16, to include the following information that can help in detecting false base stations:
-	reject_info = information about REJECTs that the UE had received earlier, which helps in detection of DoS attempts, e.g., presence of rogue REJECTs;
-	signal_info = information about signal as below, which helps in detection of DoS attempts, e.g., presence of erratic radio signals:
-	just power: signal is not associated with any normal pilots or reference signals.
-	power with just pilots: signal is associated with normal pilots or reference signals, but those signals do not provide any readable system information.
-	power with pilots and system info: signal is associated with normal pilots or reference signals and those signals provide system information, but the system information is wrong (e.g., inconsistent information, not possible to access the network according to the information). 
The UE shall send the above information to the network only after a successfull AS security mode command procedure.
The network shall verify and compare the above information with what is expected, e.g., comparing hashes of MIB/SIBs for reported cells with those of genuine cells using the same hash algorithm used in the UE.  
Editor’s Note: Detailed procedure for network verification of the hashes of MIB/SIBs reported by the UE is FFS.
If comparision fails, e.g., the hashes do not match, the network may consider it as a factor to detect the presence of the false base station.
During handovers, the serving cell may use the above information to decide whether or not to attempt handover of the UE to the reported neighboring cell.  
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Editor's Note:	Impacts on UE power consumption is FFS.
Enriched measurement reports certainly help in enhancing the detection of false base stations. 
NOTE:	It is not in the merit of SA3 alone to define new information to be included in measurement reports. SA3 could give directions to RAN groups about information helpful for false base station detection. Then, RAN groups would design solutions. Hence, RAN groups must be liaised.
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[bookmark: _Toc536799529]This solution addresses Key Issue #3: Network detection of near by false base stations 
When false base stations are present in a PLMN network, most often they will be broadcasting MIB and SIB messages copied from one of the real PLMN base stations. Thus, a UE, unsuspectingly might consider this as a real base station and based on the active or idle state of the UE.
1) If the UE is active, UE will consider the false base station as a potential target for handover, and if mobility conditions are correct, will attempt to do haondover to it.

2) If the UE is Idle, it will do cell reselection and start listening to broadcast messages and Paging.

The solution here particularly focusses on the UEs in active state. The active UEs which does handover from real base station to false base station will fail, and the UE will select a new target cell. Because the UE subsequently gets connected to a new target, even if the handover once failed, so far, the information gathered from this procedure is usually ignored.
6.8.2	Solution details
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If the UE is in active mode, during the handover preparation phase it is possible that the UE measured and selected a false base station as a handover target. When UE measurement reports are received by the source base station, when handover thresholds are crossed, the source base station tries to establish X2/Xn links to the reported target Cell IDs. Looking at the configuration data of neighbour Cell IDs in the source base station, the source base station finds IP address of the target cells and tries to establish X2/Xn links for handover. But this X2/Xn link set up will fail, if the target Cell ID reported by the UE happens to be a false base station.

Here a serving base station can conlude that, if the Cell ID reported by the UE in its measurement report as one of the strong neigbhor cells, but if such a neighbour cell is absent in its configuration data base, or if the serving base station fails to establish X2/Xn links with the reported neighbour, the target cell is not part of the PLMN network. The serving base station can make the determination that the reported Cell ID doesn’t belong to its PLMN network.
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It is also pssoble that a false base station copies the Cell ID belonging to a real Cell and then operate in very close proximity to it, broadcasting the real Cell ID. In this case the UE will report two mesaurements for the same Cell ID with different values, since the UE is detecting and measuring two transmitters, which will differ in power at least very slightly.
The serving base station can detect the operation of a duplicate false base station from the duplicate Cell IDs from the measurement report of multiple UEs. But it is difficult for a serving base station to detect which Cell ID, as measured by the UE in the measurement report belongs to a genuine base station of the PLMN and which one is false.
Editor’s Note: It is FFS how a serving base station resolves duplicate Cell IDs as genuine vs false.
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