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1. Overall Description:

RAN2 thanks GSMA CVD for the LS S3-192266/ Doc CVD-2019-0024 on Impersonation Attacks in 4G Networks. 
RAN2 5G NR protocol specifications support Integrity Protection of the user plane data from Rel-15.   It is configurable per radio bearer.  It is mandatory for UE to support Integrity Protection for DRBs up to 64Kb/s and optional up to full data rate supported by the UE. RAN2 will consider any further updates to NR specifications for Integrity Protection of the user plane data based on feedback from SA3. 

LTE specifications do not support Integrity Protection for the user plane data for UEs. RAN2 will consider LTE specification updates to introduce Integrity Protection of user plane data based on feedback from SA3. 
2. Actions:

To GSMA CVD group, SA3
ACTION: 
Please take the above information to account.
3. Date of Next TSG-RAN2 Meetings:
RAN2#107-Bis  
14-18 October 2019   

Chongqing, CN 

RAN2#108 

18-22 November 2019 

Reno, Nevada, US 

