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1. Introduction
Regarding the protection of PC5-RRC signalling and PC5-S Signalling, SA3 has sent a LS reply to RAN2 ask for more information. To be more specific, as said in S3-191622 [1]: 
As it can be seen in the answers for Q1, Q3, and Q4, SA3 thinks that more details are required on PC5-RRC messages and related procedures, for which RAN2 is kindly asked to provide to SA3 as soon as it is available. 
In this paper, we discuss how RAN2 could answer the requests from SA3 and some other issues which may related to the NR V2X security discussion.
2. Discussion
2.1	Response to the SA3 LS 
The SA3 LS (S3-191622 [1]) has provided answers regarding the PC5-RRC message:
1.  Security protection of PC5-RRC message
SA3 considers that in principle, ciphering and integrity protection should be applied to RRC messages, but it depends on information conveyed in PC5-RRC messages. To decide when and how ciphering and integrity protection should be applied to PC5-RRC messages for NR V2X unicast Sidelink Communication, SA3 would like to request additional information from RAN2 as soon as it is available on the specific information to be exchanged in the PC5 RRC messages.
So far, RAN2 has not finalized the details of the PC5-RRC message design but has already agreed two PC5-RRC procedures (capability transfer & AS configuration), and what information are likely to be contained. Further details on specific information are expected to be discussed in RAN2#107. Regardless of whether the signalling details can be fully agreed in RAN2#107, all the high-level agreements will be very helpful for SA3 to understand the PC5-RRC functions and related procedures.
Proposal 1:	RAN2 shares all the agreements on PC5-RRC procedures of “capability transfer” and “AS-layer configuration” with SA3 WG.
2. Protocol stack for NR V2X unicast
To consider this question, SA3 would like to request RAN2 to provide more information on protocol stacks for unicast mode communication over NR PC5 interface, including PDCP, RRC, and other upper layers assumed by RAN2
The agreed running CR R2-1908299 [2] contains the control protocol stack for the RRC layer, as shown below.


Figure 1	PC5 control plane (PC5-C) protocol stack.
RAN2 WG can include the above protocol stack to SA3.
Proposal 2:	 Enclose the above NR V2X protocol stack in the LS reply to SA3.
3. Whether PC5-S Security also protects AS-layer?
SA3 would like to request RAN2 to provide more information on link establishment procedures of AS link layers and any related working assumptions. For any working assumptions, RAN2 is kindly requested to keep SA3 up to date
RAN2 has not made any progress on the AS layer connection establishment procedure, especially on PC5-RRC's interaction and coordination with PC5-S procedure for direct link establishment in the V2X layer defined by SA2.
In order for SA3 to answer the following: 
To decide when and how ciphering and integrity protection should be applied to PC5-RRC messages
RAN2 needs to provide SA3 the entire link setup procedure, including the sequences between the different PC5-RRC and PC5-S messages. Therefore, RAN2 has to review and identify more detailed design options in this aspect for SA3 to evaluate the security design impact.
Observation 1:	RAN2 needs to identify the interaction between PC5-S and PC5-RRC protocols and provide that to SA3.
It has been agreed in RAN2#105 about the following:
1: PC5-RRC is used to exchange UE capability and AS-layer configuration at least.
2: PC5-RRC based UE capability transfer procedure is triggered during or after PC5-S signalling for direct link setup. Further details can be discussed in WI stage.
5: PC5-RRC based AS-layer configuration procedure is triggered during or after PC5-S signalling for direct link setup. Further details can be discussed in WI stage.
It has also been agreed that as working assumption in RAN2#105bis that 
2:	Set the following 2a, 2b and 2c as RAN2 working assumption:
2a:	Do not encapsulate PC5-S message related to link setup into PC5-RRC message for AS-layer configuration.
2b:	PC5-RRC message for AS-layer configuration is not to be sent unprotected, so is not to be sent together with PC5-S messages like Direct Communication Request.
2c:	Do not encapsulate PC5-S message related to link setup into PC5-RRC message for capability information.

It should be noted that SA2 defined multiple PC5-S procedures in TS 23.287 [4] clause 6.3.3. Here, the discussion concerns only the initial Layer-2 link establishment procedure (as defined in clause 6.3.3.1). The other link level procedures should be carried out after the link establishment, and the security protection should be separate from that of the initial procedure. 
Observation 2:	PC5-S initial layer-2 link establishment procedure has different security protection than other PC5-S procedures.
Based on the existing RAN2 agreements and working assumption, there are basically three possible design choices about how PC5-S initial link establishment signaling and PC5-RRC interact. 
  
Option A: PC5-S completes the initial layer-2 link establishment signaling, before PC5-RRC starts RRC connection setup.
In this option, as shown below, the initial PC5-S Layer-2 link establishment procedure needs to go over a default SRB (signaling radio bearer) unprotected. Security association will be established by procedures to be defined by SA3. Security will be turned on within the PC5-S signaling, and afterwards the signaling between the two UEs will be protected.
PC5-RRC signalling is then invoked to setup lower layer connections and configuring radio bearers to be used for the transport of data traffic. Obviously, since the security has already been established with PC5-S, all the PC5-RRC signaling can be protected with the security association. Also obviously, the PC5-RRC needs to be carried over a different SRB than the default SRB the initial PC5-S signaling uses.



[bookmark: _Hlk16524760]Figure 2	Option A: PC5-S finishes before PC5-RRC is initiated

Option B: PC5-S procedure initiates the Layer-2 link establishment, but PC5-RRC signaling is triggered to establish the before the PC5-S concludes the Layer-2 link procedure. The reason for this mixed PC5-S and PC5-RRC signaling is to avoid concluding PC5-S link establishment successfully and later finding out at RRC layer that the radio bearers could not be supported.
In this option, as shown in Figure 3 below, the PC5-RRC procedure(s) are triggered during the PC5-S layer-2 link establishment procedure, but after the security association is established. This allows the AS layer to configure bearers which can enable the newly established security context, so that the last part of PC5-S signalling link set-up protocol can be protected.


Figure 3	Option B: PC5-RRC starts before PC5-S finishes

Option C PC5-RRC procedure(s) are triggered during the PC5-S Layer-2 link establishment procedure and happen before the security procedures are started.
In this option, as shown in Figure 4 below, the AS layer verifies the feasibility of radio bearer establishment (e.g., matching SL unicast capability) before starting the security algorithms and procedures and deriving keys. This is because the security procedure over sidelink (e.g., IEEE1609.2) requires significant computation and signalling overhead. If the AS layer setup is determined infeasible, then the overhead can be avoided.


 Figure 4	Option C: PC5-RRC starts before security is established
Obviously, in this option, the PC5-RRC signaling could not be protected. It is however possible to consider if PC5-RRC signaling could be split into two parts, and the more security-sensitive part, e.g. radio bearer configurations, to be carried out after the PC5-S based security association establishment.   
It is better for RAN2 to discuss the options and down-select one option, then propose to SA3 to finalize the security designs. If RAN2 is unable to decide, it is also reasonable to enclose these identified options to solicit feedback from SA3.
Proposal 3:	RAN2 discuss the above design options regarding PC5-S and PC5-RRC interactions in layer-2 link and security establishment process, and respond to SA3 based on the outcome of discussion. 
4. Sending PC5-RRC signalling unprotected
SA3 considers that it depends on the information included in the UE Capability and AS configuration whether or not PC5-RRC messages carrying UE Capability and/or AS configuration can be sent without protection. SA3 would like to request additional information from RAN2 as soon as it is available on the specific information to be included in UE Capability and AS configuration messages.
Based on the above discussion, this question would be addressed with the information provided with proposal 1, 2, and 3.  
Proposal 4:	 RAN2 Draft an LS reply to SA 3 based on Proposal 1, 2 and 3.
2.2	Other security related design issues
In LTE ProSe, there are multiple sidelink logical channels specified for transporting PC5 Signaling protocol messages, as in 3GPP TS 33.303 [3], depending on different security requirements 
The bearer with LCID = 28 shall be used to carry signalling messages that are not protected.
The bearer with LCID = 29 shall be used for Direct Security Mode Command and Direct Security Mode Complete.
The bearer with LCID = 30 shall be used for other signalling messages that are confidentiality and integrity protected
Similarly, for NR V2X, there should be also some clear LCID assignments for the PC5-S and PC5-RRC messages. Since RAN2 has a working assumption that PC5-S signalling for initial Layer-2 link establishment will not be encapsulated in PC5-RRC messages, the PC5-RRC and PC5-S will not share the same radio bearers. Therefore, separate radio bearers or logical channels need to be defined for PC5-S initial signaling and PC5-RRC.
Proposal 5:	RAN2 confirms the working assumption that PC5-S messages are not encapsulated in RRC container but are sent in separate logical channels. 
The first message of PC5-S for direct link setup, i.e., DIRECT_COMM_REQUEST, has to be sent unprotected in NR SL broadcast mode (if the initiating UE doesn't know the destination L2 ID of the target UE). This has to be on a default SL SRB. It is obvious that RAN2 need to define the configuration of SL SRB0 to support such messages. 
Proposal 6:	A dedicated LCID (for broadcast or groupcast mode) in PC5 is reserved for the unprotected initial PC5-S singling messages sent in SL SRB0.
As illustrated in Figure 2 to 4, there is PC5-S signaling sent after the security association signaling (to be defined by SA3). For these PC5-S messages, they may be also security protected. Therefore, a separate logical channel should be used for these messages. 
In addition, there are other PC5-S procedures defined in TS 23.287 [4] for link maintenance, e.g. link identifier update, link release, and link modifications. These PC5-S signaling messages should also be protected with security and therefore can share the same logical channel that provides security protection.    
It should be noted that except the first PC5-S message, unicast L2 ID would be used in other PC5-S signalling messages. Therefore, they could will be transmitted with SL unicast mode [4] with HARQ feedback support. 
Proposal 7:	A separate dedicated LCID (for unicast mode) is reserved for PC5-S singling messages that are protected.
Whether this channel can also support unicast PC5-S signalling messages without protection is up to SA3 to decide.
Proposal 8:	FFS whether there needs a dedicated LCID (per unicast destination) for PC5-S signaling messages that are transported unprotected, pending SA3 decision.
Regarding the exact LCIDs to be used for PC5-RRC, it is not clear whether there are any PC5-RRC signalling sent unprotected. This depends on which design option, A, B or C, is chosen. However, RAN2 has already agreed that:
PC5-RRC message for AS-layer configuration is not to be sent unprotected, so is not to be sent together with PC5-S messages like Direct Communication Request 
Thus, at least one LCID reserved for protected of AS configuration messages in PC5-RRC protocol is required. 
Proposal 9:	A dedicated LCID shall be reserved for PC5-RRC signalling messages that are protected (FFS whether it is integrity protected only).
The remaining assignments for LCID for PC5-RRC signalling can be determined after SA3 design is finalized.
4. Conclusion
In this contribution, we discuss the security aspects of NR V2X. The following is proposed: 
Proposal 1:	RAN2 shares all the agreements on PC5-RRC procedures of “capability transfer” and “AS-layer configuration” with SA3 WG.
Proposal 2:	 Enclose the NR V2X protocol stack in figure 1 in the LS reply to SA3.
Proposal 3:	RAN2 discuss the above design options regarding PC5-S and PC5-RRC interactions in layer-2 link and security establishment process, and respond to SA3 based on the outcome of discussion. 
Proposal 4:	 RAN2 Draft an LS reply to SA 3 based on Proposal 1, 2 and 3.
Proposal 5:	RAN2 confirms the working assumption that PC5-S messages are not encapsulated in RRC container but are sent in separate logical channels. 
Proposal 6:	A dedicated LCID (for broadcast or groupcast mode) in PC5 is reserved for the unprotected initial PC5-S singling messages sent in SL SRB0.
Proposal 7:	A separate dedicated LCID (for unicast mode) is reserved for PC5-S singling messages that are protected.
Proposal 8:	FFS whether there needs a dedicated LCID (per unicast destination) for PC5-S singling messages that are transported unprotected, pending SA3 decision.
Proposal 9:	A dedicated LCID shall be reserved for PC5-RRC signalling messages that are protected (FFS whether it is integrity protected only).

5. References
[1] S3-191622 
[2] R2-1908299
[3] 3GPP TS 33.303
[4] 3GPP TS 23.287 v1.1.0
image1.emf
UE B

PHY

UEA

PHY

MAC

RLC

MAC

PDCP PDCP

RLC

RRC RRC


oleObject1.bin
UE B


PHY


UE A


PHY


MAC


RLC


MAC


PDCP


PDCP


RLC


RRC


RRC



image2.emf
PC5-RRC: AS-layer Configuration

PC5-RRC: Capability Information

PC5-RRC-RRC connection Setup (FFS by RAN2)

PC5-S: Direct Auth and Key Establishment (FFS SA3)

UE-1

PC5-S PC5-RRC PC5-RRC

UE-2

PC5-S

PC5-S: DIRECT_COMM_REQUEST

PC5-S: DIRECT_SECURITY_MODE_COMMAND

PC5-S: DIRECT_SECURITY_MODE_COMPLETE

PC5-S: DIRECT_COMM_ACCEPT


oleObject2.bin
PC5-RRC: Capability Information


PC5-RRC: AS-layer Configuration


PC5-RRC-RRC connection Setup (FFS by RAN2)


PC5-S: Direct Auth and Key Establishment (FFS SA3)


UE-1


PC5-S


PC5-RRC


UE-2


PC5-S


PC5-RRC


PC5-S: DIRECT_COMM_REQUEST


PC5-S: DIRECT_SECURITY_MODE_COMMAND


PC5-S: DIRECT_SECURITY_MODE_COMPLETE


PC5-S: DIRECT_COMM_ACCEPT



image3.emf
PC5-RRC: AS-layer Configuration

PC5-RRC: Capability Information

PC5-RRC-RRC connection Setup (FFS by RAN2)

PC5-S: Direct Auth and Key Establishment (FFS SA3)

UE-1

PC5-S PC5-RRC PC5-RRC

UE-2

PC5-S

PC5-S: DIRECT_COMM_REQUEST

PC5-S: DIRECT_SECURITY_MODE_COMMAND

PC5-S: DIRECT_SECURITY_MODE_COMPLETE

PC5-S: DIRECT_COMM_ACCEPT


oleObject3.bin
PC5-RRC: AS-layer Configuration


PC5-RRC: Capability Information


PC5-RRC-RRC connection Setup (FFS by RAN2)


PC5-S: Direct Auth and Key Establishment (FFS SA3)


UE-1


PC5-S


PC5-RRC


PC5-RRC


UE-2


PC5-S


PC5-S: DIRECT_COMM_REQUEST


PC5-S: DIRECT_SECURITY_MODE_COMMAND


PC5-S: DIRECT_SECURITY_MODE_COMPLETE


PC5-S: DIRECT_COMM_ACCEPT



image4.emf
PC5-RRC: AS-layer Configuration

PC5-RRC: Capability Information

PC5-RRC-RRC connection Setup (FFS by RAN2)

PC5-S: Direct Auth and Key Establishment (FFS SA3)

UE-1

PC5-S PC5-RRC PC5-RRC

UE-2

PC5-S

PC5-S: DIRECT_COMM_REQUEST

PC5-S: DIRECT_SECURITY_MODE_COMMAND

PC5-S: DIRECT_SECURITY_MODE_COMPLETE

PC5-S: DIRECT_COMM_ACCEPT


oleObject4.bin
PC5-RRC: AS-layer Configuration


PC5-RRC: Capability Information


PC5-RRC-RRC connection Setup (FFS by RAN2)


PC5-S: Direct Auth and Key Establishment (FFS SA3)


UE-1


PC5-S


PC5-RRC


PC5-RRC


UE-2


PC5-S


PC5-S: DIRECT_COMM_REQUEST


PC5-S: DIRECT_SECURITY_MODE_COMMAND


PC5-S: DIRECT_SECURITY_MODE_COMPLETE


PC5-S: DIRECT_COMM_ACCEPT



