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1. Introduction
In LTE R15, UDC mechanism has been introduced to cope with the uplink capacity improvement and uplink coverage vulnerability [1]. UDC can not only achieve high compression gain and increase uplink capacity, but also reduce latency. Considering the merits, it is recommended that UDC can be introduced into NR.
In LTE, only ciphering function can be configured for a DRB. Besides, for a DRB configured with UDC, the UDC header belongs to the data part of the PDCP PDU instead of PDCP header. Both UDC header and UDC data block should be ciphered if ciphering is configured for the DRB. However, in NR, the security protection is slightly different from LTE, e.g., integrity protection can also be configured for a DRB. In addition, SDAP header may be included in PDCP SDU, but should not be ciphered in NR. In this contribution, we will discuss about integrity protection and ciphering in support NR UDC.
2. Discussion
As shown in the following Fig.1 excerpted from [2], in LTE, for a DRB configured with UDC, the UE shall apply UDC compression function to process the received PDCP SDU from upper layers, before performing security protection function. As for the security protection function, only ciphering function can be optionally configured for a DRB. Integrity protection is mandatory for a SRB, and is optional for a DRB. 
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Fig.1 PDCP layer, functional view
A UDC packet associated with the PDCP SDU will be generated by the UDC protocol, which consists of UDC header (1 byte) as well as UDC data block. The UDC header contains the information about whether the current PDCP SDU is compressed, and checksum bits of the compression buffer. The checksum bits are used to check probable miss-match between compression and de-compression buffers.
In LTE, if ciphering function is configured for a DRB, the data unit that is ciphered is the data part of the PDCP PDU, except PDCP header and PDCP control PDUs. In RAN2 #100 meeting, it was agreed that “PDCP header doesn’t include the UDC header”. And in RAN2 #105 meeting [3], it was further clarified that “Both UDC header and UDC data block are PDCP SDU and should be ciphered”. In NR, we think at least the same security level as that of LTE should be guaranteed, so we propose to follow LTE agreement on ciphering part.
Proposal 1: In NR, both UDC header and UDC data block are PDCP SDU and should be ciphered if configured.

In LTE, integrity protection is a c-plane only function, and whether integrity protection should be applicable to UDC header has not been discussed. However, in NR, integrity protection can also be configured for a DRB. The data unit that is integrity protected is the PDU header and the data part of the PDU before ciphering. We think such principle should also be followed for DRBs configured with UDC, and UDC header that belongs to data part of the PDU should also be integrity protected. It is safe and has minimal impacts to the current NR design. Otherwise, more complexities will be incurred for integrity protection, since some bits should be taken out and not perform integrity protection, which is weird and has no benefits.
Proposal 2: In NR, both UDC header and UDC data block should be applied with integrity protection if configured.

In LTE, if UDC is configured, the UE shall apply UDC function to process the received PDCP SDU from upper layers corresponding to the configured DRB. In NR, a new protocol layer is introduced for DRB, i.e., SDAP. For DRB configured with SDAP header, the PDCP SDU will contain SDAP header. It should be noted that in NR, the data unit that is ciphered is the MAC-I and the data part of the PDCP Data PDU except the SDAP header and the SDAP control PDU. If the whole received PDCP SDU including SDAP header is processed by UDC function, then it is impossible for the ciphering function to figure out the SDAP header. Thus, the principle that SDAP header is not ciphered cannot be abided by anymore.
Based on the above analysis, we think the UDC function is not applicable to SDAP header if included in the PDCP SDU. Since ciphering is applicable only to UDC header, UDC data block and MAC-I, these three parts are better to be placed together in PDCP data PDU. UDC header and UDC data block are generated based on the PDCP SDU except SDAP header, thus it is reasonable to replace PDCP SDU except SDAP header with UDC header plus UDC data block, i.e., after SDAP header. An elegant format of PDCP data PDU configured with UDC should be “PH+SH+UH+UDC data+MAC-I”, as depicted in the following Fig.2. Fig.2 also illustrates the header processing and security protection about PDCP SDU in NR.
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Fig.2 header processing in NR PDCP
Proposal 3: In NR UDC is configured, the format of PDCP data PDU should be “PDCP header + SDAP header + UDC header + UDC data block + MAC-I”.
3. Conclusion
In this paper, we discuss integrity protection and ciphering aspects for NR UDC, and it is proposed:
Proposal 1: In NR, both UDC header and UDC data block are PDCP SDU and should be ciphered if configured.

Proposal 2: In NR, both UDC header and UDC data block should be applied with integrity protection if configured.

Proposal 3: In NR UDC is configured, the format of PDCP data PDU should be “PDCP header + SDAP header + UDC header + UDC data block + MAC-I”.
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