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	Reason for change:
	In section 5.3.1.2, it is stated :” When not configured with any kind of MR-DC, the ciphering and integrity protection algorithm is common for all radio bearers (i.e. SRB1, SRB2 and DRBs).”. However, “with any kind of MR-DC” does not cover the case of SN terminated bearer.

For this reason, the terminology should be aligned to what we have in the rest of the section, i.e., “UE not provided with an sk-counter”. This should also be reflect in the sk-counter text description in the ASN.1 as the UE can be configured with an sk-counter for SN-terminated bearer ma no DC is activated.

	
	

	Summary of change:
	
- 5.3.1.2 AS Security
Terminology has been aligned to what we have in the section. The sentence “When not configured with any kind of MR-DC” has been changed with “When the UE is not provided with an sk-counter”.

- 6.3.2 Radio resource control
In SK-Counter, the case of SN terminated bearer(s) is added in the descriptive text of the IE.This is because the UE can be provided with an sk-counter without being in DC.

Impact analysis
[bookmark: _GoBack]Impacted 5G architecture options: SA, (NG)EN-DC, NE-DC, NR-DC

Impacted functionality: AS security


Inter-operability: If the network implements the CR and the UE does not, the UE will expect to be configured with an sk-counter even if there is no SN-terminated DRB configured and this will lead to reconfiguration error if sk-counter is not included. If the UE implements the CR and the network does not, the UE will be provided with an sk-counter even if there is no SN-terminated DRB configured and this will lead to reconfiguration error.



	
	

	Consequences if not approved:
	AS security procedural text will be not clear as the MN may need to provide the UE with an sk-counter even if there is no SN-terminated bearer and this may lead to reconfiguration error if this is not present.
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[bookmark: _Toc12717972]
START OF CHANGES
5.3.1.2	AS Security
AS security comprises of the integrity protection and ciphering of RRC signalling (SRBs) and user data (DRBs).
RRC handles the configuration of the AS security parameters which are part of the AS configuration: the integrity protection algorithm, the ciphering algorithm, if integrity protection and/or ciphering is enabled for a DRB and two parameters, namely the keySetChangeIndicator and the nextHopChainingCount, which are used by the UE to determine the AS security keys upon reconfiguration with sync (with key change), connection re-establishment and/or connection resume.
The integrity protection and ciphering algorithm is common for signalling radio bearers SRB1 and SRB2. When not configured with any kind of MR-DCthe UE is not provided with an sk-counter, the ciphering and integrity protection algorithm is common for all radio bearers (i.e. SRB1, SRB2 and DRBs). All DRBs related to the same PDU session have the same AS security configuration. For MR-DC, integrity protection is not enabled for DRBs terminated in eNB. Neither integrity protection nor ciphering applies for SRB0.
[bookmark: _Hlk536079376]RRC integrity protection and ciphering are always activated together, i.e. in one message/procedure. RRC integrity protection and ciphering for SRBs are never de-activated. However, it is possible to switch to a 'NULL' ciphering algorithm (nea0).
The 'NULL' integrity protection algorithm (nia0) is used only for SRBs and for the UE in limited service mode, see TS 33.501 [11] and when used for SRBs, integrity protection is disabled for DRBs. In case the ′NULL' integrity protection algorithm is used, 'NULL' ciphering algorithm is also used.
NOTE 1:	Lower layers discard RRC messages for which the integrity protection check has failed and indicate the integrity protection verification check failure to RRC.
The AS applies four different security keys: one for the integrity protection of RRC signalling (KRRCint), one for the ciphering of RRC signalling (KRRCenc), one for integrity protection of user data (KUPint) and one for the ciphering of user data (KUPenc). All four AS keys are derived from the KgNB key. The KgNB key is based on the KAMF key (as specified in TS 33.501 [11]), which is handled by upper layers.
The integrity protection and ciphering algorithms can only be changed with reconfiguration with sync. The AS keys (KgNB, KRRCint, KRRCenc, KUPint and KUPenc) change upon reconfiguration with sync (if masterKeyUpdate is included), and upon connection re-establishment and connection resume.
For each radio bearer an independent counter (COUNT, as specified in TS 38.323 [5]) is maintained for each direction. For each radio bearer, the COUNT is used as input for ciphering and integrity protection. It is not allowed to use the same COUNT value more than once for a given security key. In order to limit the signalling overhead, individual messages/ packets include a short sequence number (PDCP SN, as specified in TS 38.323 [5]). In addition, an overflow counter mechanism is used: the hyper frame number (TX_HFN and RX_HFN, as specified in TS 38.323 [5]). The HFN needs to be synchronized between the UE and the network. The network is responsible for avoiding reuse of the COUNT with the same RB identity and with the same key, e.g. due to the transfer of large volumes of data, release and establishment of new RBs, and multiple termination point changes for RLC-UM bearers. In order to avoid such re-use, the network may e.g. use different RB identities for RB establishments, change the AS security key, or an RRC_CONNECTED to RRC_IDLE/RRC_INACTIVE and then to RRC_CONNECTED transition.
For each SRB, the value provided by RRC to lower layers to derive the 5-bit BEARER parameter used as input for ciphering and for integrity protection is the value of the corresponding srb-Identity with the MSBs padded with zeroes.
[bookmark: _Hlk535953740]For a UE provided with an sk-counter, keyToUse indicates whether the UE uses the master key (KgNB) or the secondary key (S-KeNB or S-KgNB) for a particular DRB. The secondary key is derived from the master key and sk-Counter, as defined in 33.501[86]. Whenever there is a need to refresh the secondary key, e.g. upon change of MN with KgNB change or to avoid COUNT wrap around, the security key update is used (see 5.3.5.7). When the UE is in NR-DC, the network may provide a UE configured with an SCG with an sk-Counter even when no DRB is setup using the secondary key (S-KgNB) in order to allow the configuration of SRB3. The network can also provide the UE with an sk-Counter, even if no SCG is configured, when using SN terminated MCG bearers.
END OF CHANGES

492




3GPP

START OF CHANGES
[bookmark: _Toc12718222]6.3.2	Radio resource control information elements
[bookmark: _Toc12718402]–	SK-Counter
The IE SK-Counter is a counter used upon initial configuration of SN security for NR-DC, and NE-DC, and SN terminated bearer(s), as well as upon refresh of S-KgNB or S-KeNB based on the current or newly derived KgNB during RRC Resume or RRC Reconfiguration, as defined in TS 33.501 [11].
-- ASN1START
-- TAG-SKCOUNTER-START

SK-Counter ::=  INTEGER (0..65535)

-- TAG-SKCOUNTER-STOP
-- ASN1STOP

END OF CHANGES

