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Discussion and decision
1 Introduction

In RAN2#106 meeting, following agreements were made.

Agreements
DL data scheduled, i.e. DL grant, in paging message is excluded (Opt C).

DL data scheduled in paging occasion is excluded (Opt D).

DL data transmitted in Msg4 option B is excluded (Msg4-B).

For Msg2-based solution (if agreed):

No need to cipher the dedicated RACH resource provided in the paging message.

RAN2 intends to introduce a mechanism to acknowledge that Msg2 was received by the intended UE.

At least one dedicated RACH resource is provided in the paging message for MT-EDT. FFS what other parameters, e.g., CE level, subcarrier index, are needed to be provided.

FFS: whether RNTI is provided in the paging message.

For Msg4-based solution (if agreed):

Working assumption: UE should be able to indicate in Msg3 if it intends to send data in the UL.

RAN2 has not decided yet whether to adopt Msg2-based or Msg4-based solution. In this contribution, we discuss the MT EDT for a control plane data.
2 Discussion
2.1 MT EDT for CP solution

It is already agreed that “MT EDT” indication is provided in paging message if MME/eNB decides to initiate MT EDT to send a DL data. When a control plane data arrives in SCEF or S-GW, this data can be made available to MME for possible transmission. At this point, MME can decide whether this data can be transmitted using MT EDT based on DL data size and/or release assistance indication (e.g., RAI). 
When UE is using UP CIoT EPS optimization, the Msg2-based solution is not efficient as saving one UL transmission causes huge UE and network impact such as hassle to retrieve UE context from different eNB as UE is identified only by preamble and in case preamble is sent by wrong UE, there is even wastage of a lot of network resource and time in retrieving UE context and establishing bearer with S-GW as described clearly in [1]. As network wouldn’t know if the preamble is sent by fake UE, eNB and S-GW may have to support multiple MT EDT sessions for the same UE, but in fact those sessions could be for real and fake UEs or only fake UEs. Therefore, Msg4-based solution can be used when UE is using UP CIoT EPS optimization as UE can use legacy PRACH resource and UL grant in Msg2.

However, when UE is using CP CIoT EPS optimization, Msg4-based solution may require larger UL grant to transmit NAS PDU in Msg3. If MO CP-EDT procedure is re-used, padding due to large EDT UL grant to transmit NAS PDU in Msg3 causes more power consumption in Msg4-based solution. To reduce padding, additional dedicated PRACH resource for MT EDT may need to be configured but it is not preferred due to limited resources for PRACH in each CE level. 
Observation 1. To transmit a single MT control plane data, Msg4-based solution requires larger UL grant in Msg3 to transmit service request. Using EDT UL grant results in more power consumption due to padding. Further partitioning of PRACH resource for MT EDT is not preferred.
In addition, if there is a single control plane data at MME for transmission, the signalling between MME and S-GW can also be optimized in Msg2-based solution. Therefore, to transmit a control plane data, Msg2-based solution can be used provided that impact to legacy paging (i.e., paging overhead) is minimized. A complete diagram to use MT EDT for control plane data is shown in Figure 1.
Proposal 1. Msg2-based solution is used to transmit control plane MT EDT data.

2.2 Msg2-based solution
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Figure 1 MT EDT for DL control plane data
0. MME receives DL control plane data arrival indication and its size information from the S-GW or SCEF. In this stage, MME can decide whether to initiate MT EDT (i.e., include MT EDT indication and CP data information in S1AP paging) based on DL size information, further DL data expected or UL ACK to the DL data is required and UE’s subscription information.
1. MME decides to initiate MT EDT and adds MT EDT indication and CP data size in the S1AP paging message.

a. eNB then decides whether to use MT EDT for the control plane data based on the number of repetitions required and size of DL data. If it decides to use MT EDT, then it determines the contention free PRACH resource index and preamble index and offset value to the EDT-RNTI for UE to determine which EDT-RNTI to use to receive Msg2.
b. eNB may only include MT EDT indication in the paging message to tell UE to start Rel-15 MO CP-EDT. This could happen in some cells where contention free resource or the RNTI resource is not available at the time of paging.

2. eNB sends the paging message including CF PRACH resource and EDT-RNTI offset to UE. 

3. The UE uses CF PRACH indicated by paging to respond the paging message. If there is no PRACH resource (only MT EDT indication), UE may send EDT preamble and follow CP-EDT procedure.
a. eNB identifies the UE from the CF preamble.

4. The eNB initiates the S1-AP initial message to request to send the DL CP data (NAS PDU).
5. The MME sends the DL CP data (NAS PDU) to eNB.
6. UE monitors the EDT-RNTI derived from the offset indicated in paging message to receive the RRC message containing the NAS PDU (DL CP data) in Msg2. UE also requires Random Access Response (RAR) like message containing timing advance (TA) and UL grant for UL acknowledgment transmission. The response message can be received in the same Msg2 or separately.
7. The UE transmits the RRC message containing NAS PDU for NAS ACK or UL ACK to the received CP DL data in the UL grant provided in RAR. To process and generate UL ACK and make RRC message containing NAS PDU available for transmission, sufficient gap between the Msg2 and Msg3 is required.
a. After successfully transmitting the UL NAS PDU, MT EDT is complete and UE remains in IDLE mode.

b. eNB forwards the NAS PDU to MME and MT EDT procedure ends.

As described above, when CP data arrives at SCEF or S-GW, the CP data can be forwarded to MME. If this is the only CP data, then MT EDT can be used for control plane solution i.e., without establishing any bearer. To take appropriate action by RAN, MME includes CP DL data size information in the S1AP paging message.

Observation 2. To initiate MT EDT for control plane data, MME includes the CP data size information in S1AP paging message. RAN2 can wait LS reply from SA2 and RAN3 for the details.
Reducing paging overhead

After receiving the CP DL data information in paging message, eNB knows MT CP-EDT has to be started. In this case, the CP DL data can be sent in Msg2 as the CP data can be protected by NAS security. For this purpose, eNB has to provide contention free PRACH resource, the preamble repetition number and RNTI to monitor to receive the Msg2. This could add 28 (12 + 16) bits of overhead in the broadcast legacy paging. The overhead in the paging message should be reduced to minimize impact to paging capacity and power consumption to other UEs as a number significant of UEs may be receiving the same broadcast paging message corresponding to the given PO.
Observation 3. The overhead in the paging message should be reduced to minimize impact to paging capacity and power consumption to other UEs as a number significant of UEs may be receiving the same broadcast paging message corresponding to the given PO.

Similar to PDCCH order based contention free random access, the PRACH MASK index or PRACH configuration index can be included in the paging message. This requires 3 to 4 bits. The contention free preamble (64 - numberOfRA-Preambles) can also be included as 3 bit preamble index in the paging message. For example, the contention free preamble to use can be defined as
CF preamble = numberOfRA-Preambles + preamble index.
Observation 4. 4 bits of PRACH MASK index can be included in the paging message. The preamble index of length 3 to 4 bits can be used to determine the contention free preamble. The value of preamble index can be indicated in paging or derived.
However, preamble index is exposed in broadcast paging message and any attacker can use it to respond the paging message while the genuine UE might have missed the paging. To further protect the preamble index, it can be derived from the UE ID that is used to identify the UE’s paging frame and paging occasion (e.g., UE_ID = IMSI mod 16384, if P-RNTI is monitored on MPDCCH). In this way preamble index does not need to be included in the paging message reducing the overhead and making attacker harder to guess the preamble.

CF preamble = numberOfRA-Preambles + UE ID mod (64 - numberOfRA-Preambles).

Proposal 2. RAN2 discuss how to implicitly determine the contention free preamble index from UE’s identity without exposing it in the paging message (i.e., avoiding preamble overhead in the paging message)

Similarly, 16 bit RNTI is large overhead to carry in paging message. Therefore, a cell specific new RNTI can be defined or P-RNTI can be reused. However, additional broadcast overhead of new RNTI in system information may be not necessary. Then 3 bits offset to the P-RNTI (or a fixed hexa-decimal value FFF3) can be included in the paging message. For example, the RNTI to monitor for Msg2 is defined as

EDT-RNTI = P-RNTI - constant * offset.

Observation 5. An offset to the P-RNTI (or a fixed hexa-decimal value FFF3) can be included in the paging message to reduce the overhead.

Proposal 3. To minimize the paging overhead, an offset (e.g., 3 bits) to a P-RNTI is included in the paging message to determine the EDT-RNTI to be used to receive DL data in Msg2. Length of offset is FFS.
Transmission of DL data and UL ACK

After transmitting the preamble, UE needs to monitor the EDT-RNTI for any scheduling of DL data.  A DL CCCH message can be used to send the DL data included in dedicatedInfoNAS. For this purpose, RRCConnectionSetup message can be extended if eNB wants UE to move to connected mode. If eNB wants UE to stay in IDLE mode, RRCEarlyDataComplete can be re-used.
Proposal 4. To send the DL data in Msg2, RRCEarlyDataComplete message is reused if eNB wants to keep the UE in IDLE mode and RRCConnectionSetup message is extended to include dedicatedInfoNAS and move UE to connected mode.
Following was agreed in RAN2#106.

For Msg2-based solution (if agreed):

No need to cipher the dedicated RACH resource provided in the paging message.

RAN2 intends to introduce a mechanism to acknowledge that Msg2 was received by the intended UE.

Since eNB may not be able to guarantee that it received the preamble from and the DL data is sent to the legitimate UE (fake UE may send the same preamble), a secure UL ACK is needed from the UE. For this purpose, eNB can also schedule UL grant for UE to send UL NAS PDU with NAS acknowledgement. In case, UE needs to transmit the UL ACK for the received DL data, the UL NAS PDU can contain the application UL ACK data. 
Observation 6. MME requires UL NAS ACK from UE to guarantee that the DL data is delivered to the intended UE. In place of UL NAS ACK, UE can send application UL ACK data in NAS PDU.

Therefore, the UE can also expect to receive the random access response (RAR) like message to receive timing advance (TA) and UL grant. The response message can be multiplexed together with RRC message in the Msg2. However, RAR like message and RRC message may not be scheduled in the same Msg2 due to channel condition. Therefore, it should be possible for eNB to schedule the RRC message with DL data and RAR like message separately.
Proposal 5. UE also expects response to the CF preamble including the TA and UL grant in Msg2 to transmit NAS PDU for UL ACK in Msg3.

To transmit the NAS PDU for NAS ACK or UL ACK to the received CP DL data using the UL grant provided in RAR like message, a new UL CCCH message class extension can be used since SRB1 has not been established yet. A spare field in messageClassExtensionFuture-r13 can be used to define a RRC message (e.g., rrcMT-EDT-ACK-r16) to carry the NAS PDU in Msg3. It is also possible that SRB1 is established by RRC message in Msg2 and ULInformationTransfer message in UL DCCH can be used to transmit the NAS PDU.

 After successful transmission of the RRC message (e.g., rrcMT-EDT-ACK-r16) in Msg3, UE can assume MT EDT is complete and stay in RRC_IDLE state. However, to process and generate UL ACK and make RRC message containing NAS PDU available for transmission, sufficient gap between the Msg2 and Msg3 is required.

Proposal 6. RAN2 decide whether to define new UL CCCH message or establish SRB1 to use UL DCCH message to carry the NAS PDU in Msg3.

Option for re-using Rel-15 MO EDT

The RAN paging with overhead of CF PRACH resource, preamble repetitions and RNTI has to be broadcast by each cell in a tracking area. It is possible that there may be paging capacity limitation in some cells. It is also possible that some cells may not have contention free PRACH resource and unique RNTI available at the time of sending paging. In such scenario, the option to re-use MO EDT solution can be considered. 

Observation 7. Due to paging capacity limitation or unavailability of contention free PRACH resource or unique RNTI in a cell, the option to re-use MO EDT solution can also be considered to receive CP DL data in Msg4.

For example, in some cell, paging message including only the “MT EDT” indication can be broadcast for the UE. If the UE is in the cell and receives the paging and UE is currently not in suspended state, it can initiate the Rel-15 CP-EDT procedure by responding the paging with EDT preamble. It can be left to eNB whether to trigger MT EDT or Rel-15 MO EDT by paging message. Therefore, if UE is in RRC_IDLE using CP CIoT EPS optimization and receives paging message that includes only MT EDT indication, Rel-15 MO EDT can be triggered.

Proposal 7. If UE is in RRC_IDLE using CP CIoT EPS optimization and receives paging message that includes only MT EDT indication, Rel-15 MO CP-EDT can be triggered.

3 Conclusion

The observations captured are the following:
Observation 1.
To transmit a single MT control plane data, Msg4-based solution requires larger UL grant in Msg3 to transmit service request. Using EDT UL grant results in more power consumption due to padding. Further partitioning of PRACH resource for MT EDT is not preferred.
Observation 2.
To initiate MT EDT for control plane data, MME includes the CP data size information in S1AP paging message. RAN2 can wait LS reply from SA2 and RAN3 for the details.
Observation 3.
The overhead in the paging message should be reduced to minimize impact to paging capacity and power consumption to other UEs as a number significant of UEs may be receiving the same broadcast paging message corresponding to the given PO.
Observation 4.
4 bits of PRACH MASK index can be included in the paging message. The preamble index of length 3 to 4 bits can be used to determine the contention free preamble. The value of preamble index can be indicated in paging or derived.
Observation 5.
An offset to the P-RNTI (or a fixed hexa-decimal value FFF3) can be included in the paging message to reduce the overhead.
Observation 6.
MME requires UL NAS ACK from UE to guarantee that the DL data is delivered to the intended UE. In place of UL NAS ACK, UE can send application UL ACK data in NAS PDU.
Observation 7.
Due to paging capacity limitation or unavailability of contention free PRACH resource or unique RNTI in a cell, the option to re-use MO EDT solution can also be considered to receive CP DL data in Msg4.

The proposal captured are the following:
Proposal 1.
Msg2-based solution is used to transmit control plane MT EDT data.
Proposal 2.
RAN2 discuss how to implicitly determine the contention free preamble index from UE’s identity without exposing it in the paging message (i.e., avoiding preamble overhead in the paging message)
Proposal 3.
To minimize the paging overhead, an offset (e.g., 3 bits) to a P-RNTI is included in the paging message to determine the EDT-RNTI to be used to receive DL data in Msg2. Length of offset is FFS.
Proposal 4.
To send the DL data in Msg2, RRCEarlyDataComplete message is reused if eNB wants to keep the UE in IDLE mode and RRCConnectionSetup message is extended to include dedicatedInfoNAS and move UE to connected mode.
Proposal 5.
UE also expects response to the CF preamble including the TA and UL grant in Msg2 to transmit NAS PDU for UL ACK in Msg3.
Proposal 6.
RAN2 decide whether to define new UL CCCH message or establish SRB1 to use UL DCCH message to carry the NAS PDU in Msg3.
Proposal 7.
If UE is in RRC_IDLE using CP CIoT EPS optimization and receives paging message that includes only MT EDT indication, Rel-15 MO CP-EDT can be triggered.
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