Error! No text of specified style in document.
4
Error! No text of specified style in document.

[bookmark: _Toc12745309]3GPP TSG-RAN-WG2 Meeting #107	R2-1909394
Prague, Czech Republic, 26th - 30th August 2019

	CR-Form-v12.0

	CHANGE REQUEST

	

	
	36.331
	CR
	4041
	rev
	-
	Current version:
	15.6.0
	

	

	For HELP on using this form: comprehensive instructions can be found at 
http://www.3gpp.org/Change-Requests.

	



	Proposed change affects:
	UICC apps
	
	ME
	
	Radio Access Network
	X
	Core Network
	



	

	Title:	
	Security requirement for UE capability enquiry for LTE

	
	

	Source to WG:
	Intel Corporation, NTT DoCoMo, Ericsson, Apple

	Source to TSG:
	R2

	
	

	Work item code:
	TEI15, LTE-L23
	
	Date:
	2019-06-08

	
	
	
	
	

	Category:
	C
	
	Release:
	Rel-15

	
	Use one of the following categories:
F  (correction)
A  (mirror corresponding to a change in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)
Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	[bookmark: OLE_LINK1]Use one of the following releases:
Rel-8	(Release 8)
Rel-9	(Release 9)
Rel-10	(Release 10)
Rel-11	(Release 11)
Rel-12	(Release 12)
Rel-13	(Release 13)
Rel-14	(Release 14)
Rel-15	(Release 15)
Rel-16	(Release 16)

	
	

	Reason for change:
	GSMA recommended in R2-1908112 and SA3 LS R2-1908668 that network should apply security for UE capability enquiry to prevent man-in-the-middle attack to e.g., downgrade UE AS capability or to snoop on the UE capability.

	
	

	Summary of change:
	Add a recommendation that network should apply security for UE capability enquiry.

	
	

	Consequences if not approved:
	If network does not apply security for UE capability enquiry, it exposes the UE capabilities to tampering by a man-in-the-middle attacker on the radio interface, which can result in degradation of service e.g. downgrading the UE’s maximum throughput. Since the UE capabilities are persistently stored in the network, the impact of the attack can last for weeks, or until the UE is power cycled. Such attacks can have a particularly high impact on unattended IoT devices.  It can also be used to trace UEs based on UE capability.  

Impact analysis:

Impacted functionality: connection establishment, SMC, UE capability enquiry.

There is no interoperability issue.  The CR only impacts network behaviour and has no UE impact.

	
	

	Clauses affected:
	5.3.1.1, 5.6.3, A.6

	
	

	
	Y
	N
	
	

	Other specs
	
	X
	 Other core specifications	
	TS/TR ... CR ... 

	affected:
	
	X
	 Test specifications
	TS/TR ... CR ... 

	(show related CRs)
	
	X
	 O&M Specifications
	TS/TR ... CR ... 

	
	

	Other comments:
	

	
	

	This CR's revision history:
	




5.3	Connection control
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RRC connection establishment involves the establishment of SRB1. Except for EDT, E-UTRAN completes RRC connection establishment prior to completing the establishment of the S1 connection, i.e. prior to receiving the UE context information from the EPC. Consequently, AS security is not activated during the initial phase of the RRC connection. During this initial phase of the RRC connection, the E-UTRAN may configure the UE to perform measurement reporting, but the UE only sends the corresponding measurement reports after successful security activation. However, the UE only accepts a handover message when security has been activated. E-UTRAN should perform UECapabilityEnquiry procedure only after AS security activation.
NOTE 1:	In case the serving frequency broadcasts multiple overlapping bands, E-UTRAN can only configure measurements after having obtained the UE capabilities, as the measurement configuration needs to be set according to the band selected by the UE.
Upon receiving the UE context from the EPC, E-UTRAN activates security (both ciphering and integrity protection) using the initial security activation procedure. The RRC messages to activate security (command and successful response) are integrity protected, while ciphering is started only after completion of the procedure. That is, the response to the message used to activate security is not ciphered, while the subsequent messages (e.g. used to establish SRB2 and DRBs) are both integrity protected and ciphered.
After having initiated the initial security activation procedure, E-UTRAN initiates the establishment of SRB2 and DRBs, i.e. E-UTRAN may do this prior to receiving the confirmation of the initial security activation from the UE. In any case, E-UTRAN will apply both ciphering and integrity protection for the RRC connection reconfiguration messages used to establish SRB2 and DRBs. E-UTRAN should release the RRC connection if the initial security activation and/ or the radio bearer establishment fails (i.e. security activation and DRB establishment are triggered by a joint S1-procedure, which does not support partial success).
For SRB2 and DRBs, security is always activated from the start, i.e. the E-UTRAN does not establish these bearers prior to activating security.
For some radio configuration fields, a critical extension has been defined. A switch from the original version of the field to the critically extended version is allowed using any connection reconfiguration. The UE reverts to the original version of some critically extended fields upon handover and re-establishment as specified elsewhere in this specification. Otherwise, switching a field from the critically extended version to the original version is only possible using the handover or re-establishment procedure with the full configuration option. This also applies for fields that are critically extended within a release (i.e. original and extended version defined in same release).
After having initiated the initial security activation procedure, E-UTRAN may configure a UE that supports CA, with one or more SCells in addition to the PCell that was initially configured during connection establishment. The PCell is used to provide the security inputs and upper layer system information (i.e. the NAS mobility information e.g. TAI). SCells are used to provide additional downlink and optionally uplink radio resources. When not configured with any kind of DC, all SCells the UE is configured with, if any, are part of the MCG.
When configured with DC, some of the SCells are part of a SCG. In this case, user data carried by a DRB may either be transferred via MCG (i.e. MCG-DRB), via SCG (SCG-DRB) or via both MCG and SCG in DL while E-UTRAN configures the CG used in UL (split DRB). An RRC connection reconfiguration message may be used to change the DRB type from MCG-DRB to SCG-DRB or to split DRB, as well as from SCG-DRB or split DRB to MCG-DRB.
DC employs SCG change, which is a synchronous SCG reconfiguration procedure (i.e. involving RA to the PSCell) including reset/ re-establishment of layer 2 and, if SCG DRBs are configured, refresh of security. The procedure is used in a number of different scenarios e.g. SCG establishment, PSCell change, Key refresh, change of DRB type. The UE performs the SCG change related actions upon receiving an RRCConnectionReconfiguration message including mobilityControlInfoSCG, see 5.3.10.10.
In case of MR-DC, the cells of one CG use another RAT, namely NR. The configuration of an NR CG is specified in TS 38.331 [82]. When configured with MR-DC, user data carried by a DRB may either be transferred via MCG, via NR SCG or via both MCG and NR SCG. Also RRC signalling carried by a SRB may either be transferred via MCG or via both MCG and NR SCG. When DRBs and SRBs are configured with transmission via both MCG and SCG, duplication may be used in both DL and UL.
Change to NR PDCP or vice versa, that in case of (NG)EN-DC may be done for both SRBs and DRBs, can be performed using an RRCConnectionReconfiguration message including the mobilityControlInfo (handover) by release and addition of the concerned RB (for DRBs) or of the concerned PDCP entity (for SRBs). The same RRCConnectionReconfiguration message may be used to make changes regarding the CG(s) used for transmission. For SRB1, change from E-UTRA PDCP to NR PDCP type may, before initial security activation, also be performed using an RRCConnectionReconfiguration message not including the mobilityControlInfo.
In case of (NG)EN-DC, there are three types of NR SCG reconfigurations:
-	Reconfiguration with sync and key change i.e. a procedure involving RA to the PSCell, including NR MAC reset, re-establishment of NR RLC and NR PDCP and refresh of NR SCG security; and
-	Reconfiguration with sync but without key change i.e. a procedure involving RA to the PSCell, including NR MAC reset and NR RLC re-establishment and PDCP data recovery (for AM DRB); and
-	Regular NR SCG reconfiguration neither involving refresh of NR SCG security, nor RA to the PSCell, NR MAC reset or NR RLC re-establishment;
The network is only required to use the NR SCG reconfiguration with sync and key change in case the NR SCG security key changes (i.e. handover, change of SNs, S-KgNB refresh). Further details are specified in NR RRC TS 38.331 [82].
NOTE 2:	In case of MR-DC, E-UTRA RRC configuration parameters should only affect E-UTRA operation. E.g., s-Measure only affects measurements configured by parameters defined in this specification. Should an E-UTRA RRC configuration change require a change of NR RRC configuration, the network should indicate such NR change by NR RRC signalling. E.g. a specific indication is used to trigger RLC re-establishment upon reconfigurations changing the CG(s) used for transmission (in DL or UL) that otherwise would only involve NR RRC signalling.
In this release of the specification, change between DC and MR-DC is not supported (i.e. neither the direct reconfiguration nor specific measurement events). Likewise, the direct transition between MR-DC and NR DC is not supported in this release of the specification.
The release of the RRC connection normally is initiated by E-UTRAN. The procedure may be used to re-direct the UE to an E-UTRA frequency or an inter-RAT carrier frequency. Only in exceptional cases, as specified within this specification, TS 36.300 [9], TS 36.304 [4] or TS 24.301 [35], may the UE abort the RRC connection, i.e. move to RRC_IDLE without notifying E-UTRAN.
The suspension of the RRC connection is initiated by E-UTRAN. When the RRC connection is suspended, the UE stores the UE AS context and the resumeIdentity, and transitions to RRC_IDLE state. The RRC message to suspend the RRC connection is integrity protected and ciphered. Suspension can only be performed when at least 1 DRB is successfully established.
The resumption of a suspended RRC connection is initiated by upper layers when the UE has a stored UE AS context, RRC connection resume is permitted by E-UTRAN and the UE needs to transit from RRC_IDLE state to RRC_CONNECTED state. When the RRC connection is resumed, RRC configures the UE according to the RRC connection resume procedure based on the stored UE AS context and any RRC configuration received from E-UTRAN. The RRC connection resume procedure re-activates security and re-establishes SRB(s) and DRB(s). The request to resume the RRC connection includes the resumeIdentity. The request is not ciphered, but protected with a message authentication code.
In response to a request to resume the RRC connection, E-UTRAN may resume the suspended RRC connection, reject the request to resume and instruct the UE to either keep or discard the stored context, or setup a new RRC connection.
In case of CP-EDT, the data are appended in the RRCEarlyDataRequest and RRCEarlyDataComplete messages, if available, and sent over SRB0. In case of UP-EDT, security is re-activated prior to transmission of RRC message using the nextHopChainingCount provided in the RRCConnectionRelease message with suspend indication during the preceding suspend procedure and the radio bearers are re-established. The uplink data are transmitted ciphered on DTCH multiplexed with the RRCConnectionResumeRequest message on CCCH. In the downlink, the data, if available, are transmitted on DTCH multiplexed with the RRCConnectionRelease message on DCCH. In response to a request for EDT, E-UTRAN may also choose to establish or resume the RRC connection.
A UE in RRC_CONNECTED enters RRC_INACTIVE when the network indicates RRC connection suspension in RRCConnectionRelease message. When entering RRC_INACTIVE, the UE stores the UE AS context and any RRC configuration received from the network.
The resumption of an RRC connection from RRC_INACTIVE is initiated by upper layers when the UE needs to transit from RRC_INACTIVE state to RRC_CONNECTED state or by RRC layer for, e.g. RNAU or reception of RAN paging. When the RRC connection is resumed, network configures the UE according to the RRC connection resume procedure based on the stored UE AS context and any RRC configuration received from the network. The RRC connection resume procedure re-activates security and re-establishes SRB(s) and DRB(s).
In response to a request to resume the RRC connection from RRC_INACTIVE, the network may resume the suspended RRC connection and UE enters to RRC_CONNECTED, or reject the request to resume using RRC message without security protection and send UE to RRC_INACTIVE with wait time, or directly re-suspend the RRC connection and send UE to RRC_INACTIVE, or directly release the RRC connection and send UE to RRC_IDLE, or instruct the UE to initiate NAS level recovery.
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5.6.3	UE capability transfer
[bookmark: _Toc12745541]5.6.3.1	General


Figure 5.6.3.1-1: UE capability transfer
The purpose of this procedure is to transfer UE radio access capability information from the UE to E-UTRAN.  
If the UE has changed its E-UTRAN radio access capabilities, the UE shall request higher layers to initiate the necessary NAS procedures (see TS 23.401 [41]) that would result in the update of UE radio access capabilities using a new RRC connection.
NOTE:	Change of the UE's GERAN UE radio capabilities in RRC_IDLE is supported by use of Tracking Area Update.
[bookmark: _Toc12745542]5.6.3.2	Initiation
E-UTRAN initiates the procedure to a UE in RRC_CONNECTED when it needs (additional) UE radio access capability information.  E-UTRAN should perform UECapabilityEnquiry procedure only after AS security activation. If E-UTRAN had to retrieve the capability before AS security, it does not send them to other network entities and should re-run the UECapabilityEnquiry procedure after AS security activation.
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A.6	Protection of RRC messages (informative)
The following list provides information which messages can be sent (unprotected) prior to security activation and which messages can be sent unprotected after security activation. Those messages indicated "-" in "P" column should never be sent unprotected by eNB or UE. Further requirements are defined in the procedural text.
P…Messages that can be sent (unprotected) prior to security activation
A - I…Messages that can be sent without integrity protection after security activation
A - C…Messages that can be sent unciphered after security activation
NA… Message can never be sent after security activation
	Message
	P
	A-I
	A-C
	Comment

	CSFBParametersRequestCDMA2000
	+
	-
	-
	

	CSFBParametersResponseCDMA2000
	+
	-
	-
	

	CounterCheck
	-
	- 
	- 
	

	CounterCheckResponse
	-
	- 
	- 
	

	DelayBudgetReport
	-
	-
	-
	

	DLInformationTransfer
	+
	-
	-
	

	FailureInformation
	-
	-
	-
	

	HandoverFromEUTRAPreparationRequest (CDMA2000)
	-
	- 
	- 
	

	InDeviceCoexIndication
	-
	- 
	- 
	

	InterFreqRSTDMeasurementIndication
	-
	-
	-
	

	LoggedMeasurementsConfiguration
	-
	-
	-
	

	MasterInformationBlock
	+
	+
	+
	

	MasterInformationBlock-MBMS
	+
	+
	+
	

	MBMSCountingRequest
	+
	+
	+
	

	MBMSCountingResponse
	-
	-
	-
	

	MBMSInterestIndication
	+
	-
	-
	

	MBSFNAreaConfiguration
	+
	+
	+
	

	MeasReportAppLayer
	-
	-
	-
	

	MeasurementReport
	-
	-
	-
	Measurement configuration may be sent prior to security activation. But: In order to protect privacy of UEs, MEASUREMENT REPORT is only sent from the UE after successful security activation.

	MobilityFromEUTRACommand
	-
	- 
	-
	

	Paging
	+
	+
	+
	

	ProximityIndication
	-
	-
	-
	

	RNReconfiguration
	-
	-
	-
	

	RNReconfigurationComplete
	-
	-
	-
	

	RRCConnectionReconfiguration
	+
	-
	-
	The message shall not be sent unprotected before security activation if it is used to perform handover or to establish SRB2, SRB4 and DRBs

	RRCConnectionReconfigurationComplete
	+
	-
	-
	Unprotected, if sent as response to RRCConnectionReconfiguration which was sent before security activation

	RRCConnectionReestablishment
	-
	+
	+
	This message is not protected by PDCP operation.

	RRCConnectionReestablishmentComplete
	-
	-
	-
	

	RRCConnectionReestablishmentReject
	-
	+
	+
	One reason to send this may be that the security context has been lost, therefore sent as unprotected. 

	RRCConnectionReestablishmentRequest
	-
	-
	+
	This message is not protected by PDCP operation. However, a short MAC-I is included.

	RRCConnectionReject
	+
	+
	+
	Except for UP-EDT, A-I and A-C are NA.

	RRCConnectionRelease
	+
	-
	-
	Justification for P: If the RRC connection only for signalling not requiring DRBs or ciphered messages, or the signalling connection has to be released prematurely, this message is sent as unprotected.
For UP-EDT, the message is only sent after successful security activation.
RRCConnectionRelease message sent before security activation cannot include rrc-InactiveConfig, redirectedCarrierInfo, idleModeMobilityControlInfo information fields when UE is connected to 5GC.

	RRCConnectionRequest
	+
	NA
	NA
	

	RRCConnectionResume
	-
	-
	+
	When this message is transmitted, security is activated but suspended. Integrity verification is done after the message received by RRC.
For UP-EDT, the message is only sent after successful security activation.
For RRC_INACTIVE state, the message is protected with both integrity and ciphering.

	RRCConnectionResumeRequest
	-
	-
	+
	This message is not protected by PDCP operation. However, a short MAC-I is included.

	RRCConnectionResumeComplete
	-
	-
	-
	

	RRCConnectionSetup
	+
	NA
	NA
	

	RRCConnectionSetupComplete
	+
	NA
	NA
	

	RRCEarlyDataRequest
	+
	NA
	NA
	

	RRCEarlyDataComplete
	+
	NA
	NA
	

	SCGFailureInformation
	-
	-
	-
	

	SCGFailureInformationNR
	-
	-
	-
	

	SCPTMConfiguration
	+
	+
	+
	

	SecurityModeCommand
	+
	NA
	NA
	Integrity protection applied, but no ciphering (integrity verification done after the message received by RRC)

	SecurityModeComplete
	-
	NA
	NA
	Integrity protection applied, but no ciphering. Ciphering is applied after completing the procedure.

	SecurityModeFailure
	+
	NA
	NA
	Neither integrity protection nor ciphering applied.

	SidelinkUEInformation
	+
	-
	-
	

	SystemInformation
	+
	+
	+
	

	SystemInformationBlockType1
	+
	+
	+
	

	SystemInformationBlockType1-MBMS
	+
	+
	+
	

	UEAssistanceInformation
	-
	-
	-
	

	UECapabilityEnquiry
	+
	-
	-
	[bookmark: _Hlk16631502]E-UTRAN should perform UECapabilityEnquiry procedure only after AS security activation. If E-UTRAN had to retrieve the capability before AS security, it does not send them to other network entities and should re-run the UECapabilityEnquiry procedure after AS security activation.

	UECapabilityInformation
	+
	-
	-
	

	UEInformationRequest
	-
	-
	-
	

	UEInformationResponse
	-
	-
	-
	In order to protect privacy of UEs, UEInformationResponse is only sent from the UE after successful security activation

	ULHandoverPreparationTransfer (CDMA2000)
	-
	-
	-
	This message should follow HandoverFromEUTRAPreparationRequest

	ULInformationTransfer
	+
	-
	-
	

	ULInformationTransferMRDC
	-
	-
	-
	

	WLANConnectionStatusReport
	-
	-
	-
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