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1 Introduction

In RAN2#104, the following agreements have been reached

Agreements on PDCP:

12:
Sidelink packet duplication is supported in NR PDCP for NR sidelink broadcast, groupcast. FFS on unicast.

13:
Timer based SDU/PDU discard function is supported in NR PDCP for NR sidelink broadcast, groupcast and unicast.
In RAN2#106, the following agreements have been reached

Agreements on single carrier operation: 
2:
Carrier reselection and PDCP duplication are not supported in Rel-16.
In this contribution, we discuss the left issues on UP protocol design.
2 Discussion
2.1 Tx/Rx entity establishment / release
2.1.1 Unicast

For unicast, the link establishment is controlled by V2X layer signalling using PC5-S signalling, i.e., direct communication request / accept. According to TS 23.287
The V2X layer of the UE that established PC5 unicast link passes the PC5 Link Identifier assigned for the unicast link and PC5 unicast link related information down to the AS layer. The PC5 unicast link related information includes Layer-2 ID information (i.e. source Layer-2 ID and destination Layer-2 ID). This enables the AS layer to maintain the PC5 Link Identifier together with the PC5 unicast link related information.

Furthermore, when AS-layer receives the command from V2X layer, i.e., understanding there is a need to establish unicast link, it further needs to get necessary parameter setting for AS layer stack establishment, from:
· Pre-configuration, i.e., specified in RRC specification, but is actually provided by upper layer, e.g., in the form of management object (MO) as specified in TS 24.385 for LTE-V2X.
According to TS 23.287

In 5GS, the parameters for V2X communications over PC5 and Uu reference points may be made available to the UE in following ways:

-
pre-configured in the ME; or

-
configured in the UICC; or

-
preconfigured in the ME and configured in the UICC; or

-
provided/updated by the V2X Application Server via PCF and/or V1 reference point; or

-
provided/updated by the PCF to the UE.

· SIB, i.e., Uu-RRC signalling from RAN node;

· Dedicated RRC, i.e., Uu-RRC signalling from RAN node;
Observation 1 For unicast Tx entity establishment, it is 1) triggered by V2X layer, 2) using parameter setting provided by upper layer or RAN node.
For Rx entity, it is more related to the PC5-RRC signalling, since there would be the case that the two UEs select different SLRB / LCH to serve the PC5 QoS flows, and thus UE-A may notify UE-B on the need of Rx entity for a SLRB / LCH.

After knowing the need of Rx entity, related parameter setting may be decided by UE implementation.

Observation 2 For unicast Rx entity establishment, it is 1) triggered by PC5-RRC layer indication, 2) using parameter setting by UE implementation.
Therefore, to clarify the trigger of Tx / Rx entity establishment, which is be further applicable to release, one needs to differentiate the source of trigger and the source of parameter setting.
Proposal 1 RAN2 clarify for unicast Tx entity establishment / release, the trigger is from V2X layer, while the parameter setting is from upper layer (if out of coverage) or RAN node (if in coverage).
Proposal 2 RAN2 clarify for unicast Rx entity establishment / release, the trigger is from PC5-RRC, while the parameter setting is by UE implementation.
2.1.2 Group-cast / broadcast

Similar to unicast, the Tx entity establishment / release is triggered by V2X layer
The destination Layer-2 ID is passed down to the AS layer of Receiving UE(s) for the group communication reception.

Proposal 3 RAN2 clarify for groupcast/broadcast Tx entity establishment / release, the trigger is from V2X layer, while the parameter setting is from upper layer (if out of coverage) or RAN node (for SIB or dedicated RRC).

Different from unicast, there is no PC5-RRC signalling for groupcast and broadcast, so it should be based on upon reception of first UMD PDU from a Source Layer 2 ID and Destination Layer 2 ID pair for an LCID.
Proposal 4 RAN2 clarify for groupcast/broadcast Rx entity establishment / release, the trigger is from AS-layer itself (i.e., reception of first UMD PDU from), while the parameter setting is by UE implementation.
2.2 Data PDU format
For the PDCP format, looking back into LTE design, the design is more coupled with security algorithm design, i.e., according to TS 33.303, for one-to-one ProSe communication
6.5.2
Security Requirements

The following are the security requirements for ProSe Direct One-to-one Communication:

A ProSe-enabled UE shall use different security contexts for ProSe one-to-one communication with different ProSe-enabled UEs.

Direct link signalling ciphering shall be supported and may be used. Direct link signalling ciphering is a configuration option.

Direct link user plane ciphering shall be supported and may be used.

Direct link signalling integrity protection and replay protection shall be supported and used.

Direct link user plane packets between UEs shall not be integrity protected.

And for one-to-many ProSe communication

6.2.2
Security requirements

The requirements in clause 5.3.2 apply for the signalling between the UE and ProSe Function.

For the protection of the data transmission between the UEs, the following requirements apply

-
The system shall support providing the Public Safety ProSe-enabled UEs with the all the necessary keying material and chosen algorithms that are used to protect the data sent between the Public Safety ProSe-enabled UE(s). This material shall be provided without requiring signalling between the Public Safety ProSe-enabled UEs.

-
Confidentiality of one-to-many communications should be supported. Its use would be a configuration option related to network operations and should hence be under control of the network operator.
-
Security mechanisms shall scale effectively to large groups, and be compatible with rapid setup of group communications. 

-
Security mechanism shall support multiple logical channels between the same source/destination pair. Security mechanism shall avoid key stream repetition (COUNTs is about to be re-used with the same key), when multiple PDCP entities exist in the Public Safety ProSe-enabled UE.

However, for LTE-V2X

5.5
Security requirements of V2X application data
The V2X system entities should be able to authenticate and verify that the sender of the received data communications was authorized to send the data. 

The transmission of data between different V2X entities in the V2X system should be integrity protected.  

The transmission of data between different V2X entities in the V2X system should be protected from replays.

The transmission of data between two different V2X entities in the V2X system should be confidentiality protected if needed for the V2X application.
NOTE: Transmission of data includes but is not limited to multicast, broadcast, unicast, or geocast. 

5.6
Privacy related requirements

As specified in 3GPP TS 22.185 [2] the following PC5 privacy related requirements apply:

Subject to regional regulatory requirements and/or operator policy for a V2X application, the data sent in the PC5 transmission should not allow UE identity to be tracked or identified by any other UE or non-V2X entity beyond a certain short time-period required by the V2X application. 

Subject to regional regulatory requirements and/or operator policy for a V2V/V2I application, the data sent in the PC5 transmission should not allow a single party (operator or third party) to track a UE identity in that region.

In addition, the following PC5 related requirements are given in the present specification:

The identifiers in the V2X messages should minimize the risk of leaking the UE or user permanent identities.

UE pseudonymity should be provided to conceal personal data from attackers.

The application layer UE identity in the V2X messages should be protected from eavesdropping. 
I.e., since one relies on the application-layer to provide integrity and confidentiality, there is no need for AS-layer protection.
In short, the security requirement can be summarized as the following table

Table 1 Security requirement for LTE ProSe/V2X

	
	Signaling
	Data

	One-to-one ProSe
	Integrity-Protection: mandatory

Ciphering: optional
	Integrity-Protection: No

Ciphering: Optional

	One-to-many ProSe
	N.A.
	Integrity-Protection: No

Ciphering: Optional

	V2X (limited to broadcast in Rel-14/15)
	N.A.
	Integrity-Protection: No

Ciphering: No


Observation 3 In LTE, Integrity-Protection is for signalling of one-to-one ProSe communication, ciphering is for one-to-one/many ProSe communication, i.e., no AS-layer security for V2X.
For NR-V2X, the SA3 work has been triggered by the SA2 LS, in S2-1812896
During the study phase, SA2 had identified the follow questions regarding security aspects, and would like to obtain some feedback from SA3:

- A unicast solution was developed by SA2 as documented in clause 6.11 of TR 23.786. SA2 would like to know if SA3 sees a need to provide link layer protection for the unicast connection, and if there is any security measure to be developed to protect the V2X traffic, including privacy protection. 

- A group communication solution was developed by SA2 and documented in clause 6.21 of TR 23.786. SA2 would like to know if SA3 considers link layer protection necessary for the group communication traffic.      

In the latest reply [5], 
SA3 considers that at least integrity protection is required for PC5-S messages during V2X unicast communication establishment.
<Text Removed>
Security protection of group communication in 3GPP layers will be considered if there is any signalling for groupcast in 3GPP layers.
I.e., compared to the legacy LTE-V2X, the delta part is due to the signaling introduced for unicast, which does not exist in LTE scenario, i.e., the difference can be shown in the following table
Table 2 Security requirement for LTE/NR-V2X

	
	Signaling
	Data

	LTE V2X (limited to broadcast in Rel-14/15)
	N.A.
	Integrity-Protection: No

Ciphering: No

	NR V2X
	Broadcast
	N.A
	Integrity-Protection: Not known

Ciphering: not known

	
	Groupcast
	Can be considered if exist
	Integrity-Protection: Not known

Ciphering: not known

	
	Unicast
	Integrity-Protection: Mandatory

Ciphering: not known
	Integrity-Protection: Not known

Ciphering: not known


Therefore, one needs to consider the LTE V2X security requirement when design NR-V2X:
· If SA3 still relies on application-layer ciphering and integrity protection for data part, there is no need for user plane data, like in LTE-V2X;

· The reason that signalling needs AS-layer security is one cannot rely on application layer, and if one follows LTE ProSe solution, it might be the case that IP is required as mandatory, while ciphering is required as optional. Till now, it is limited to unicast.
Observation 4 If SA3 still relies on application-layer ciphering and integrity protection for data part, there is no need for user plane data, like in LTE-V2X.

Observation 5 If one follows LTE ProSe solution, for NR-V2X unicast SL, it might be the case that integrity protection is required as mandatory, while ciphering is required as optional. 
In other words, until SA3 further input, RAN2 can only conclude the usage of integrity protection for unicast signaling, i.e., PC5-S and PC5-RRC. Yet, even for this case, further input from SA3 is needed w.r.t. the length of MAC-I, key, and counter.
Proposal 5 For security related fields in PDCP Data PDU format, RAN2 needs to wait for further input from SA3. 
2.3 Control PDU format

On the other hand, for Uu interface, the following control PDU is used
6.1.2
Control PDU

The PDCP Control PDU is used to convey one of followings in addition to the PDU header:

-
a PDCP status report;

-
an interspersed ROHC feedback.

For status report, it is not used in LTE V2X since only RLC UM is allowed in LTE V2X, and for ROHC feedback, it is not used either since only broadcast is considered in LTE V2X, so only U-mode ROHC is used in LTE V2X.
Observation 6 In LTE, the control PDU is not used due to the limitation of broadcast and RLC UM.

However, now for NR-V2X, since it is extended to unicast / groupcast and RLC AM, the use of control PDU is obviously motivated. Furthermore, considering the following design principle, the design of control PDU does not have to be delayed by SA3 decision.
5.8
Ciphering and deciphering

The ciphering function includes both ciphering and deciphering and is performed in PDCP, if configured. The data unit that is ciphered is the data part of the PDCP Data PDU (see subclause 6.3.3) except the SDAP header and the SDAP Control PDU if included in the PDCP SDU, and the MAC-I (see subclause 6.3.4). The ciphering is not applicable to PDCP Control PDUs.
<Text Removed>

5.9
Integrity protection and verification

The integrity protection function includes both integrity protection and integrity verification and is performed in PDCP, if configured. The data unit that is integrity protected is the PDU header and the data part of the PDU before ciphering. The integrity protection is always applied to PDCP Data PDUs of SRBs. The integrity protection is applied to PDCP Data PDUs of DRBs for which integrity protection is configured. The integrity protection is not applicable to PDCP Control PDUs.
And there is no obvious reason to deviate from Uu format as follows

[image: image1.emf]...

Bitmap

1 

(optional)

D/C PDU Type

Bitmap

N 

(optional)

Oct 1

Oct 2

Oct 6

Oct 5+N

R R R R

FMC

Oct 3 FMC(cont.)

Oct 4 FMC(cont.)

Oct 5 FMC(cont.)


Figure 2 PDCP Control PDU format for PDCP status report
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Figure 3 PDCP Control PDU format for interspersed ROHC feedback

Proposal 6 For PDCP control PDU format, reuse the format defined for Uu.
Furthermore, the introduction of control PDU means the ‘D/C’ field is needed for all PDUs, including data PDU, which was not needed in LTE V2X since all PDUs are data PDU.

Proposal 7 For PDCP data PDU format, adding D/C field.

2.4 Out-of-order delivery
Different from other RX-related parameter, the out-of-order delivery functionality requires alignment between TX and RX UE, because:
Firstly, it is an optional UE capability even for Uu interface, i.e., if TX UE does not know whether the RX UE supports this optional feature, it cannot decide whether to initiate specific application which requires out of order delivery
outOfOrderDelivery

Indicates whether UE supports out of order delivery of data to upper layers by PDCP.
Secondly, this functionality is for specific application, i.e., those application that does not require in-order delivery at AS-layer and is delay demanding. Rx-UE at AS layer cannot judge whether the incoming traffic is for such type of application or not.
Observation 7 The usage of out-of-order delivery feature requires RX-UE capability information at TX-UE.
Observation 8 The usage of out-of-order delivery feature requires TX-UE traffic information at RX-UE AS layer.

Therefore, rigorously, it should be categorized into TX-and-RX parameter, which requires
· Capability signaling from RX to TX, and PC5-RRC AS configuration signaling from TX to RX;

· Yet hard to support it for groupcast and broadcast, since it is related to an optional RX-UE capability which cannot be known by SIB/pre-configuration in advance.
Proposal 8 Limit the usage of out-of-order delivery to unicast, and rely on PC5-RRC signaling from TX-UE to configure it.
3 Conclusion
Based on the discussion in section 2, we observe

Observation 1
For unicast Tx entity establishment, it is 1) triggered by V2X layer, 2) using parameter setting provided by upper layer or RAN node.
Observation 2
For unicast Rx entity establishment, it is 1) triggered by PC5-RRC layer indication, 2) using parameter setting by UE implementation.
Observation 3
In LTE, Integrity-Protection is for signalling of one-to-one ProSe communication, ciphering is for one-to-one/many ProSe communication, i.e., no AS-layer security for V2X.
Observation 4
If SA3 still relies on application-layer ciphering and integrity protection for data part, there is no need for user plane data, like in LTE-V2X.
Observation 5
If one follows LTE ProSe solution, for NR-V2X unicast SL, it might be the case that integrity protection is required as mandatory, while ciphering is required as optional.
Observation 6
In LTE, the control PDU is not used due to the limitation of broadcast and RLC UM.
Observation 7
The usage of out-of-order delivery feature requires RX-UE capability information at TX-UE.
Observation 8
The usage of out-of-order delivery feature requires TX-UE traffic information at RX-UE AS layer.


And thus we propose:
Proposal 1
RAN2 clarify for unicast Tx entity establishment / release, the trigger is from V2X layer, while the parameter setting is from upper layer (if out of coverage) or RAN node (if in coverage).
Proposal 2
RAN2 clarify for unicast Rx entity establishment / release, the trigger is from PC5-RRC, while the parameter setting is by UE implementation.
Proposal 3
RAN2 clarify for groupcast/broadcast Tx entity establishment / release, the trigger is from V2X layer, while the parameter setting is from upper layer (if out of coverage) or RAN node (for SIB or dedicated RRC).
Proposal 4
RAN2 clarify for groupcast/broadcast Rx entity establishment / release, the trigger is from AS-layer itself (i.e., reception of first UMD PDU from), while the parameter setting is by UE implementation.
Proposal 5
For security related fields in PDCP Data PDU format, RAN2 needs to wait for further input from SA3.
Proposal 6
For PDCP control PDU format, reuse the format defined for Uu.
Proposal 7
For PDCP data PDU format, adding D/C field.
Proposal 8
Limit the usage of out-of-order delivery to unicast, and rely on PC5-RRC signaling from TX-UE to configure it.


4 Reference

[1] RP-181480, New SID: Study on NR V2X
[2] R2-1816339, Discussion on CP aspects of unicast and groupcast for NR-V2X, OPPO

[3] R2-1900178, Left issues on target scenario for NR-V2X, OPPO.

[4] S2-1812895, Reply LS on LS to SA2 on unicast, groupcast and broadcast in NR sidelink

[5] S3-192421, LS on PC5 unicast and groupcast security protection

7/7


_1576137246.vsd
...


Bitmap1 (optional) 


D/C


PDU Type


BitmapN (optional)


Oct 1


Oct 2


Oct 6


Oct 5+N


R


R


R


R


FMC


Oct 3


FMC (cont.)


Oct 4


FMC (cont.)


Oct 5


FMC (cont.)



_1576137247.vsd
...


Interspersed ROHC feedback


D/C


PDU Type


R


R


R


R


Oct 1


Oct 2



