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Attachments:


1. Overall Description:

RAN2 thanks GSMA CVD Governance Team for the LS on Handling of UE radio network capabilities in 4G and 5G.
While there is some benefit in retrieving the UE AS capabilities before security activation (e.g., it allows network to apply the same sequence of combined Security Mode Command+Reconfiguration for RRC connection setup for both Registration and Service Request procedures), RAN2 confirms that the RAN2 specifications for LTE (Rel-15 as well as previous releases) and NR already allow running the UECapabilityEnquiry procedure to retrieve UE Access Stratum capabilities after activation of security. Alternatively, it is also possible to rerun the UECapabilityEnquiry procedure again after security activation to verify for any man-in-the-middle attack if the first UECapabilityEnquiry was done before security activation.
[bookmark: _Hlk8765675]RAN2 can make the necessary updates to the specifications to include a recommendation on network implementation that security should be applied for UECapabilityEnquiry procedure once the necessary feedback from SA3 is received.

2. Actions:
None

3. Date of Next RAN2 Meetings:
3GPP RAN2#107			26th – 30th August 2019			Prague, CZ
3GPP RAN2#107bis			14th – 18th October 2019			China


