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Introduction
One of the objectives of the Rel-16 NR Positioning WI is [1]
[bookmark: _Ref178064866]Define signaling for broadcast assistance data delivery [RAN2/RAN3/SA2/SA3]
As part of this agenda, it is further required to specify encryption procedure for broadcast assistance data, including mechanism for delivery of UE-specific encryption keys. 
In this paper, we discuss the aspects of delivering the ciphering (encryption) keys.
Discussion
UMTS MO-LR
In UMTS the below MO-LR positioning procedure [2] is specified for the delivery of ciphering keys to decipher the broadcast assistance data.
[bookmark: _Toc524943921]From TS 23.271





9.2.2	Mobile Originating Location Request, Packet Switched (PS-MO-LR)
The following procedure shown in figure 9.8 allows an UE to request either its own location and optionally, velocity; location assistance data or broadcast assistance data message ciphering keys from the network. Location assistance data may be used subsequently by the UE to compute its own location throughout an extended interval using a mobile based position method. A ciphering key enables the UE to decipher other location assistance data broadcast periodically by the network. The PS‑MO‑LR may be used to request ciphering keys or GNSS assistance data. The procedure may also be used to enable an UE to request that its own location be sent to an external LCS client.


Figure 9.8: General Network Positioning for packet switched MO-LR
[bookmark: _Toc524943922]9.2.2.1	Location Preparation Procedure
1)	In UMTS, if the UE is in idle mode, the UE requests a PS signalling connection and sends a Service request indicating signalling to the SGSN via the RAN. If the UE already has PS signalling connection, the UE does not need to send Service request. Security functions may be executed. These procedures are described in TS 23.060 [15]. In GSM this signalling step is not needed.
2)	The UE sends a LCS PS-MO-LR Location Services invoke message to the SGSN. Different types of location services can be requested: location estimate of the UE, location estimate of the UE to be sent to an external LCS client, location assistance data or broadcast assistance data message ciphering keys.

MO-LR is a positioning procedure. Ciphering keys can be obtained using the MO-LR procedure. The AMF verifies that the subscription data allows MO-LR for key request for the UE. Further there can be two alternatives on how the key can be delivered to the UE.
a) AMF sends the Location Request message to a suitable LMF that includes a request for ciphering keys for the UE. The LMF delivers the ciphering keys to the UE in LPP messages.
b) AMF sends Service Response message to deliver the ciphering key.

[bookmark: _Toc7120344][bookmark: _Toc7122652][bookmark: _Toc7122780][bookmark: _Toc7122887][bookmark: _Toc7123588][bookmark: _Toc7711218][bookmark: _Toc7723797]SA2 can decide the appropriate response message either via LPP or using service response message.
LTE TA, Attach Procedure
In LTE, it was rather agreed to use communication related procedure Tracking Area Update and Attach Request for the key retrieval. Ciphering key data should be transferred from an E-SMLC to MMEs (e.g. using a new LCS-AP message) and then included as a new IE in an ATTACH ACCEPT and TRACKING AREA UPDATE ACCEPT message for delivery to suitably subscribed UEs. This procedure breaks how LCS related information and LPP content are handled in current Generic NAS transport messages. 
Using this procedure for key retrieval poses severe constraint as the UE always needs to keep track of T3412 before sending request for the ciphering keys. Further, the UE may have to obtain the new key depending upon the expiry of TAU timer rather than the expiry time of the old key. The constraint can be seen from below text in TS 24.301
[bookmark: _Toc4590888]5.5.3.2.2	Normal and periodic tracking area updating procedure initiation
The UE in state EMM-REGISTERED shall initiate the tracking area updating procedure by sending a TRACKING AREA UPDATE REQUEST message to the MME
b)	when the periodic tracking area updating timer T3412 expires;
For all cases except cases b and zb, if the UE supports ciphered broadcast assistance data and the UE needs to obtain new ciphering keys, the UE shall include the Additional information requested IE with the CipherKey bit set to "ciphering keys for ciphered broadcast assistance data requested" in the TRACKING AREA UPDATE REQUEST message.
For case b, if the UE supports ciphered broadcast assistance data and the remaining validity time for one or more ciphering keys stored at the UE is less than timer T3412, the UE should include the Additional information requested IE with the CipherKey bit set to "ciphering keys for ciphered broadcast assistance data requested" in the TRACKING AREA UPDATE REQUEST message.

[bookmark: _Toc7120345][bookmark: _Toc7122653][bookmark: _Toc7122781][bookmark: _Toc7122888][bookmark: _Toc7123589][bookmark: _Toc7711219][bookmark: _Toc7723798]Using TA procedure is complicated for key retrieval as UE needs to keep track of periodic TAU timer and depending upon that follow different instructions.  The UE may have to obtain the new key depending upon the expiry of TAU timer rather than the expiry time of the old key. On the other hand, MO-LR is a simple request procedure.
Further in NR, UE can be in RRC Inactive state, the UE may just send RNA update rather than TAU. SA2 needs to study if this would impact the key retrieval procedure. Nonetheless, it would be wise to separate the key retrieval procedure from the communication related procedure such as TA/Attach procedures. It may be more desired to configure the key scope for RRC_INACTIVE UE within the context of RNA area rather than the TA.
[bookmark: _Toc7122654][bookmark: _Toc7122782][bookmark: _Toc7122889][bookmark: _Toc7123590][bookmark: _Toc7711220][bookmark: _Toc7723799]SA2 may need to study whether UE in RRC Inactive state and RNA updates would impact the ciphering key retrieval. It may be more desired to configure the key scope for RRC_INACTIVE UE within the context of RNA area rather than the TA.
The reason for not selecting MO-LR in LTE was mainly that it has not been widely adopted. However, a good and clean design for NR positioning would be to basically use this MO-LR procedure. The MO-LR procedure can be used for many other purposes, thus it would be beneficial to use this procedure.
[bookmark: _Toc7041945][bookmark: _Toc7120347][bookmark: _Toc7122655][bookmark: _Toc7122783][bookmark: _Toc7122890][bookmark: _Toc7123591][bookmark: _Toc7711221][bookmark: _Toc7723800]MO-LR procedure has been specified in UMTS for broadcast AD key retrieval. In LTE, the TA/Attach Request procedure for key retrieval breaks how LCS related information are handled in current Generic NAS transport messages. The MO-LR procedure can be used for many other purposes, thus it would be beneficial to use this procedure also for key provisioning.
[bookmark: _Toc7041949][bookmark: _Toc7120350][bookmark: _Toc7122656][bookmark: _Toc7123595][bookmark: _Toc7711222][bookmark: _Toc7723803]RAN2 to send an LS to SA2 to see the feasibility of using MO-LR procedure for key retrieval.


Conclusion
In section 2 we made the following observations:
Observation 1	SA2 can decide the appropriate response message either via LPP or using service response message.
Observation 2	Using TA procedure is complicated for key retrieval as UE needs to keep track of periodic TAU timer and depending upon that follow different instructions.  The UE may have to obtain the new key depending upon the expiry of TAU timer rather than the expiry time of the old key. On the other hand, MO-LR is a simple request procedure.
Observation 3	SA2 may need to study whether UE in RRC Inactive state and RNA updates would impact the ciphering key retrieval. It may be more desired to configure the key scope for RRC_INACTIVE UE within the context of RNA area rather than the TA.
Observation 4	MO-LR procedure has been specified in UMTS for broadcast AD key retrieval. In LTE, the TA/Attach Request procedure for key retrieval breaks how LCS related information are handled in current Generic NAS transport messages. The MO-LR procedure can be used for many other purposes, thus it would be beneficial to use this procedure also for key provisioning.

Based on the discussion in section 2 we propose the following:
Proposal 1	RAN2 to send an LS to SA2 to see the feasibility of using MO-LR procedure for key retrieval.
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