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	Reason for change:
	According to section 5.3.5.4, the UE updates S-KeNB according to section 5.3.10.10 based on an old KeNB. However, the UE should update S-KeNB after updating KeNB in handover with dual connectivity.

5.3.5.4	Reception of an RRCConnectionReconfiguration including the mobilityControlInfo by the UE (handover)
<unrelated part omitted>

1>	if the received RRCConnectionReconfiguration includes the scg-Configuration; or
1>	if the current UE configuration includes one or more split DRBs and the received RRCConnectionReconfiguration includes radioResourceConfigDedicated including drb-ToAddModList:
2>	perform SCG reconfiguration as specified in 5.3.10.10;
1>	if the RRCConnectionReconfiguration message includes the radioResourceConfigDedicated:
2>	perform the radio resource configuration procedure as specified in 5.3.10;
1>	if the keyChangeIndicator received in the securityConfigHO is set to TRUE:
2>	update the KeNB key based on the KASME key taken into use with the latest successful NAS SMC procedure, as specified in TS 33.401 [32];
1>	else:
2>	update the KeNB key based on the current KeNB or the NH, using the nextHopChainingCount value indicated in the securityConfigHO, as specified in TS 33.401 [32];

Note, the UE behaviours on updating S-KeNB as indicated above were introduced by CR2226 in R2-164528. In Release 12 RRC specification v12.17.0, the UE updates S-KeNB after updating KeNB.


	
	

	Summary of change:
	Add a note in 5.3.5.4 to clarify the UE updates S-KeNB after updating KeNB if the UE needs to update the S-KeNB key as specified in 5.3.10.10.

Impact analysis
Impacted functionality: 
Handover with dual connectivity

Inter-operability:
If the network is implemented according to the CR and the UE is not, the UE updates S-KeNB based on an old KeNB instead of the new KeNB in handover with dual connectivity. After the handover, there is a S-KeNB mismatch between the UE and SeNB since the SeNB uses the S-KeNB derived from the new KeNB.

If the UE is implemented according to the CR and the network is not, the network updates S-KeNB based on an old KeNB instead of the new KeNB in handover with dual connectivity. After the handover, there is a S-KeNB mismatch between the UE and SeNB since the UE uses the S-KeNB derived from the new KeNB.


	
	

	Consequences if not approved:
	In handover with dual connectivity, there is a S-KeNB mismatch between the UE and SeNB.
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[bookmark: _Toc535423255]5.3.5.4	Reception of an RRCConnectionReconfiguration including the mobilityControlInfo by the UE (handover)
If the RRCConnectionReconfiguration message includes the mobilityControlInfo and the UE is able to comply with the configuration included in this message, the UE shall:
1>	stop timer T310, if running;
1>	stop timer T312, if running;
1>	start timer T304 with the timer value set to t304, as included in the mobilityControlInfo;
1>	stop timer T370, if running;
1>	if the carrierFreq is included:
2>	consider the target PCell to be one on the frequency indicated by the carrierFreq with a physical cell identity indicated by the targetPhysCellId;
1>	else:
2>	consider the target PCell to be one on the frequency of the source PCell with a physical cell identity indicated by the targetPhysCellId;
1>	start synchronising to the DL of the target PCell;
NOTE 1:	The UE should perform the handover as soon as possible following the reception of the RRC message triggering the handover, which could be before confirming successful reception (HARQ and ARQ) of this message.
1>	if BL UE or UE in CE:
2>	acquire the MasterInformationBlock in the target PCell;
1>	reset MCG MAC and SCG MAC, if configured;
1>	re-establish PDCP for all RBs that are established;
NOTE 2:	The handling of the radio bearers after the successful completion of the PDCP re-establishment, e.g. the re-transmission of unacknowledged PDCP SDUs (as well as the associated status reporting), the handling of the SN and the HFN, is specified in TS 36.323 [8].
1>	re-establish MCG RLC and SCG RLC, if configured, for all RBs that are established;
1>	configure lower layers to consider the SCell(s) other than the PSCell, if configured, to be in deactivated state;
1>	apply the value of the newUE-Identity as the C-RNTI;
1>	if the RRCConnectionReconfiguration message includes the fullConfig:
2>	perform the radio configuration procedure as specified in 5.3.5.8;
1>	configure lower layers in accordance with the received radioResourceConfigCommon;
1>	configure lower layers in accordance with any additional fields, not covered in the previous, if included in the received mobilityControlInfo;
1>	if the received RRCConnectionReconfiguration includes the sCellToReleaseList:
2>	perform SCell release as specified in 5.3.10.3a;
1>	if the received RRCConnectionReconfiguration includes the scg-Configuration; or
1>	if the current UE configuration includes one or more split DRBs and the received RRCConnectionReconfiguration includes radioResourceConfigDedicated including drb-ToAddModList:
2>	perform SCG reconfiguration as specified in 5.3.10.10;
1>	if the RRCConnectionReconfiguration message includes the radioResourceConfigDedicated:
2>	perform the radio resource configuration procedure as specified in 5.3.10;
1>	if the keyChangeIndicator received in the securityConfigHO is set to TRUE:
2>	update the KeNB key based on the KASME key taken into use with the latest successful NAS SMC procedure, as specified in TS 33.401 [32];
1>	else:
2>	update the KeNB key based on the current KeNB or the NH, using the nextHopChainingCount value indicated in the securityConfigHO, as specified in TS 33.401 [32];
NOTE 2a:	If the UE needs to update the S-KeNB key as specified in 5.3.10.10, the UE updates the S-KeNB after updating the KeNB key.
1>	store the nextHopChainingCount value;
1>	if the securityAlgorithmConfig is included in the securityConfigHO:
2>	derive the KRRCint key associated with the integrityProtAlgorithm, as specified in TS 33.401 [32];
2>	if connected as an RN:
3>	derive the KUPint key associated with the integrityProtAlgorithm, as specified in TS 33.401 [32];
2>	derive the KRRCenc key and the KUPenc key associated with the cipheringAlgorithm, as specified in TS 33.401 [32];
1>	else:
2>	derive the KRRCint key associated with the current integrity algorithm, as specified in TS 33.401 [32];
2>	if connected as an RN:
3>	derive the KUPint key associated with the current integrity algorithm, as specified in TS 33.401 [32];
2>	derive the KRRCenc key and the KUPenc key associated with the current ciphering algorithm, as specified in TS 33.401 [32];
1>	configure lower layers to apply the integrity protection algorithm and the KRRCint key, i.e. the integrity protection configuration shall be applied to all subsequent messages received and sent by the UE, including the message used to indicate the successful completion of the procedure;
1>	configure lower layers to apply the ciphering algorithm, the KRRCenc key and the KUPenc key, i.e. the ciphering configuration shall be applied to all subsequent messages received and sent by the UE, including the message used to indicate the successful completion of the procedure;
1>	if connected as an RN:
2>	configure lower layers to apply the integrity protection algorithm and the KUPint key, for current or subsequently established DRBs that are configured to apply integrity protection, if any;
1>	if the received RRCConnectionReconfiguration includes the sCellToAddModList:
2>	perform SCell addition or modification as specified in 5.3.10.3b;
1>	if the received RRCConnectionReconfiguration includes the systemInformationBlockType1Dedicated:
2>	perfom the actions upon reception of the SystemInformationBlockType1 message as specified in 5.2.2.7;
1>	perform the measurement related actions as specified in 5.5.6.1;
1>	if the RRCConnectionReconfiguration message includes the measConfig:
2>	perform the measurement configuration procedure as specified in 5.5.2;
1>	perform the measurement identity autonomous removal as specified in 5.5.2.2a;
1>	release reportProximityConfig and clear any associated proximity status reporting timer;
1>	if the RRCConnectionReconfiguration message includes the otherConfig:
2>	perform the other configuration procedure as specified in 5.3.10.9;
1>	if the RRCConnectionReconfiguration message includes the sl-DiscConfig or sl-CommConfig:
2>	perform the sidelink dedicated configuration procedure as specified in 5.3.10.15;
1>	if the RRCConnectionReconfiguration message includes wlan-OffloadInfo:
2>	perform the dedicated WLAN offload configuration procedure as specified in 5.6.12.2;
1>	release the LWA configuration, if configured, as described in 5.6.14.3;
1>	release the LWIP configuration, if configured, as described in 5.6.17.3;
1>	if the RRCConnectionReconfiguration message includes rclwi-Configuration:
2>	perform the WLAN traffic steering command procedure as specified in 5.6.16.2;
1>	if the RRCConnectionReconfiguration message includes lwa-Configuration:
2>	perform the LWA configuration procedure as specified in 5.6.14.2;
1>	if the RRCConnectionReconfiguration message includes lwip-Configuration:
2>	perform the LWIP reconfiguration procedure as specified in 5.6.17.2;
1>	set the content of RRCConnectionReconfigurationComplete message as follows:
2>	if the UE has radio link failure or handover failure information available in VarRLF-Report and if the RPLMN is included in plmn-IdentityList stored in VarRLF-Report:
3>	include rlf-InfoAvailable;
2>	if the UE has MBSFN logged measurements available for E-UTRA and if the RPLMN is included in plmn-IdentityList stored in VarLogMeasReport and if T330 is not running:
3>	include logMeasAvailableMBSFN;
2>	else if the UE has logged measurements available for E-UTRA and if the RPLMN is included in plmn-IdentityList stored in VarLogMeasReport:
3>	include the logMeasAvailable;
2>	if the UE has connection establishment failure information available in VarConnEstFailReport and if the RPLMN is equal to plmn-Identity stored in VarConnEstFailReport:
3>	include connEstFailInfoAvailable;
1>	submit the RRCConnectionReconfigurationComplete message to lower layers for transmission;
1>	if MAC successfully completes the random access procedure:
2>	stop timer T304;
[bookmark: OLE_LINK108][bookmark: OLE_LINK109]2>	apply the parts of the CQI reporting configuration, the scheduling request configuration and the sounding RS configuration that do not require the UE to know the SFN of the target PCell, if any;
2>	apply the parts of the measurement and the radio resource configuration that require the UE to know the SFN of the target PCell (e.g. measurement gaps, periodic CQI reporting, scheduling request configuration, sounding RS configuration), if any, upon acquiring the SFN of the target PCell;
NOTE 3:	Whenever the UE shall setup or reconfigure a configuration in accordance with a field that is received it applies the new configuration, except for the cases addressed by the above statements.
2>	if the UE is configured to provide IDC indications:
3>	if the UE has transmitted an InDeviceCoexIndication message during the last 1 second preceding reception of the RRCConnectionReconfiguration message including mobilityControlInfo:
4>	initiate transmission of the InDeviceCoexIndication message in accordance with 5.6.9.3;
2>	if the UE is configured to provide power preference indications:
3>	if the UE has transmitted a UEAssistanceInformation message during the last 1 second preceding reception of the RRCConnectionReconfiguration message including mobilityControlInfo:
4>	initiate transmission of the UEAssistanceInformation message in accordance with 5.6.10.3;
2>	if SystemInformationBlockType15 is broadcast by the PCell:
3>	if the UE has transmitted a MBMSInterestIndication message during the last 1 second preceding reception of the RRCConnectionReconfiguration message including mobilityControlInfo:
4>	ensure having a valid version of SystemInformationBlockType15 for the PCell;
4>	determine the set of MBMS frequencies of interest in accordance with 5.8.5.3;
4>	determine the set of MBMS services of interest in accordance with 5.8.5.3a;
4>	initiate transmission of the MBMSInterestIndication message in accordance with 5.8.5.4;
2>	if SystemInformationBlockType18 is broadcast by the target PCell; and the UE transmitted a SidelinkUEInformation message indicating a change of sidelink communication related parameters relevant in target PCell (i.e. change of commRxInterestedFreq or commTxResourceReq, commTxResourceReqUC if SystemInformationBlockType18 includes commTxResourceUC-ReqAllowed or commTxResourceInfoReqRelay if PCell broadcasts SystemInformationBlockType19 including discConfigRelay) during the last 1 second preceding reception of the RRCConnectionReconfiguration message including mobilityControlInfo; or
2>	if SystemInformationBlockType19 is broadcast by the target PCell; and the UE transmitted a SidelinkUEInformation message indicating a change of sidelink discovery related parameters relevant in target PCell (i.e. change of discRxInterest or discTxResourceReq, discTxResourceReqPS if SystemInformationBlockType19 includes discConfigPS or discRxGapReq or discTxGapReq if the UE is configured with gapRequestsAllowedDedicated set to true or if the UE is not configured with gapRequestsAllowedDedicated and SystemInformationBlockType19 includes gapRequestsAllowedCommon) during the last 1 second preceding reception of the RRCConnectionReconfiguration message including mobilityControlInfo:
3>	initiate transmission of the SidelinkUEInformation message in accordance with 5.10.2.3;
2>	the procedure ends;
NOTE 4:	The UE is not required to determine the SFN of the target PCell by acquiring system information from that cell before performing RACH access in the target PCell, except for BL UEs or UEs in CE.

