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1 Introduction
In the last meeting, RAN2 had a small discussion on the protection of BAP header. In general, the security aspects are studied in SA3 working group. SA3 have been studying the security protection solutions for IAB, e.g. PDCP based solution, IPSec based solution, and so on. In RAN2, the design of BAP layer would be discussed in earnest and thus the protection of BAP header need to be discussed together and to be consulted with SA3. In this contribution, we share our views on this.
2 Discussion
In the last meeting, RAN2 started to discuss the details of BAP layer, e.g. modeling, user plane aspects, routing, bearer mapping, and so forth. Based on the decision about the functionalities, the BAP header would be designed to support them accordingly. According to TR [1], the possible candidates for BAP header field are as follows:
-
UE-bearer-specific Id;
-
UE-specific Id;
-
Route Id, IAB-node or IAB-donor address;
-
QoS information;
-
Potentially other information.
It seems obvious to have the routing functionality in BAP layer since the main role thereof would be the routing in wireless backhaul network and to have the corresponding fields in BAP header. If BAP header is not protected, a compromised intermediate node can redirect the traffic and mount DOS (Denial of Service) attack, which may cause the security issue in the wireless backhaul network. 

Observation 1. The BAP header needs to be protected.
To secure the F1 interface, PDCP based security protection and IPSec based security protection would be foreseen to be studied. However, the intention of these solutions is not for hop-by-hop security but for the end-to-end security. The protection of BAP header should be done per each hop to resolve the security issues. We need to note that PDCP based solution can handle the protection of BAP header, i.e. the PDCP layer can be placed behind the BAP layer to protect BAP header.

Observation 2. IPSec based solution cannot handle the protection of BAP header in hop-by-hop manner but PDCP based solution can do it.  
In general, the security protection can be done by ciphering or integrity protection. The purpose of ciphering is to maintain the confidentiality of messages between a sender and a receiver. As of today, SA3 understanding is that the data is ciphered for LTE and also for NR. Moreover, it is well-known that the ciphering requires the processing burden and thereby the ciphering of BAP header would increase the complexity of IAB node. We need to note that there is no header to be ciphered in L2 protocol, i.e. MAC/RLC/PDCP/SDAP headers are not ciphered.
Observation 3. There is no security requirement to cipher BAP header. 

For the integrity protection, we can refer to PDCP operation as a baseline. If integrity protection is configured, the transmitter computes the value of the MAC-I field and attaches it to the end of PDCP SDU. In the receiver, the integrity of the PDCP Data PDU by calculating the X-MAC is verified. If the calculated X-MAC corresponds to the received MAC-I, integrity protection is verified successfully. Otherwise, the integrity verification failure is reported. Such authentication code can be attached to the end of data or can be included in the header. If the integrity failure happens, e.g. due to the attack, then the attack can be avoided by discarding the data.
Observation 4. The integrity protection and verification on BAP header is enough to resolve the security issues.

In our view, the IAB mode would play a role like a sort of relay in wireless backhaul network, which would not intend to do heavy processing. To protect BAP header, several solutions could be discussed, e.g. placing PDCP layer behind BAP layer or introducing the security protection functionality to BAP layer. However, in any cases, we prefer to have a light functionality in IAB node, i.e. only integrity protection. 
Proposal 1. The BAP PDU (i.e. header and payload) should be only integrity protected (with SA3 confirmation).
We expect that SA3 proceed to study the security solutions for IAB and any security issues on BAP header and thus we can wait for SA3 progress. However, we prefer to send a LS to SA3 [2][3] to proceed RAN2 discussion further. 
3 Conclusion

In this contribution, we provide our view on the protection of BAP header to discuss the following proposal:
Proposal. The BAP PDU (i.e. header and payload) should be only integrity protected (with SA3 confirmation).
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