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Discussion
For Rel-16 UE capability signaling optimization, it’s been agreed that UE capability ID must be transferred after AS layer security is activated, i.e. after the security mode command procedure. However, we examine the existing RRC specification, there seems no requirement that UE capability enquiry procedure.
· In section 5.6.1.2 in 38.331, it does not mention “the UE shall initiate this procedure only after successful security activation”.
· In Annex B in 38.331, the following table also suggests security may not be required for this procedure.
	Message
	P
(Messages that can be sent (unprotected) prior to security activation)
	A-I
	A-C

	UECapabilityEnquiry
	+
	-
	-

	UECapabilityInformation
	+
	-
	-



The following call flow reflects a typical UE registration procedure with UE capability enquiry where the UE capability information can be sent before AS SMC.

Observation 1: the existing specification does not require security activation before UE capability transfer.

In our understanding, it would be contractionary if the UE capability ID requires security activation but the UE capability information itself does not. Therefore, the specification needs to be updated to mandate security activation for UECapabilityEnquiry and UECapabilityInformation. That is, messages 9 and 10 in figure 1 shall happen after message box 12.

Proposal 1: UECapabilityEnquiry and UECapabilityInformation can only be transferred after AS layer security activation.




Figure 1: A typical UE registration procedure with UE capability enquiry.

Conclusion and proposals
This document discussed a potential conflict on security activation regarding UE capability information transfer. We have the following observation and proposal:
Observation 1: the existing specification does not require security activation before UE capability transfer.

Proposal 1: UECapabilityEnquiry and UECapabilityInformation can only be transferred after AS layer security activation.
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