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1 Introduction
In last two meetings of RAN2, some agreements on adaptation layer in IAB were achieved as below [1, 2]:
RAN2 confirms that routing and bearer mapping (e.g. mapping of BH RLC channels) are adaptation layer functions.
R2 assumes that Tx part of adaptation layer performs routing and “bearer mapping”, Rx part of adaptation layer performs “bearer demapping”.
The name of the “adapt” is “Backhaul Adaptation Protocol” “BAP”.
“Destination IAB node/IAB donor-DU address” and “Specific path identifier” (carried in the BAP) are considered as candidate for routing identifier for routing at an adaptation layer. Addition required information for routing is FFS.
In this contribution, we mainly discuss whether security is needed for BAP header. 
2 [bookmark: OLE_LINK16][bookmark: OLE_LINK17]Discussion
[bookmark: OLE_LINK941][bookmark: OLE_LINK942]From the perspective of IAB protocol stack, the BAP layer is above the RLC layer. Based on the RAN2 agreements referenced in the introduction, it can see that at least a routing identifier needs to be carried by the BAP header. Therefore, whether security is needed for BAP header needs to be discussed. 
NR security mechanism
In NR, the security function is only located in PDCP layer, and no security protection is supported below the PDCP layer, e.g. MAC CE. Similarly, the PDCP layer is also above the BAP layer in IAB. Therefore, it seems that there is no need to protect the BAP header. 
Observation 1: Similar to NR security mechanism, there is no need to protect the BAP header since the BAP layer is under the PDCP layer. 
Complexity and cost 
Currently, the BAP layer is above the RLC layer, it is infeasible to change the protocol stack to support the security of BAP layer, e.g. to introduce a PDCP layer or IPsec layer under the BAP layer. Therefore, the security function can only be introduced in the BAP layer itself, if this function is needed. 
In order to protect the header of the BAP layer, it would be necessary for the BAP layer to introduce a sequence number, support the derivation of a security key, and support the key refresh function, etc., all of which would increase the complexity and cost of the IAB node directly.
Observation 2: The introduction of security in BAP layer will increase the complexity and cost of the IAB node. 
Consequences of not securing the BAP header
If the BAP header is not security protected, an attacker may tamper with the routing identifier carried in the BAP header, causing a UE’s packet to be routed to another destination node. However, the UE’s packet is E2E protected by the PDCP layer. Therefore, the other destination node would be unable to parse the UE packet even if it receives this packet. Therefore, no additional security risks are introduced even if the BAP header does not have security protection, except for possible loss of packets and the waste of transmission resources. 
Observation 3: No additional security risks are introduced even if the BAP header does not support security protection, except for the potential loss of packets and the waste of transmission resources.
Based on the above analysis, from RAN2 point of view, there is no need to introduce any ciphering and integrity protection functions to the BAP header. Of course the final decision should be pending on further analyses by SA3. Therefore, we have the following proposal:
Proposal 1: Neither ciphering nor integrity protection is needed for the BAP header in IAB, unless some issues are identified by SA3. 
3 Conclusion
[bookmark: OLE_LINK95][bookmark: OLE_LINK96]This paper mainly discusses whether the security is needed for BAP header. Based on the above discussion, we have the following observations and proposals:
Observation 1: Similar to NR security mechanism, there is no need to protect the BAP header since the BAP layer is under the PDCP layer. 
Observation 2: The introduction of security in BAP layer will increase the complexity and cost of the IAB node. 
Observation 3: No additional security risks are introduced even if the BAP header does not support security protection, except for the potential loss of packets and the waste of transmission resources.
Proposal 1: Neither ciphering nor integrity protection is needed for the BAP header in IAB, unless some issues are identified by SA3. 
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