[bookmark: _Toc193024528][bookmark: _Ref452454252][bookmark: _GoBack]3GPP TSG-RAN WG2#106 	  R2-1906061
Reno, US, 13th -  17th May, 2019	                                          

[bookmark: Source]Agenda Item:	11.1.2
Source: 	Huawei, HiSilicon 
Title: 		IAB security aspects
[bookmark: DocumentFor]Document for:		Discussion and Decision
1 Introduction
In Rel-15 IAB SI, the topic on IAB security has been discussed, but there is no conclusion yet. 
In this contribution, we mainly discuss the F1-U protection in IAB.
2 [bookmark: OLE_LINK16][bookmark: OLE_LINK17]Discussion
[bookmark: OLE_LINK941][bookmark: OLE_LINK942]As described in [1], F1*-U can be security protected via PDCP or IPsec. Figure 1 shows a protocol stack example where F1*-U is protected via PDCP, and Figure 2 shows a protocol stack example where F1*-U is protected via IPsec.


Figure 1 Protocol stack example for PDCP-based security protection of F1*-U


Figure 2 Protocol stack example for IPsec-based security protection of F1*-U
F1*-U between the access IAB node and IAB donor CU-UP includes two parts: the header and the payload. 
The payload of F1*-U is mainly UE UP traffic, and a peer-to-peer PDCP layer already exists between UE and IAB donor CU-UP. However, according to TS 33.501 UP integrity protection and UP encryption in PDCP layer is optional to use. 
If UP integrity protection in PDCP layer is enabled between UE and IAB donor CU-UP, the receiver can check whether the received UE packet is attacked by an attacker through MAC-I carried in UE packet. Thus all security requirements for UE UP traffic in IAB architecture would be met. 
Observation 1: When PDCP UP integrity protection is enabled and used between the UE and IAB donor CU-UP, all F1*-U interface security requirements are met and no additional security solution is required to protect F1*-U.
If the UP integrity protection, or both the UP integrity and UP encryption in the PDCP layer are disabled between UE and IAB donor CU-UP, that means the UE traffic is transmitted over the access link without being protected. From the perspective of the deployment, the Uu link is more vulnerable to be attacked, compared to the links between IAB nodes as well as the links between IAB node and IAB donor. Therefore, in this case, even if F1*-U supports security protection, it will not help to keep UE traffic from being attacked at the access link. That is to say, from an end-to-end perspective between UE and the IAB donor CU-UP, the safety of F1*-U provides no additional help for UE traffic security.
Observation 2: From the perspective of the deployment, the Uu link is more vulnerable to be attacked, compared to the links between IAB nodes as well as the links between IAB node and IAB donor. In other words, F1*-U does not introduce new security vulnerabilities or threats in addition to what already possible on Uu.
Observation 3: If the UP integrity protection or both the UP integrity and UP encryption in PDCP layer is disabled between UE and IAB donor CU-UP, protecting F1*-U with additional security measures does not eliminate the already possible security attacks on the UE traffic over access link.
The F1*-U header mainly contains GTP-U TEID, which is used to identify a UE bearer and enable the access IAB-node to map the UE bearer to the correct RLC link on the wireless BH or on Uu interface. In order to help the IAB donor DU perform the downlink bearer mapping, the GTP-U TEID needs to be visible to the IAB donor DU. However, if the F1*-U header is not security protected, the attacker may tamper with the GTP-U TEID carried in the F1*-U, which could cause the UE packet to be forwarded to another UE or another DRB for the same UE. Considering that the UE packet is E2E protected by the PDCP layer, another UE would be unable to parse the received UE packet. Therefore, no additional security risks are introduced even if the F1*-U header itself does not have security protection, except for the possible loss of packets and the waste of transmission resources.
Based on the above analysis, we propose that: 
Proposal 1: No integrity protection and encryption protection is required for F1*-U between the access IAB node DU and IAB donor CU-UP.
Proposal 2: To ask SA3 to confirm no additional security solution is required to protect F1*-U.
3 Conclusion
[bookmark: OLE_LINK95][bookmark: OLE_LINK96]This paper mainly discusses the F1-U protection in IAB. Based on the above discussion, we have the following observation and proposals:
Observation 1: When PDCP UP integrity protection is enabled and used between the UE and IAB donor CU-UP, all F1*-U interface security requirements are met and no additional security solution is required to protect F1*-U.
Observation 2: From the perspective of the deployment, the Uu link is more vulnerable to be attacked, compared to the links between IAB nodes as well as the links between IAB node and IAB donor. In other words, F1*-U does not introduce new security vulnerabilities or threats in addition to what already possible on Uu.
Observation 3: If the UP integrity protection or both the UP integrity and UP encryption in PDCP layer is disabled between UE and IAB donor CU-UP, protecting F1*-U with additional security measures does not eliminate the already possible security attacks on the UE traffic over access link.
Proposal 1: No integrity protection and encryption protection is required for F1*-U between the access IAB node DU and IAB donor CU-UP.
Proposal 2: To ask SA3 to confirm no additional security solution is required to protect F1*-U.
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