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Introduction
Online discussion:
R2-1903956	NAS handling error of nas-Container for security key derivation	Intel Corporation	CR	Rel-15	38.331	15.5.0	0993	-	F	NR_newRAT-Core
-	Ericsson think the current text can also apply to the NAS container as well. LG have the same understanding as Ericsson.
-	Samsung think the outcome if the same as if the keys are different then it will lead to a re-establishment. 
-	Intel think the difference in this case is that in this case the RRC procedure needs to wait for the NAS check. In other cases of embedded NAS message the UE doesn’t wait. Ericsson think LTE also have a NAS security container.
-	Huawei think the error will anyway cause a re-establishment. Nokia think it would be better not wait for the normal successful cases.
-	Qualcomm have some sympathy as the MAC check is not like some consistent checking but actually a security requirement.
-	ZTE think it can be left to NAS. The RRC procedure might be successful and then if there is an error in NAS some action from NAS would be needed.
=>	Offline discussion to check SA3 and CT1 specs to determine whether RRC Handover is allowed to be successful or not when the MAC check fails. Can also check if this affects inter system handover from S1 to N1 mode. (Offline discussion 24, Intel)

Discussion
Offline discussion among some companies, led to the following initial observations :
1) NAS behaviour seems to be to discard the NAS message on security error in NAS container.  This will result in wrong keys at RRC.  Further exchange of RRC messages will not be possible other than RRC reestablishment due to failure of encryption and integrity protection from use of wrong key.  It will not be possible for the network to initiate a connection release.
2) It is not certain if RRC reestablishment can always succeed after the NAS keys have changed; though network can trigger Fallback if RRC reestablishment fails.
3) NAS recovery (where UE NAS autonomously goes to IDLE and starts a new connection) is another possible recovery option from this error that is simple and certain to succeed.
4) NAS security failure should be very rare; optimisations are not considered necessary.
5) It is not clear if NAS has other mechanisms to handle security failure.
6) Same situation as above is also applicable for inter-RAT  HO.
Based on these observations, it is proposed:
Proposal: Send LS to CT1 and SA3 to ask:
1) Will RRC reestablishment succeed after a MAC error of the NAS security container?
2) Is there a recovery procedure defined at NAS layer to handle a security failure of the NAS security container?
3) Would a NAS recovery (where UE NAS autonomously goes to IDLE and starts a new connection) be an acceptable solution to recovery after security failure of the NAS security container?

Companies are invited to comment on the above observations and proposal.
	Company
	Comments

	MediaTek
	In our view the LS could be sent to CT1 (Cc: SA3), asking them to handle the failure at NAS layer.  We aren’t sure we need to ask question 1.

The reasoning is that the security failure represents some problem at NAS that should be corrected, and it’s not clear that just re-establishing the RRC connection will correct the underlying problem—rather the failure should be indicated to some appropriate upper-layer entity to start a corrective procedure, and the details of how this should work are in CT1 rather than RAN2 remit.

	Ericsson
	Regarding question 1, it is possible that re-establishment will succeed if the selected cell has an Xn interface to the source cell. Otherwise it will likely fail. But since this is not really clear it is fine to include this question.

Questions 2 and 3 are also ok.

	LG
	I haven’t seen UE behaviour for security error in NAS layer while the network is specified for that. It may be very rare. Re-establishment procedure may not resolve it if this is NAS layer problem but Not sure interaction between gNB ad AMF during re-establishment. Thus, we are fine to send the LS to other WGs. At least CT1 and SA3 should be included and RAN3 or SA2 may be included. 




Conclusion

Proposal #1: RAN2 understands that reestablishment and NAS recovery are possible solutions for recovery after a security failure of the NAS security container.
Proposal #2: Send LS to CT1 and Cc: SA3 to ask:
Is there a recovery procedure defined at NAS layer to handle a security failure of the NAS security container?  Will NAS recovery be used?  


