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1 Introduction

In RAN2#105 meeting, some security aspects were discussed but not concluded as follows:
	R2-1901418
Security aspects and considerations for IAB
Nokia, Nokia Shanghai Bell
discussion
Rel-16
NR_IAB-Core
· Noted

R2-1901067
Security framework for the NR integrated access backhaul
Samsung
discussion
Rel-16
NR_IAB-Core
· Noted

R2-1901801
Security protection of F1 over wireless backhaul
Futurewei Technologies
discussion
Rel-16

· Noted

R2-1901385
IAB node authentication and authorization
Ericsson
discussion
Rel-15
NR_IAB-Core

· Noted


The main discussion was about security option, i.e. PDCP-based security or IPsec-based security. 
2 Discussion
2.1 WID compliant PDCP-based Security

Some concerns have been raised by a couple of companies about PDCP-based security solutions and their compliance with IAB WID [1]. More specifically, the argument was that IP is specified as the next protocol layer of the adaptation layer. However, we do not think this is the correct interpretation. The following box shows the related parts of objectives in the WID: 
	· Specification of possible enhancements to E1, F1 and X2/Xn interfaces [RAN3-led, RAN2]:

· On F1: 

· security protection over the wireless backhaul links.

· setting up and reconfiguring IAB-nodes and IAB-donor DUs

· On X2 and Xn, necessary functions to enable DC operation with IAB. 

· On E1, configuration of necessary IAB-specific transport and/or security protection of F1-U. 

· Specification of enhancements to L2 wireless transport [RAN2-led, RAN3]:

· Specification of an adaptation layer above RLC layer. The adaptation layer supports routing across the wireless backhaul and IP as next protocol layer. 

· Extension of LCID space and potentially LCG space to support one-to-one mapping of UE bearers to BH RLC channels. The extension of LCID space and LCG space is applicable only to IAB-nodes.

· Specification of a flow control mechanism (for DL and, if necessary, for UL) to handle congestion. 

· Specification of mechanisms to enable lossless delivery in hop-by-hop ARQ.


-      Looking at the WID, especially yellow highlighted text, security protection of F1-U is included as an objective. The WID does not mention anything about specific security mechanism, e.g. PDCP or IPSec. Thus, we/3GPP need to decide the best security mechanism for IAB. 

-      The green highlighted text gives a hint on IAB protocol stack. It seems that routing and IP is the next protocol layer of the adaptation layer. It is a bit unclear whether security (sub-)layer for a specific security mechanism can be located between them. In our understanding, the green highlighted text refers to the protocol stack without security consideration. It does not mention that PDCP-based security is excluded. 

Observation 1. PDCP-based security is WID compliant.
2.2 Pros and Cons

In the last RAN2 and RAN3 meetings in Athens, some papers [2-3] provided analysis for comparison of PDCP-based security and IPsec-based security. Referring to them, we have the following view on PDCP-based security and IPsec-based security.
· Overhead:  PDCP-based security requires PDCP header whose size is 7 bytes (assuming 3-byte sequence number for high data rate and 4-byte MAC-I field). In contrast, IPsec requires IP protocol which has more overhead. Assuming Authentication Header (AH) with Security Parameter Index (SPI), Sequence Number (SN), and 8-byte Integrity Check Value, the header overhead is at least 20 bytes. 
· RB control and flexibility: PDCP can be configured for each radio bearer at the establishment of the bearer. Also, PDCP security protection does not have any interaction with other adjacent layer, e.g. IP protocol. For flexibility and future extension, PDCP-based security seems better.
· Protection of ADAP: IPSec-based solution cannot handle the protection of ADAP header in hop-by-hop manner (if SA3 specifies such requirement) but PDCP-like solution which can add some kind of authentication token for peer-to-peer integrity protection to protect ADAP header [4].

Observation 2. PDCP-based security and IPsec-based security provides same level of end-to-end security but PDCP-based security has many advantages in terms of lower overhead, flexibility to control security at DRB level and protection of ADAP header.
Therefore, we see that PDCP-based security is within the scope and has advantage. So we propose to use PDCP-based security.
Proposal 1a: Same security mechanism to be applied for end-to-end security and hop-by-hop security.

Proposal 1b: RAN2 adopts PDCP-based security mechanism for end-to-end security.

Proposal 1c: IPSec-based security is not supported for end-to-end security in Rel-16
2.3 Relation with SA3 Discussion
During the SA3#94 meeting a new SI was created that aims to study and develop further security solutions for the IAB networks [5], with the final approval date of September 2019. SA3 has discussed two potential solutions to address a problem of protecting F1 packet headers and decided to instantiate an SI to study and compare these options. However, regardless of the outcome of SA3 discussion, it can be assumed that most of the RAN procedures and solutions will work with both PDCP-based security and IPSec-based security, because they reside above the adaptation layer. Even if SA3 identifies a flaw or threat in RAN2 protocol design, then it is within SA3’s remit to address this. If there are multiple alternatives for an issue, and the solutions are impacting the RAN2 procedures and/or protocols, then to select a solution, SA3 will in any case consult with RAN2 to decide. If alternatives are completely within the scope of SA3 (for example, cryptographic algorithms to be supported in IAB node), then SA3 will decide without consulting other working groups
Proposal 2. RAN2 devises the corresponding RAN level procedures and solutions without an assumption for a particular security mechanism to protect F1 headers.

3 Conclusion

Based on the above, RAN2 is requested to discuss and capture the following proposals:
Proposal 1a: Same security mechanism to be applied for end-to-end security and hop-by-hop security.

Proposal 1b: RAN2 adopt PDCP based security mechanism for end-to-end security.

Proposal 1c: IPSec based security is not supported for end-to-end security in Rel-16
Proposal 2. RAN2 devises the corresponding RAN level procedures and solutions without an assumption for a particular security mechanism to protect F1 headers.
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