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1 Introduction
In NR, integrity protection can be configured to DRB as well as SRB unlike LTE. For industrial IoT (IIoT) scenario, the integrity protection would be useful given that the erroneous PDCP SDU will not be delivered to upper layer upon the failure of integrity verification. 
In this contribution, we share our view on whether integrity verification failure handling is needed or not.
2  Discussion
If integrity protection is configured, the transmitter computes the value of the MAC-I field and attaches it to the end of PDCP SDU. In the receiver, the integrity of the PDCP Data PDU by calculating the X-MAC is verified. If the calculated X-MAC corresponds to the received MAC-I, integrity protection is verified successfully. Otherwise, the integrity verification failure is reported. 
In NR, the UE reports it to upper layer if the integrity verification failure happens, and discards the PDCP PDU for which the failure happens. For industrial IoT scenarios, one can argue that this discard may cause data loss and degrade the reliability. In addition to this, one can argue that the window will not move forward until the expiry of PDCP reordering timer, i.e. reordering delay.

Observation 1. The received PDCP PDU is discarded if the integrity verification failure thereof happens, which may cause data loss and reordering delay. 

The reason why causes the integrity verification failure might be either a protocol error or an attack from an intruder. The attack can be avoided by discarding the data. For the protocol error, it would happen in the case of CRC check false alarm since the MAC layer will not deliver the data to the upper layer, for which CRC check failure happens. In principle, the probability of CRC check false alarm is about 10^(-8) in NR, i.e. it is a very rare case. Therefore, we don't need to care about this. 

Observation 2. For normal PDCP PDUs, the integrity verification failure would be very rare.

In general, the purpose of integrity protection is for security, e.g. to defend against the attack from anonymous users. The unintended PDCP PDUs should be discarded to prevent unexpected attack. In this reason, there is no integrity verification handling for DRBs in NR, e.g. data recovery. Even for industrial IoT scenarios, the data recovery would not be the scope of further study to handle a very rare case.
Proposal. RAN2 should not study a new mechanism to handle the integrity verification failure for IIoT. 
3 Conclusion

In this contribution, we provide our view on whether integrity verification failure handling is needed or not to discuss the following proposal:
Proposal. RAN2 should not study a new mechanism to handle the integrity verification failure for IIoT. 
