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Introduction

During RAN2#105 meetings, user plane protocol stack with security protection has been discussed and it was found that “it is hard for the IAB donor DU to detect the UE bearer info of the associated data packet” when GTP header is security protected. In this contribution, we will further discuss the potential solutions for the bearer identification problem.  
Discussion

2.1 Solution 1: Bearer identification by IPv6 flow label and DSCP
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Figure-1: An example of bearer identification by IPv6 flow label and DSCP
An example of bearer identification by IPv6 flow label and DSCP is shown in Fig.1. In this example, each IAB node holds an IP address, and a native F1*-U  is established end-to-end, i.e. between the DU at the access IAB node and CU-UP at the IAB donor. Right above IP layer, an IPSec function could exist for end-to-end security protection of F1*-U. For UL traffic, since IPSec functions is located at the access IAB node who knows which bearer an encrypted IP packet belongs to, it could initiate the corresponding Adapt-layer processing easily. However for DL traffic, IPSec function is located at donor CU-UP. The donor DU could not know the UE bearer info of an encrypted IP packet, hence it cause trouble for the corresponding Adapt-layer processing, for example bearer mapping. 

In Fig.1, a solution by IPv6 flow label and DSCP is shown, where a different DL bearer may be differentiated by filling a different IPv6 flow label and DSCP value in IPv6 header at Donor CU-UP. Because  IPv6 flow label and DSCP value would not be encrypted, Donor DU could read it and recognize the potential UE bearer of an encrypted IP packet. The mapping between bearer and IPv6 flow label and DSCP value could be specified at donor CU-UP and notified to donor DU in advance. 

However, the total size of IPv6 flow label and DSCP in IPv6 header is only 28 bits. In comparison, the TEID in GTP-U header representing different UE bearers has 32 bit. That is, the IPv6 flow label and DSCP may not have large-enough space to identify each UE bearer. Second, although flow label and DSCP could be used to identify the UE bearer, it does not work for IPv4. Therefore, bearer identification by IPv6 flow label and DSCP is not an ideal solution. 
Observation 1: Bearer identification by IPv6 flow label and DSCP would not work for IPv4, and the size of flow label and DSCP  may not big enough to identify each UE bearer. 
2.2 Solution 2: Bearer identification by an extra GTP tunnel
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Figure-2: An example of bearer identification by the header of extra GTP tunnel
An example of bearer identification by an extra GTP tunnel is shown in Fig.2, where there is another GTP-U tunnel (shown in green) under the upper GTP-U tunnel (shown in yellow) between the DU at IAB node and donor CU-CP. The new GTP tunnel is between donor DU and donor CU-UP, with a different TEID value for each UE bearer. When donor DU receive the DL packet, it would decrypt the lower GTP tunnel and read the TEID in the lower GTP-U header. In this method, donor DU could get the UE bearer information for each DL packet and initiate the corresponding Adapt-layer processing. However, the extra GTP-U tunnel would also generate more overhead for each packet. 

 Observation 2: Bearer identification by an extra GTP tunnel would generate more overhead. 
2.3 Solution 3: Bearer identification after decryption at donor DU
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Figure-3: An example of bearer identification after decryption at donor DU 
Another potential solution to identify a UE bearer at donor DU could be bearer identification after decryption at donor DU. As shown in the figure 3, donor DU could decrypt the IPSec-protected DL packet at first and read the TEID (i.e. bearer identification) in the GTP-U header. After that, the IP packet could be encrypted a second time by IPSec function at donor DU before being further processed by Adapt layer. In this method, there are in fact two IPSec tunnels. One is between donor CU-UP and donor DU, and the other is between donor DU and the destination access IAB node. Compared with the solution shown in Figure 2, such a bearer identification method after decryption at donor DU would not generate more overhead since there’s only one layer of GTP-U tunnel between  donor CU-UP and the destination access IAB node. 

Observation 3: UE bearer identification after decryption at donor DU could minimize the overhead since there’s only one layer GTP-U tunnel. 
Proposal 1: It is suggested for donor DU to identify a UE bearer by decrypting the DL IP packet, then reading the TEID in the GTP-U tunnel and finally encrypting the DL IP packet again before transmitting it to the next hop IAB node. 
Conclusion

In this contribution, we have a further discussion on the bearer identification problem when GTP header is security protected. And we have the following observations and proposals:

Observation 1: Bearer identification by IPv6 flow label and DSCP would not work for IPv4, and the size of flow label and DSCP  may not big enough to identify each UE bearer. 
 Observation 2: Bearer identification by an extra GTP tunnel would generate more overhead. 
Observation 3: UE bearer identification after decryption at donor DU could minimize the overhead since there’s only one layer GTP-U tunnel. 
Proposal 1: It is suggested for donor DU to identify a UE bearer by decrypting the DL IP packet, then reading the TEID in the GTP-U tunnel and finally encrypting the DL IP packet again before transmitting it to the next hop IAB node. 
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