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1 Introduction
One of the objectives of the R16 WI of DC and CA enhancement [1] is to support fast MCG recovery. 
	1. Fast recovery: Support fast recovery of MCG link e.g. by utilizing the SCG link and split SRBs for recovery during MCG failure while operating under MR-DC. [RAN2, RAN3]
· This objective applies to MR-DC and NR-NR DC


In this contribution, we discuss on the UP handling during fast MCG recovery, and list the issue and potential solution.
2 Discussion
In LTE, upon detecting RLF, upon reconfiguration failure, upon HO failure and upon integrity check failure, the UE initiates the RRC connection reestablishment procedure which starts with a cell selection. In R15 MR-DC, upon detecting SCG failure, the UE suspends SCG data transmission and reports SCG failure via RRC signalling on SRB1 and the network can handle the SCG failure by SN release, SN change, or SN reconfiguration. In the case of MCG failure without SCG failure, a similar failure handling method can be used. In addition, during the MCG failure recovery, how to handle the UP, e.g. whether to suspend data transmission on MCG link, should be discussed. Since the goal of fast MCG failure is to avoid data transmission interruption, MCG link suspension should be avoided.
In [3], we discuss the control plane signalling procedure to report MCG failure to network via split SRB1 or SRB3 and we assume that the MN can recover the MCG link by reconfiguration using the same PCell if the link quality is still good, or intra MN inter-cell HO/inter-MN HO if the MCG link quality is not good enough. In LTE and NR, the failures that trigger RRC connection reestablishment include RLF, HO failure, reconfiguration failure and IP check failure. In case of HO failure (e.g. too early HO), reconfiguration failure and IP check failure, the current MCG link quantity is supposed to be good, when the current MCG should be maintained and recovered by reconfiguration. However, in consideration of security, the case of IP check failure should be recovered with key update. In case of RLF and HO failure (e.g. too late HO), the current MCG link quantity is supposed to be bad, when the UE should be HO to another cell during which the key should be updated. 
Observation: In case of fast MCG recovery due to IP check failure, RLF and HO failure, the MN could perform MCC reconfiguration or HO to another cell, with key updated.
In order to keep service continuity, the SCG link data transmission should be maintained normally, in case of updated secondary key used after MCG recovery, the security confusion issue happens. However, this issue is not new. In LTE LWA, handover without MT change procedure is supported during which MT is maintained during HO, and after HO the new key is used. In order to solve the security confusion after HO, PDCP Control PDU for LWA end-marker packet is specified in LTE. According to TS36.323, when upper layers request a PDCP re-establishment for a LWA bearer mapped on RLC AM where LWA configuration is retained with the same WT (handoverWithoutWT-Change, see TS 36.331 [3]), the UE shall:

-
For UL, compile a LWA end-marker PDCP Control PDU by setting the LSN field to the PDCP SN of the last PDCP Data PDU for which the PDCP SN has been associated, and submit it to lower layers as the next PDCP PDU for the transmission after the PDCP Data PDU corresponding to LSN has been submitted to lower layer. 
-
For DL, after the LWA end-marker PDCP Control PDU is received, the UE shall start using the key provided by upper layers during the re-establishment procedure for the deciphering of the data part of downlink PDCP PDUs with associated COUNT values above the COUNT value corresponding to LSN.
Since there has been already a mature solution for security confusion issue for handover without MT change, the same solution should be used for MCG recovery without SN change when key is updated (e.g. inter-cell handover for MCG), to save standardization effort.

Proposal: In case of updated key used after MCG recovery with SN link data transmission maintained, an end-marker PDCP Control PDU indicates the last PDCP Data PDU using old key (same solution like for LWA handover without MT change). 
3 Conclusion

In this contribution, we discuss on the UP handling during fast MCG recovery, and list the issue and potential solution, and have the following observations and proposals:

Observation: In case of fast MCG recovery due to IP check failure, RLF and HO failure, the MN could perform MCC reconfiguration or HO to another cell, with key updated.
Proposal: In case of updated key used after MCG recovery with SN link data transmission maintained, an end-marker PDCP Control PDU indicates the last PDCP Data PDU using old key (same solution like for LWA handover without MT change).
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