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Introduction
During the SI phase, an LS from SA3 [1] was received indicating that a Capability ID cannot be sent without security protection (integrity protection and ciphering). SA3 states in their LS response: 
“SA3’s conclusion is that the UE Capability ID shall be sent ciphered and integrity protected.”

In TR 37.873 [2], the RAN2 TR from the SI phase, it is concluded that:

“Based on the study, RAN2 recommends that UE capability Identity transfer via NAS signalling, in section 6.1.1.2.2, is introduced in the normative phase. In addition, UE capability ID in UECapabilityInformation message should also be supported (only after AS security is activated). “
[bookmark: _Ref178064866]This contribution address how the requirement on transmitting the Capability ID security-protected (integrity-protected and ciphered) is introduced in the RRC specifications.
Discussion
In TS 38.331, it seems that it is possible to execute the UECapabilityEnquiry/UECapabilityInformation message exchange with or without security activated. Annex B is, even though it is informative, suggest that the UECapabilityEnquiry/Information transfer can occur both before and after security is activated, but once security is activated the exchange should be both integrity-protected and ciphered.

[bookmark: _Hlk3883056]With the addition of the Capability ID in UECapabilityInformation message, there is a need to put additional conditions on that this ID cannot be included without security being activated. There are a couple of ways to introduce this condition. 

1. Simply state in connection to the message description of UECapabilityInformation that the capability ID field can only be included if the message is integrity-protected and ciphered. This would not otherwise affect the procedure. It would still be possible to run the enquiry/information exchange without security being activated as long as the capability ID is not included.

2. Change the conditions such that the UECapabilityInformation only is allowed to be sent after security activation. This would take care of the issue with Capability ID, although, it would put new requirements that has been deemed unnecessary before for simply including capability information. This solution would then mean that it is no longer allowed to send the UECapabilityInformation without security, irrespective of if the Capability ID is included or not. 

It seems obvious that if there are already existing procedures for exchanging capability information without security activation, then the only option /way forward is option 1 above.

[bookmark: _Toc3988629][bookmark: _Toc4683859]Already existing procedures may determine how to do inclusion in 38.331 of how to include capability ID in UECapabilityInformation

If there is no current procedure that assume security is not activated when capability information is exchanged, then option 2 above is feasible. We are not aware of any such already specified procedure.

We recommend that RAN2 discuss and decide on which of the options for inclusion in 38.331 should be selected.

[bookmark: _Toc3988630][bookmark: _Toc4659181][bookmark: _Toc4659733]RAN2 should discuss and decide in what way inclusion of capability-ID is impacting the transmission of UECapabilityInformation with respect to security activation. 

CR’s are included based on option 1 and option 2, see [3] and [4] below.

[bookmark: _Toc3988631][bookmark: _Toc4659182][bookmark: _Toc4659734]RAN2 should adopt either CR1 or CR2 in the running CR.

Conclusion
In section 2 we made the following observations:

Observation 1	Already existing procedures may determine how to do inclusion in 38.331 of how to include capability ID in UECapabilityInformation

Based on the discussion in section 2 we propose the following:

Proposal 1	RAN2 should discuss and decide in what way inclusion of capability-ID is impacting the transmission of UECapabilityInformation with respect to security activation.
Proposal 2	RAN2 should adopt either CR1 or CR in to the running CR.
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