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Introduction
[bookmark: _Hlk513657944]The IE CellGroupConfig containing is included in the RRCSetup message to configure SRB1. However, it is unclear whether the optional field reconfigurationWithSync may be included or not.
[bookmark: _Ref178064866]Discussion
During handovers in NR, the RRCReconfiguration message includes the masterCellGroupConfig, consisting of the IE CellGroupConfig:
RRCReconfiguration message
-- ASN1START
-- TAG-RRCRECONFIGURATION-START

RRCReconfiguration ::=              SEQUENCE {
    rrc-TransactionIdentifier           RRC-TransactionIdentifier,
    criticalExtensions                  CHOICE {
        rrcReconfiguration                  RRCReconfiguration-IEs,
        criticalExtensionsFuture            SEQUENCE {}
    }
}

RRCReconfiguration-IEs ::=          SEQUENCE {
    radioBearerConfig                       RadioBearerConfig                                                      OPTIONAL, -- Need M
    secondaryCellGroup                      OCTET STRING (CONTAINING CellGroupConfig)                              OPTIONAL, -- Need M
    measConfig                              MeasConfig                                                             OPTIONAL, -- Need M
    lateNonCriticalExtension                OCTET STRING                                                           OPTIONAL,
    nonCriticalExtension                    RRCReconfiguration-v1530-IEs                                           OPTIONAL
}

RRCReconfiguration-v1530-IEs ::=            SEQUENCE {
    masterCellGroup                         OCTET STRING (CONTAINING CellGroupConfig)                              OPTIONAL, -- Need M
    fullConfig                              ENUMERATED {true}                                                      OPTIONAL, -- Cond FullConfig
    dedicatedNAS-MessageList                SEQUENCE (SIZE(1..maxDRB)) OF DedicatedNAS-Message                     OPTIONAL, -- Cond nonHO
    masterKeyUpdate                         MasterKeyUpdate                                                        OPTIONAL, -- Cond MasterKeyChange
    dedicatedSIB1-Delivery                  OCTET STRING (CONTAINING SIB1)                                         OPTIONAL, -- Need N
    dedicatedSystemInformationDelivery      OCTET STRING (CONTAINING SystemInformation)                            OPTIONAL, -- Need N
    otherConfig                             OtherConfig                                                           OPTIONAL,   -- Need N
    nonCriticalExtension                    SEQUENCE {}                                                           OPTIONAL
}

MasterKeyUpdate ::=                 SEQUENCE {
    keySetChangeIndicator           BOOLEAN,
    nextHopChainingCount            NextHopChainingCount,
    nas-Container                   OCTET STRING                                                    			OPTIONAL,    -- Cond securityNASC
    ...
}

-- TAG-RRCRECONFIGURATION-STOP
-- ASN1STOP

The CellGroupConfig contain configuration for the SpCell (i.e. PCell in case of MCG), which can contain the IE ReconfigurationWithSync as seen below.

CellGroupConfig information element
-- ASN1START
-- TAG-CELL-GROUP-CONFIG-START

-- Configuration of one Cell-Group:
CellGroupConfig ::=                         SEQUENCE {
    cellGroupId                                 CellGroupId,

    rlc-BearerToAddModList                      SEQUENCE (SIZE(1..maxLC-ID)) OF RLC-BearerConfig                OPTIONAL,   -- Need N
    rlc-BearerToReleaseList                     SEQUENCE (SIZE(1..maxLC-ID)) OF LogicalChannelIdentity          OPTIONAL,   -- Need N

    mac-CellGroupConfig                         MAC-CellGroupConfig                                             OPTIONAL,   -- Need M

    physicalCellGroupConfig                     PhysicalCellGroupConfig                                         OPTIONAL,   -- Need M

    spCellConfig                                SpCellConfig                                                    OPTIONAL,   -- Need M
    sCellToAddModList                           SEQUENCE (SIZE (1..maxNrofSCells)) OF SCellConfig               OPTIONAL,   -- Need N
    sCellToReleaseList                          SEQUENCE (SIZE (1..maxNrofSCells)) OF SCellIndex                OPTIONAL,   -- Need N
    ...,
    [[
    reportUplinkTxDirectCurrent-v1530           ENUMERATED {true}                                               OPTIONAL    -- Cond BWP-Reconfig
    ]]
}



-- Serving cell specific MAC and PHY parameters for a SpCell:
SpCellConfig ::=                        SEQUENCE {
    servCellIndex                       ServCellIndex                                                           OPTIONAL,   -- Cond SCG
    reconfigurationWithSync             ReconfigurationWithSync                                                 OPTIONAL,   -- Cond ReconfWithSync
    rlf-TimersAndConstants              SetupRelease { RLF-TimersAndConstants }                                 OPTIONAL,   -- Need M
    rlmInSyncOutOfSyncThreshold         ENUMERATED {n1}                             OPTIONAL,   -- Need S
    spCellConfigDedicated               ServingCellConfig                                                       OPTIONAL,   -- Need M
    ...
}

ReconfigurationWithSync ::=         SEQUENCE {
    spCellConfigCommon                  ServingCellConfigCommon                                                 OPTIONAL,   -- Need M
    newUE-Identity                      RNTI-Value,
    t304                                ENUMERATED {ms50, ms100, ms150, ms200, ms500, ms1000, ms2000, ms10000},
        rach-ConfigDedicated                CHOICE {
            uplink                              RACH-ConfigDedicated,
            supplementaryUplink             RACH-ConfigDedicated
    }                                                                                                           OPTIONAL,   -- Need N
    ...,
    [[
    smtc                                SSB-MTC                                                                 OPTIONAL    -- Need S
    ]]
}

SCellConfig ::=                     SEQUENCE {
    sCellIndex                          SCellIndex,
    sCellConfigCommon                   ServingCellConfigCommon                                                 OPTIONAL,   -- Cond SCellAdd
    sCellConfigDedicated                ServingCellConfig                                                       OPTIONAL,   -- Cond SCellAddMod
    ...,
    [[
    smtc                                SSB-MTC                                                                 OPTIONAL    -- Need S
    ]]
}

-- TAG-CELL-GROUP-CONFIG-STOP
-- ASN1STOP

	SpCellConfig field descriptions

	reconfigurationWithSync
Parameters for the synchronous reconfiguration to the target SpCell.



	Conditional Presence
	Explanation

	
	

	ReconfWithSync
	The field is mandatory present in case of SpCell change, PSCell addition, SI update for PSCell and security key change; otherwise it is optionally present, need M.



The ReconfigurationWithSync contain parameters required to perform HO, e.g. ServingCellConfigCommon, i.e. configurations provided in system information from the target node, as well as the C-RNTI applicable in the target cell.
The current condition to include the ReconfigurationWithSync states that it is mandatory in case of SpCell change, PScell addition, SI update for PSCell and security key change and otherwise optional. Thus, there are no description whether it can be included prior to security activation, in RRCSetup.
[bookmark: _Toc528698892][bookmark: _Toc528867397]Current specifications do not prevent including of ReconfigurationWithSync in the RRCSetup message

If ReconfigurationWithSync is included in RRCSetup, it is possible to direct the UE to a different cell in either the same node or a different node where the UE would complete the RRC connection establishment. This could be beneficial e.g. in case the target cell is overloaded, and the neighbour cell may provide better service, especially in case of inter-cell reconfiguration.
However, since the RRCSetup message is sent unprotected on SRB0, prior to AS security activation, a fake base station would be able to respond to any RRCSetupRequest or RRCResumeRequest with an RRCSetup message redirecting the UE to another cell, where the UE would perform a new random access.
[bookmark: _Toc528698893][bookmark: _Toc528867398]Including ReconfigurationWithSync in the RRCSetup message would enable handover without activating AS security
[bookmark: _Toc528698894][bookmark: _Toc528867384][bookmark: _Toc528913098]Update conditional presence for ReconfigurationWithSync to exclude it from RRCSetup



In RAN2#103bis in Chengdu, the security requirements of RRCRelease has been discussed and the following was agreed:
Agreements
1:	Integrity protection required for RRC connection release carrying Re-direction, Dedicated frequency reselection priorities, De-prioritisation information, and SuspendConfig. (When integrity protection is started ciphering will also be started according to our protocol design)
2: 	RAN2 understand that CN will provide the UE security context for the cases that the gNB wants to be able to provide these parameters in the release.
3:	RRC Release can be sent before AS security activation.
4:	UE shall release the RRC connection but ignore the Re-direction, Dedicated frequency reselection priorities, De-prioritisation information, and SuspendConfig fields if included in an RRC release message received before security activation.

Then, during an offline discussion it was agreed that upon receiving a message unprotected that shall be protected, the UE perform NAS recovery, as captured in the IPA CR [2]. In other words, the RAN2 understanding was that it seemed not sufficient to just define a condition clarifying the security requirement, but explicitly define that the UE performs NAS recovery in case the network (possibly a malicious node) breaks the security requirement and sends unprotected a message that according to conditions shall be sent protected. Even though the exact message and field discussed in this paper are different from the RRCRelease message, the fundamental issue is quite similar. Hence, for consistency, we shall also define that UE performs NAS recovery upon receiving a reconfigurationWithSync in an unprotected message. 
[bookmark: _Toc528867386][bookmark: _Toc528913099]UE performs NAS recovery if it receives a reconfigurationWithSync in an unprotected message.

An CR implementing proposals is provided in [1].
Conclusion
In section 2 we made the following observations:
Observation 1	Current specifications do not prevent including of ReconfigurationWithSync in the RRCSetup message
Observation 2	Including ReconfigurationWithSync in the RRCSetup message would enable handover without activating AS security

Based on the discussion in section 2 we propose the following:
Proposal 1	Update conditional presence for ReconfigurationWithSync to exclude it from RRCSetup
Proposal 2	UE performs NAS recovery if it receives a reconfigurationWithSync in an unprotected message.
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