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Introduction
In RAN2#103 in Gothenburg, SA3 replied a previous LS from RAN2 on re-establishment security and the following was agreed:
R2-1813246	Reply LS on RRC Re-establishment security (S3-182541; contact: Huawei)	SA3	LS in	Rel-15	5GS_Ph1-SEC	To:RAN2	Cc:RAN3
=>	Consequence that the re-establishment procedure as currently specified does not need to be changed.
=>	Noted

During ASN.1 review it was suggested to modify the security handling of re-establishment. This short contribution discusses the potential need for that.
[bookmark: _Ref178064866]Discussion
In the current RRC specifications the UE sends an RRCReestablishmentRequest on SRB0 and in the successful case receives an RRCReestablishment message on SRB1 i.e. integrity protected. Thanks to that, the network can multiplex an RRCReconfiguration message (both encrypted and integrity protected) with the RRCReestablishment message. That enables a faster setup of DRBs as the network does not need to receive the RRCReestablishmentComplete before it reconfigures the UE. That is shown in 38.300 as follows:
4a. RRCReestablishmentComplete
5a. RRCReconfigurationComplete
UE
gNB
Last Serving gNB
AMF
UE in RRC_CONNECTED /
CM-CONNECTED 
1. RRCReestablishmentRequest
4. RRCReestablishment
2. RETRIEVE UE CONTEXT REQUEST
6. DATA FORWARD ADDRESS INDICATION
3. RETRIEVE UE CONTEXT RESPONSE
9. UE CONTEXT RELEASE
8. PATH SWITCH REQUEST ACKNOWLEDGE
7. PATH SWITCH REQUEST
5. RRCReconfiguration













In 38.331, it is specified that upon the reception of the RRCReestablishment message the UE perform the following steps:
1>	store the nextHopChainingCount value indicated in the RRCReestablishment message;
1>	update the KgNB key based on the current KgNB or the NH, using the stored nextHopChainingCount value, as specified in TS 33.501 [11];
1>	derive the KRRCenc key, the KRRCint, the KUPint key and the KUPenc key associated with the previously configured ciphering algorithm, as specified in TS 33.501 [11];
1>	request lower layers to verify the integrity protection of the RRCReestablishment message, using the previously configured algorithm and the KRRCint key;

It has been proposed during ASN.1 review that the UE should perhaps first check integrity protection and then derive the ciphering keys if integrity protection check is ok. In our view, this is indeed a possible UE implementation that is not forbidden by the current specification as the exact order the UE performs the derivation of keys is not imposed by the procedure text. But perhaps that is not the ONLY possible sensitive implementation. There could also be other UE implementations that assume in most cases the RRCReestablishment message comes from a real base station (i.e. assumes that in a typical scenario integrity protection will be fine) and prefers to start encryption even before verifying integrity protection. That is also possible and compliant.
A similar argumentation could also be used for the security handling in the resume procedure, where other UE implementation possibilities exists. For example, one UE implementation may consider useful to be prepared for resuming at any time (e.g. to possibly reduce the control plane latency by reducing its processing time) and derive the security keys immediately after the reception of RRCRelease with suspend configuration and/or update it every time it performs cell reselection (as the key derivation and token calculation uses a target cell identity as input).
One could discuss the possibility to add a note to the specifications with one or few possible UE implementations, but at the end of the day, any of these variants, either for resume and reestablishment, and perhaps others, might not be easily testable. Hence, in our view, the timing the UE derive keys should not be over specified, which is also according to the general principles in 38.331 A.2:
[bookmark: _Hlk524597614]The procedural specification provides an overall high level description regarding the UE behaviour in a particular scenario.
RAN2 should avoid over specifying procedures that are not easily tested. In this particular case, there is no need to update the reestablishment procedure.

One could also argue that the proposed UE implementation of first checking integrity protection before performing certain actions is somehow used in the case of the SecurityModeCommand where the UE first verify the IP before it starts encryption (among other actions). However, this is simply due to the modelling in the specifications. Upon the reception of the SecurityModeCommand, if IP fails, the UE actions are described in the same sub-clause i.e. 5.3.4.3 due to the fact the action is very specific (UE sends a SecurityModeFailure). On the other hand, in the case of re-establishment or resume, if IP fails, the UE goes to RRC_IDLE, where actions are modelled in another sub-clause (5.3.11).


Figure 5.3.4.1-2: Security mode command, failure
Conclusion
Based on the discussion in section 2 we propose the following:

1. RAN2 should avoid over specifying procedures that are not easily tested. In this particular case, there is no need to update the reestablishment procedure.
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