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1 Introduction
In the last RAN2 meeting (#103bis, Chengdu), approaches to the UE Capability ID signaling were discussed and the following agreements reached:  
Agreements

1
RAN2 will leave SA2 to progress the discussion on the allocation of the UE capability ID. RAN2 will focus on signalling aspects.

2
Key aspects to be considered by RAN2 are:


i/
Whether the UE capability ID is carried by NAS or RRC


ii/
Whether the UE capability ID is available to the RAN, and hence the mapping from UE capability ID to capability set is known in the RAN


iii/
Whether the mapping from UE capability ID to capability set is stored in the CN
3
Additional aspects to be consider by RAN2 are:


i/
Partial capability retrieval (based on bands, etc)


ii/
To which capability containers the UE capability ID relates


iii/
Relationship to NAS initiated changes of UE capability

This discussion addresses some key aspects needed for this work area. 
2 Discussion
2.1 UE Capability ID sent only over radio at Attach or Every RRC Connection Establishment?
The agreements from RAN 2 #103bis do not seem to address this question. In legacy EPC and 5GC, the Full UE Radio Access Capabilities are sent very rarely, e.g. only at Attach; first inter-RAT TAU after Attach; and at inter-MME mobility.

In the email discussion [103bis#12], many companies considered sending the UE Capability ID (the pointer to the full UE Radio Access Capabilities) in message 5, but there seems to be no recording that this implies that it would need to be sent in every RRC Connection Establishment procedure.

Proposal 1: Record that RAN 2 is considering transferring the UE Capability ID at every RRC connection establishment, rather than at only Attach/first TAU.
2.2 Inclusion of UE Capability ID in RRC Connection Establishment Message 5 or Message 6? 
The UE Capability ID is likely to be around 8 octets long (e.g. it would contain the TS 23.003 Type Allocation Code of 8 digits, plus sufficient bits to ensure the different configurations of that device could be described).

At least for the well optimised EPC Service Request procedure where the RRC Idle to RRC Active transition time is important, the addition of 8 octets to Message 5 would add excessive (and unnecessary) delay to the Service Request procedure. (It is expected that R2-187310 shows that a minimum delay of 7 ms would be incurred).

An alternative approach (that was used in GSM Phase 2 for the transmission of the Circuit Switched Classmark 3 information, see clause 3.3.1.1.4.1 of TS 44.018) would be to send the UE Capability ID in a standalone RRC message as “Message 6” of the procedure. This allows the S1/N2 association with the MME/AMF to be built without delay upon reception of “Message 5”, and, “Message 6” to be transferred while waiting for the MME/AMF to supply the Initial UE context (including RRC security context) to the RAN.
Proposal 2: If transfer of UE Capability ID is to happen at every RRC Connection establishment procedure, then, send the UE Capability in a standalone “Message 6” and not in “Message 5”.
2.3 Privacy and Security aspects of Inclusion of UE Capability ID in RRC Connection Establishment procedure 
The RRC Connection Establishment procedure is performed before the UE’s security context is available in the eNB. This means that the UE Capability ID is neither confidentiality protected nor integrity protected.
While the UE’s security capabilities are currently transferred in NAS signalling (and downloaded in S1/N2 signalling to the RAN), there may be other important parameters that could be changed by a man-in-the-middle attack. Such an attack might be detected by the UE if the UE Capability ID received by the RAN is sent back to the UE in an integrity protected message.

Confidentiality protection of the “Type Allocation Code” (especially for unusual brands c.f. https://communications.sectra.com/security-solutions/tiger-7401) may however be important, and simple solutions might not exist.
Proposal 3: Consult SA 3 on the confidentiality and integrity protection aspects of sending the UE Capability ID in unprotected messages.
Proposal 4: while waiting for an SA3 response, RAN 2 should anticipate that the UE Capability ID shall be sent encrypted and integrity protected.

2.4 Storage of Full UE Capabilities in RAN, or, transfer in “UE associated” S1/N2/X2/Xn signalling? (inter-eNB/gNB Resume)
It seems quite possible that the Full UE Radio Access Capabilities (e.g. for a UE that supports E-UTRA plus EN-DC plus NR-Standalone) could exceed 50 kbytes (i.e. exceed 400 kbits). 

On a 1 Mbit/s signalling interface, 400 kbits would take 0.4 seconds (400 ms) to transmit.

On 100 Mbit/s per second signalling interface, it would take 4 ms to transmit.

Even with signalling at 1 Gbit/s, the time to transmit is a non-trivial 0.4 ms.

These times ignore delays caused by the segmentation / reassembly needed (at SCTP and/or IPv4 layer) for e.g. underlying IP networks using Ethernet transmission links with 1500 byte MTU.

For inter-eNB/gNB Suspend/Resume and RRC-Inactive, retrieval of the UE context from the old eNB/gNB is done after the very size constrained Message 3 and before Message 5. The UE context retrieval procedures are intended to be very fast. Hence it is necessary to transfer only the UE Capability ID (and not the full UE Radio Capabilities) over X2/Xn and use the UE Capability ID at the target RAN node to retrieve a locally stored copy of the full UE Radio Access Capability IE.
Proposal 5: for low latency inter eNB/gNB Resume (as well as other procedures) the Full Radio Access Capabilities that are most commonly used by that eNB/gNB need to be cached locally at the eNB/gNB site.

3 Conclusions
The paper has discussed some key aspects of the handling of the proposed UE Capability ID.
RAN 2 are requested to discuss and agree the following Proposals:

Proposal 1: Record that RAN 2 is considering transferring the UE Capability ID at every RRC connection establishment, rather than at only Attach/first TAU.

Proposal 2: If transfer of UE Capability ID is to happen at every RRC Connection establishment procedure, then, send the UE Capability in a standalone “Message 6” and not in “Message 5”.
Proposal 3: Consult SA 3 on the confidentiality and integrity protection aspects of sending the UE Capability ID in unprotected messages.
Proposal 4: while waiting for an SA3 response, RAN 2 should anticipate that the UE Capability ID shall only be sent encrypted and integrity protected.

Proposal 5: for low latency inter eNB/gNB Resume (as well as other procedures) the Full Radio Access Capabilities that are most commonly used by that eNB/gNB need to be cached locally at the eNB/gNB site.
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